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What do these companies have in common?

3M Company

ABM Industries Inc

Accenture plc

Alcoa Inc

Allianz SE

Allied Defense Group Inc

Alstom SA

Analogic Corporation
Archer-Daniels-Midland Company

. AstraZeneca plc

. Avon Products Inc

. Baker Hughes Incorporated

. Baxter International Inc

. BHP Billiton Ltd

. Bio-Rad Laboratories Inc

. Bristol-Myers Squibb Company

. Bruker Corporation

. Cobalt International Energy Inc

. Covidien Public Limited Company
. Deere & Company

. Delta Tucker Holdings/DynCorp Internat’l
. Dialogic Inc

. Diebold Incorporated

. DreamWorks Animation SKG Inc

. Dun & Bradstreet Corporation

. Eli Lilly

. Embraer SA

. Eni SpA

. Expro International Group plc

. Fresenius Medical Care AG & Co. KGaA
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. Motorola Solutions Inc
52.
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57.
58.
59.
. Parametric Technology Corporation

Furmanite Corporation

GlaxoSmithKline plc

Goldman Sachs Group Inc

Goodyear Tire and Rubber Company

Grifols SA (Talecris Biotherapeutics
Holdings Corp)

Halliburton Company

Harris Corporation

Hewlett-Packard Company

IDT Corporation

Ingersoll-Rand plc

Keyuan Petrochemicals Inc

Koch Industries

Koninklijke Philips Electronics NV

Kraft Foods Inc

Las Vegas Sands Corp

Layne Christensen Company

LyondellBasell Industries

Marathon Qil Corporation

Medtronic Inc

Merck & Co Inc

MTS Systems Corporation
Nabors Industries Ltd
NBCUniversal Media LLC
NCR Corporation

News Corporation
Nordion Inc

Olympus Corp

Oracle Corporation

61.
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63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.

Viacom (Paramount Pictures)
Parker Drilling Company
Qualcomm Incorporated
Raytheon Company

RINO International Corporation
Schlumberger NV

Sciclone Pharmaceuticals Inc
Sensata Technologies Holding NV
SL Industries Inc

Smartmatic Corporation

Smith & Wesson Holding Corporation
Sojitz Corp

Sony Corporation

STR Holdings Inc

Stryker Corporation

Tata Communications Limited

TE Connectivity Ltd

Teva Pharmaceutical Industries Limited
Time Warner Inc

Total SA

Transocean Ltd

Wal-mart Stores Inc

Walt Disney Company

Walters Power International LLC
Weatherford International Ltd

WS Atkins plc

WW Grainger Inc

Wynn Resorts Limited

Zimmer Holdings Inc
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Overview

« Corporations have significant incentives to ensure they
conduct business in compliance with legal requirements and
consistent with an individual company’s ethics and values.

« Central to operating in this manner is an informed and
engaged workforce prepared to surface issues should a
concern arise and a corporate culture dedicated to
iInvestigating and addressing issues raised.

« Key objective is to have strong and effective processes and
procedures in place to identify and resolve issues BEFORE a
true whistleblower situation develops.
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The Wall Street Journal

Former JLE Morgan Chase &
employes Eeith Edwards-—
who provided tips leading to a
payment of S65 miliion by the
bank o the U8, gowernment diber
insurance on home loans—will
ger 2639 milllon for his effores,
according to a court filing Friday,

Mr. Edwards's allegations
kickad off a case against LR
Morgan in which it was alleged
the hank ararted falsaly certify-
ing Federal Howsing Administrs-

Hon and the Depa.rtment of Vet
erans Affairs loans as early as
2002, and the agencies suffered
Tanbstantizl kosses.”

JE MNeorgan last month agreed’
b pay the 55814 million to settle
the cuse wath the agencies. The
bamk sdmitted it approved thoua-
sands of FHA loans and hurdreds
of WA Joans that Akt mest wn-
derwriting roguiremeants, actond-
ing to the TS
Department.

In responae, P Morgan had
spid it would enbance fts quality-

Justice

Saturd

contral for lnans that
are submitted in the future to
the FHAS dinect endorsememnt
lender . The bank had
alsn said previously that it had
enoigh money et aside In re-
serves to cover the settlement,
znd any financial impact related
te exposure on foture claims
st expected o be significant.
A representativa of JLP Mor-
FEn didn't immeadiately respond
to a reguest for cotmment Friday,
Whistleblowers ke BMr Ed-
wards can benefit from sebtle-

Sunday, March 8 — 9, 2014

\’Vhlstleblower s Payout Is $64 Million

1
‘ Co

ments made under the False
Clabms Aet. In the 2013 fscal
woar, the Justice Departmment
notched & huge year for False
Claimes Act  cases,  securing
3.8 hillien in settlements and
J nts.

Mr. Edwardsz payout was
presdously reported on Friday by
Beaters. The tews agency- said
Mr. Edwards hed initially sued
the bank under the False Claims
Act In Janwary of last year, amd
wiks later joined in the suit by
the L5, government.
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Foster a Culture of “Speaking Up’

“Employees who indicated they had reasons for not
reporting observed misconduct cite fear of retaliation
as the foremost cause.”

Source: Culture Diagnostic Survey, 2009

Successful corporations will
. Train employees thoroughly on rules of conduct

. Establish channels through which employees are encouraged to raise
potential concerns without fear of retribution

. Treat allegations seriously, establish robust investigatory processes
and undertake appropriate corrective action

Confidential 5



Corporate Executive Board
Compliance & Ethics Leadership Council Recommendations

« Establish allegation reporting channels (helpline, ombudsman, etc.)
« Establish robust investigation processes

« Create company-wide policies encouraging employees to report
misconduct and publicize channels through which employees can report
concerns

* Issue communications that directly address employee fears of retaliation

« Train managers to respond appropriately and consistently to employee
allegations

« Provide managers and ethics liaisons with the tools and resources to
handle concerns and discuss the allegation reporting and investigations
process properly

« Establish a regular communications cadence to reinforce the importance
of speaking up

* Incorporate clear expectations of employee and manager behaviors into
annual performance evaluations

Confidential 6



The DuPont Approach

« Ethics and Compliance — an Individual Responsibility
DuPont Code of Conduct
Core Values

« Ethics & Compliance Central — Global Dedicated
Resources

« Comprehensive Training and Awareness Tools
LegalEagle Training Modules
Core Value Contacts
Ethics and Compliance Days
Business Ethics Bulletins

Confidential 7



The DuPont Approach (continued)

« Multiple Options for Reporting Concerns
Line Management
Internal Audit
Legal
HR
Corporate Security
Ethics and Compliance Hotline

« Dedicated, Expert Investigation Resources
« Commitment to Corrective Action

« Strong Anti-Retaliation Policy

Confidential 8



The DuPont Approach (continued)

Following passage of the Sarbanes-Oxley Act in 2002, DuPont
established an anonymous hotline through which third parties (and
employees) may raise issues. The hotline is publicized in the
Company’s annual meeting proxy statement. Very small percentage of
issues raised comes through this hotline.

“Communications with the Board and Directors

Stockholders and other parties interested in communicating directly with the
Board, Chair, Lead Director or other outside director may do so by writing in
care of the Corporate Secretary, DuPont Company, 1007 Market Street,
D9058, Wilmington, DE 19898. The Board's independent directors have
approved procedures for handling correspondence received by the Company
and addressed to the Board, Chair, Lead Director or other outside director.
Concerns relating to accounting, internal controls, auditing or ethical
matters are immediately brought to the attention of the Company's internal
audit function and handled in accordance with procedures established by
the Audit Committee with respect to such matters, which include an
anonymous toll-free hotline (1-800-476-3016) and a website through which to
report issues (https://reportanissue.com/dupont/welcome).”
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2013 Focus

Support Business Presidents and other senior leaders in
“INTERDEPENDENT CULTURE” SHIFT } Ethics & Compliance in the ongoing business culture

transformation
COMPREHENSIVE COMMUNICATION & Connect Competitive Advantage with Ethics & Compliance
EDUCATION PLAN & GREATER } Themes: “Tone in the Middle”, Speaking up, Emerging
TRANSPARENCY Markets

} Develop and implement tools to help businesses and

THIRD PARTY ETHICS & COMPLIANCE functions mitigate Ethics & Compliance risks

Analyze confirmed ethics violations including newer

NEWER EMPLOYEE MISCONDUCT } employee misconduct for learnings and improvement
ideas

Connect Ethics and Compliance to Competitive Advantage



Four Archetypes Of Culture

ANARCHY & BLIND INFORMED INTER-

LAWLESSNESS OBEDIENCE ACQUIESCENCE DEPENDENCE

Everyone acts Everyone does Everyone Everyone acts on

in his or her what he or she is learns the the basis of a set of
own self- told, without rules and principles and
interest understanding agrees to values that inspire
regardless of the reasons abide by them everyone not just to
the group behind the in order to follow them, but
dynamic or action, in order receive the also to ensure that
organization to avoid the rewards of his those around them
ethics consequences or her actions equally respect and

111 H »
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Selected Issues for Multinational Companies

» Local legal requirements related to labor and data
protection, particularly in the European Union, must be
accommodated.

« Companies must be sensitive to cultural differences
across regions and ensure that local programs are
tailored to encourage reporting.

* In the wake of the SEC whistleblower bounty program,
companies must work even harder to ensure employees
raise concerns with the company first rather than report
directly to the SEC.

 Are financial incentives a viable option?
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Hypothetical Situation 1

In mid-January 2013, an analyst in the company’s finance
department discovers that significant sales were reflected in the
fourth quarter of 2012 when the sales were not actually made until
the first week in January 2013. The analyst brings this discovery to
the attention of the corporate accounting manager who tells the
analyst she will “look into it” and “not to worry about it.” The analyst
does nothing more and the company subsequently reports earnings
and completes its SEC filings with the sales in question included in
the fourth quarter. During an audit performed by the company’s
independent public accounting firm in April 2013, the auditor finds
the discrepancy and raises the issue with the company’s controller.
An investigation follows during which it is determined that the
analyst’s original assessment was correct. Because of the
magnitude of the misreported sales, the company must restate its
results for the fourth quarter and full-year 2012. The SEC opens an
investigation on accounting and reporting improprieties, and private
suits follow.
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Issues Raised

* What went wrong?

 What should have been done once the
accounting error was identified?

 What must now be done to remedy the
situation?

 What preventive actions could have been taken
to eliminate the issue before it occurred?

Confidential 14



Business Ethics Bulletin — A Training Tool

November 16, 2012
BUSINESS ETHICS BULLETIN

Business Ethics Bulletins are issued in collaboration with Internal Audit and Legal to highlight
recent issues, both positive and negative, regarding our DuPont Code of Conduct.

Nature of Concern

Given the challenging and uncertain business conditions we are facing as we close 2012, it is
timely to remind ourselves of the importance of sound accounting and control procedures, key
components of our core value of highest ethical behavior.

Key Reminders - Revenue Recognition

Accounting standards require that revenue cannot be recognized until it is earned. The company
has policies in place to ensure that these standards are followed. As a general rule, the company
recognizes revenue only when the following four requirements are met:

o persuasive evidence of an arrangement exists;

o delivery has occurred (title has passed) or services have been rendered;

o the seller’s price to the buyer is fixed or determinable;

o collection is reasonably assured.
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Hypothetical Situation 2

A junior employee learns that payments have been made to
foreign officials by senior management in a foreign country to
facilitate regulatory approvals, approvals that are provided
almost immediately after the payments are made. The junior
employee brings this to the attention of her immediate
supervisor. She subsequently learns that an internal
investigation at the country level was conducted and concluded
with no action taken. It is only when the company learns that a
major newspaper is investigating a whistleblower’s allegations
that it begins an independent investigation, which it discloses to
the SEC and DOJ and in its next 10-K. After the newspaper
article appears, detailing extensive allegations of bribery, the
stock falls five percent. The U.S. investigations continue and the
foreign country itself begins one, amid local political uproar.
Private suits are filed.
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Issues Raised

* What went wrong?

 What should have been done once the
payments were discovered?

 What must now be done to remedy the
situation?

 What preventive actions could have been taken
to eliminate the issue before it occurred?
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Closing Thoughts

« We depend on the sound, ethical judgment of each
employee across the globe for business success and
continued right to operate.

« Creating a culture where values are understood and
embraced is job one. We continuously look for effective
ways of reinforcing the critical importance of “doing the
right thing.”

«  We work diligently to foster an environment in which

employees feel encouraged to raise concerns and in
which issues identified are addressed.
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Current Enforcement Climate
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Enforcement Remains High

* Number of companies publicly disclosed (via SEC filings or
press reports) to have ongoing FCPA 1nvestigations. (Actual
number likely higher.)
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Number of companies publicly disclosed
(via SEC filings or press reports) to have ongoing FCPA investigations.
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Source: The FCPA Blog



Companies with Active FCPA Inquires (12/31/13)

1. ABM Industties Inc

. Accenture plc

. Agilent Technologies Inc
Alcoa Inc

. Alstom SA

. Analogic Corporation

. Anheuser-Busch InBev SA/NV

® N o A WN

. AstraZeneca plc

9. Avon Products Inc

10. Baker Hughes Inc. (B] Services)
11. Barclays plc

12. Baxter International Inc

13. Beam Inc

14. BHP Billiton Ltd

15. Bio-Rad Laboratories Inc

16. Bristol-Myers Squibb Company
17. Brookfield Asset Management Inc
18. Bruker Corporation

19. BSG Resources Ltd

20. Central European Distribution Corp.
21. Cobalt International Energy Inc
22. Dialogic Inc

23. Deutsche Post AG (DHL)
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24.
25.
26.
27.
28.

29

36

39

DreamWorks Animation SKG Inc
Dun & Bradstreet Corporation

Eli Lilly and Company

Embraer SA

Ericsson AB

. Expro International Group plc
30.
31.
32.
33.
34.
35.

ExxonMobil Corporation

Fresenius Medical Care AG & Co. KGaA
GlaxoSmithKline plc

Gold Fields Limited

Goldman Sachs Group Inc

Goodyear Tire and Rubber Company

. Halliburton Company
37.
38.

Harris Corporation

Hess

. Hewlett-Packard Company
40.
41.
42.
43.

Hyperdynamics Corporation
Image Sensing Systems
Ingersoll-Rand plc

International Business Machines

Corporation

44. JPMorgan Chase

45. Juniper Networks

46.

Kimco Realty Corporation

47.
48.
49.
50.
51.
. Merck & Co Inc
53.
54.
55.
56.
57.
58.

59

KKR & Company LP

Kraft Foods Inc

Las Vegas Sands Corp
Layne Christensen Company

LyondellBasell Industries

Microsoft Corporation
Motorola Solutions Inc

MTS Systems Corporation
Comcast (NBCUniversal Inc)
National Geographic

NCR Corporation

. Net 1 UEPS Technologies Inc
60.
61.
62.
03.
64.
05.
66.
67.
68.
09.
70.

News Corporation

Nordion Inc

Novartis AG

Olympus Corp

Optimer Pharmaceuticals Inc
Oracle Corporation

Owens-Illinois Group Inc
Panasonic Corporation

Parametric Technology Corporation
Park-Ohio Industries Inc

Protective Products of America Inc

71

72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.

85

80.
87.
88.
89.
90.
91.

92

. Qualcomm Incorporated

Sanofi SA

SBM Offshore NV

Sciclone Pharmaceuticals Inc
Sensata Technologies Holding NV
Siemens AG

SL Industries Inc

Smith & Wesson Holding Corporation
Sojitz Corp

Sony Corporation

STR Holdings Inc

Tata Communications Limited
Tesco Corporation

Teva Pharmaceutical Industries Limited
. Time Warner Inc

Universal Entertainment Corp.
Universal Music Group (Vivendi)
Viacom (Paramount Pictures)
Wal-mart Stores Inc

Walt Disney Company

Walters Power International LLC

. WS Atkins plc (PBSJ Corp)

Source: The FCPA Blog



Proliferation of Enforcers

* Proliferation of U.S. enforcers: Specialized units at FBI,
DOQOJ, and SEC; partnering with IRS & USAOs.

* International proliferation —

- More and more countries are enforcing anti-corruption laws,

including China (GSK), India, Switzerland

- These laws are often broader than the FCPA. E.g., both the UK
Bribery Act 2010 and Brazil’s Anti-Corruption Law (2013) contain
no facilitation exception; apply to commercial bribery; and impose
strict liability at least in part (for UK, the offense of corporate
failure to prevent third party bribery, with a possible defense of
adequate procedures).

Ballard Spahr



Significant Penalties and Costs

* Investigation costs alone can be hundreds of millions of
dollars.

- Walmart. Feb. 20, 2014 earnings call: “$282 million in chatges
related to FCPA matters” in FY 2014. “Approx. $173 million of
these expenses represented costs incurred for the ongoing inquiries
and 1nvestigations, while the remaining $109 million was related to
our global compliance program and organizational enhancements.”

Source: http://media.corporate-ir.net/media_files/IROL/11/112761/FY14Q4finalmanagementscript.pdf

- Avon. 2012 annual report - $339.7 million spent 2009-12 on
FCPA issues: $92.4m in 2012, $93.3m in 2011, $95m in 2010;
$59m in 2009.

Source: http://www.sec.gov/Archives/edgar/data/8868/000000886813000011/avp10k2012.htm
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Penalties and Collateral Costs Are Significant

e Settlement costs

- Disgorgement (plus prejudgment interest) and criminal fines based
on profits of affected operations — combined penalties of $1.6
billion in Siemens case

- Independent monitors
* Related civil litigation
e Government debarment and other loss of business
* Damage to reputation and morale

* Individual prosecutions

Ballard Spahr



Overview of the FCPA and
the U.K. Bribery Act
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FCPA —Anti-Bribery & Accounting Provisions

* Anti-Bribery Provisions

- Issuers and domestic persons or entities may not directly or
indirectly otfer or give anything of value to foreign officials with
corrupt intent.

* Accounting Provisions (only securities issuers)

- Books & records: Keep detailed books & records that fairly and
accurately reflect transactions and dispositions of assets.

- Internal controls: Devise and maintain a system of internal
accounting controls sufficient to provide reasonable assurance that
books and records are accurate for external reporting, and access to
assets is permitted only in accordance with management
instructions. Audit at reasonable intervals.

Ballard Spahr
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Elements of an FCPA Bribery Violation

* A covered person / entity

- Issuers (incl. ADRs); US citizens, residents & companies; anyone who
commits acts in furtherance in the US

e Directly or indirectly

- Awareness of a high probability your payee will make an improper
payment; willful blindness

* Ofters or gives anything ot value
- Includes non-cash (entertainment, employment) and subjective benefits
* To a foreign otficial
- Includes employees of state-owed enterprises, or of World Bank/UN
* 'To obtain or retain business
- Not just a contract; “business nexus” test includes { in foreign taxes
*  With corrupt intent
- Quid pro quo

Ballard Spahr
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Exceptions / Defenses to Bribery

* EXCEPTION

- Facilitation / grease payments for routine governmental action

* AFFIRMATIVE DEFENSES

- Payments authorized by foreign law

- Bona fide business expenditures

Ballard Spahr
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Exception: Facilitation Payments

* EXAMPLES OF ROUTINE GOVERNMENT ACTION

- Obtain permits, licenses, visas
- Secure police protection, timely official inspections

- Provide phone, mail, power, water service, loading/unloading cargo,
protecting perishable products

“Actions of a similar nature”

« MINISTERIAL ACTS, NOT DISCRETIONARY ACTIONS

* PERFORM OFFICIAL FUNCTION FASTER, NOT MAKE A
DIFFERENT SUBSTANTIVE DECISION

« LIMITED UTILITY

- No clear safe harbor; U.S. enforcement actions view narrowly
- Most countries (e.g., UK, Germany) have no such exception

- No protection against related books and records violation

Ballard Spahr
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Affirmative Defense: Written Foreign Law

* LAWFUL UNDER WRITTEN LAW OF HOST
COUNTRY

- Informal business customs or practices NOT covered

« EXAMPLES

- Lawtul political contributions, modest gifts, training of officials

 LIMITED UTILITY

- Must be explicitly authorized

Ballard Spahr
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Affirmative Defense: Bona Fide Expenditures

* REASONABLE BUSINESS EXPENDITURES

- Directly related to legitimate promotional or contract activities
- Reasonable under the circumstances

- Bona fide and made in good faith

« EXAMPLES

- Reimbursement for travel, meals, entertainment
- Product samples

- Customer training

Ballard Spahr
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U.K. Bribery Act Basics

* 4 separate offenses address public and private sector bribery:
- 2 general offenses of bribing and accepting bribe;
- Oftense of bribing foreign public official; and

- Corporate offense of failing to prevent bribery (strict liability)
 UNLESS “adequate procedures”

* No “facilitation payments” allowed

Ballard Spahr
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Compliance
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Compliance Guidance: US, UK, & OECD

Excerpts From Leading International Guidance on the Elements of an Effective Anti-Corruption Program

Ten Hallmarks of Effective Compliance Programs
DOI-SEC Resource Guide (MNow. 2002), p. 57-62

Six Guiding Principles of Adequate Procedures
LK. Ministry of Justice Guidance (March 2011), p. 21-31

Twelve Good Practices for Preventing and
Detecting Foreign Bribery
OECD Good Practice Guidance (Februany 2010)

“[1.] Commitment from Senior Management and
a Clearly Articulated Policy Against Corruption...
[Clampliance begins with the board of directors and
senior executives setting the proper tone ..
reinforced and implemented by middle managers
and employees at all levels...

[2.] Code of Conduct and Compliance Policies and
Procedures...

clear, concise, and accessible to all employees and to
those conducting business on the company’s behalf
available in the local language...

outline responsibilities for compliance within the
company, detail proper internal contrals, auditing
practices, and documentation policies, and set forth
disciplinary procedures...

risks that a company may need to address include
the nature and extent of transactions with foreign
gowvernments, including payments to foreign
officials; use of third parties; gifts, travel, and
entertainment expenses; charitable and political
donations; and facilitating and expediting payments
[consider] web-based approval processes to review
and approve routine gifts, travel, and entertainment
involving foreign officials and private customers with
clear monetary limits and annual limitations [, and]
flexibility so that senior management, or in-house
legal counsel, can be apprised of and, in appropriate
circumstances, approve unigque reguests.

apply to personnel at all levels of the company...

[3.] Oversight, Autonomy, and Resources...
[&]ssig[n] responsibility for the oversight and
implementation of a company’s compliance

“Principle 1

Proportionate procedures

A commercial organisation’s procedures to prevent bribery by persons
associated with it are proportionate to the bribery risks it faces and to the
nature, scale and complexity of the commercial organisation’s activities.
They are also clear, practical, accessible, effectively implemented and
enforced.

Principle 2

Top-level commitment...

Whatewer the size, structure or market of a commercial organisation, top-
lewel management commitment to bribery prevention is likely to include (1)
communication of the organisation’s anti-bribery stance, and (2) an
appropriate degree of invelvement in developing bribery prevention
procedures,

-Effective formal statements that demonstrate top level commitment are
likely to include: » a commitment to carry out business fairly, honestly and
openlys a commitment to zero tolerance towards bribery « the
consequences of breaching the policy for employees and managers - for
other associated persons the consequences of breaching contractual
prowvisions relating to bribery prevention (this could include a reference to
avoiding doing business with others who do not commit to doing business
without bribery as a "best practice’” cbjective) - articulation of the business
benefits of rejecting bribery (reputational, customer and business partner
confidence) = reference to the range of bribery prevention procedures the
commercial organisation has or is putting in place, including any protection
and procedures for confidential reporting of bribery (whistle-blowing) = key
individuals and departments involved in the development and
implementation of the erganisation’s bribery prevention procedures «
reference to the organisation’s involvement in any collective action against
bribery ..

[Wilhatever the appropriate model, top-level engagement is likely to reflect
the following elements:

= Selection and training of senior managers to lead anti-bribery work where
appropriate.

= Leadership on key measures such as a code of conduct.

= Endorsement of all bribery prevention related publications.

“Effective internal controls, ethics, and
compliance programmes or measures for
preventing and detecting foreign bribery
should be developed on the basis of a risk
assessment addressing the individual
circumstances of a company, in particular the
foreign bribery risks facing the company
(such as its geographical and industrial sector
of operation). Such circumstances and risks
should be regularly monitored, re-assessed,
and adapted as necessary to ensure the
continued effectiveness of the company’s
internal controls, ethics, and compliance
programine or measures.,

Companies should consider, inter alia, the
following good practices

1. strong, explicit and wisible support and
commitment from senior management to
the company’'s internal controls, ethics and
compliance programmes or measures for
preventing and detecting foreign bribery;

2. a clearly articulated and visible
corporate policy prohibiting foreign briberny;

3. compliance with this prohibition and the
related internal controls, ethics, and
compliance programmes or measures is the
duty of individuals at all levels of the
com pany;

4. oversight of ethics and compliance
programmes or measures regarding foreign
bribery, including the authority to report
matters directly to independent monitoring

Ballard Spahr
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Compliance Guidance: US, UK, & OECD

program to one or more specific senior executives ...
[with] approprnate authority ... adequate autonomy
from management, and sufficient resources to
ensure that the company’s compliance program is
implemented effectively. Adequate autonomy
generally includes direct access to an organization’s
gowvemning authority, such as the board of
directors...”

[4.] Risk Assessment_..

D2J and SEC will give meaningful credit to a
company that implements in good faith a
comprehensive, risk-based compliance program,
ewven if that program does not prevent an infraction
in a low risk area because greater attention and
resources had been dewvoted to a higher risk area....
Factors to consider, for instance, include risks
presented by: the country and industry sector, the
business opportunity, potential business partners,
level of involvement with governments, amount of
gowernment regulation and owversight, and exposure
to customs and immigration in conducting business
affairs....

[5.] Training and Continuing Advice...

[a] periodic training and certification for all directors,
officers, relevant employees, and, where appropriate,
agents and business partners..presented in a
manner appropriate for the targeted audience... in
the local language ... [and with] sample situations
that are similar to the situations they might
encounter...

[consider] a mix of web-based and in-person train-
ing conducted at varying intervals...

[b] appropriate measures .. to provide guidance and
advice ... including when such advice is needed
urgently...

[6.] Incentives and Disciplinary Measures...
[consider] publicizing disciplinary actions internally,
where appropriate under local law, ... and [positive
measures such as] personnel evaluations and
promotions, rewards for improving and developing a
company’s compliance program, and rewards for
ethics and compliance leadership ...

= Leadership in awareness raising and encouraging transparent dialogue
throughout the organisation so as to seek to ensure effective dissemination
of anti-bribery policies and procedures to employees, subsidiaries, and
associated persons, etc.

= Engagement with relevant associated persons and external bodies, such
as sectoral organisations and the media, to help articulate the
arganisation’s policies.

= Specific invohvement in high profile and critical decision making where
appropriate.

= Assurance of risk assessment.

= General oversight of breaches of procedures and the provision of
feedback to the board or equivalent, where appropriate, on levels of
compliance.

Principle 3

Risk assessment

The commercial organisation assesses the nature and extent of its exposure
to potential external and internal risks of bribery on its behalf by persons
associated with it. The assessment is periodic, informed and documented.

Risk assessment procedures that enable the commercial organisation
accurately to identify and prioritise the risks it faces will, whatewver its size,
activities, customers or markets, usually reflect a few basic characteristics.
These are:

= Owersight of the risk assessment by top level management.

= Appropriate resourcing — this should reflect the scale of the organisation’s
business and the need to identify and prioritise all relevant risks.

= Identification of the internal and external information sources that will
enable risk to be assessed and reviewed.

= Due diligence enquiries (see Principle 4).

= Accurate and appropriate documentation of the risk assessment and its
conclusions.

Commonkly encountered external risks can be categorised into five broad
groups — country, sectoral, transaction, business opportunity and business
partnership:

= Country risk: this is evidenced by perceived high levels of corruption, an
absence of effectively implemented anti-bribery legislation and a failure of
the foreign government. media, local business community and civil society
effectively to promote transparent procurement and investment policies.

= Sectoral risk: some sectors are higher risk than others. Higher risk sectors
include the extractive industries and the large scale infrastructure sector.

= Transaction risk: certain types of transaction give rise to higher risks, for
example, charitable or political contributions, licences and permits, and
transactions relating to public procurement.

bodies such as internal audit committees of
boards of directors or of supervisory boards,
is the duty of one or more senior corporate
officers, with an adequate level of
autonomy from management, resources,
and authority;

5. ethics and compliance programmes or
measures designed to prevent and detect
foreign bribery, applicable to all directors,
officers, and employees, and applicable to
all entities owver which a company has
effective control, including subsidiaries, on,
inter alia, the following areas:

i) gifts;

i) hospitality, entertainment and expenses;
i) customer travel;

) political contributions;

v) charitable donations and sponsorships;

vi) facilitation payments; and

wii) solicitation and extortion;

&. ethics and compliance programmes or
measures designed to prevent and detect
foreign bribery applicable, where
appropriate and subject to contractual
arrangements, to third parties such as
agents and other intermediaries, consultants,
representatives, distributors, contractors and
suppliers, consortia, and joint venture
partners (hereinafter "business partners”),
including, inter alia, the following essential
elements:

i) properly documented risk-based due
diligence pertaining to the hiring, as well as
the appropriate and regular oversight of
business partners;

i) informing business partners of the
company’s commitment to abiding by laws
on the prohibitions against foreign bribery,
and of the company's ethics and compliance
programme or measures for preventing and
detecting such bribery; and

i) seeking a reciprocal commitment from
business partners.

Ballard Spahr
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Compliance Guidance: US, UK, & OECD

[7.] Third-Party Due Diligence and Payments...
Although the degree of appropriate due diligence
may vary based on industry, country, size and nature
of the transaction, and historical relationship with
the third-party, some guiding principles always
applhy.

First, as part of risk-based due diligence, companies
should understand the qualifications and
associations of its third-party partners, including its
business reputation, and relationship, if any, with
foreign officials. The degree of scrutiny should
increase as red flags surface.

Second, companies should have an understanding of
the business rationale for including the third party in
the transaction. Among other things, the company
should understand the role of and need for the third
party and ensure that the contract terms specifically
describe the services to be performed. Additional
considerations include payment terms and how
those payment terms compare to typical terms in
that industry and country, as well as the timing of
the third party’s introduction to the business.
Maoreover, companies may want to confirm and
document that the third party is actually performing
the work for which it is being paid and that its
compensation is commensurate with the work being
provided.

Third, companies should undertake some form of
ongoing monitoring of third-party relationships.
‘Where appropriate, this may include updating due
diligence periodically, exercising audit rights,
providing pericdic training, and regquesting annual
compliance certifications by the third party. ...

[Also inform] third parties of the company's
compliance program and commitment to ethical and
lawful business practices and, where appropnate,
[seek] assurances from third parties, through
certifications and otherwise, of reciprocal
commitments...

[8.] Confidential Reporting and Internal
Investigations ..

[a] mechanism for an organization's employees and
others to report suspected or actual misconduct or
violations of the company’'s policies on a

= Business opportunity risk: such nisks might arnise in high value projects or
with projects involving many contractors or intermedianes; or with projects
which are not apparently undertaken at market prices, or which do not
hawe a clear legitimate objective.

= Business partnership risk: certain relationships may involve higher risk, for
example, the use of intermediaries in transactions with foreign public
officials; consortia or joint venture partners; and relationships with
politically exposed persons where the proposed business relationship
involves, or is linked to, a prominent public official.

[A] bribery risk assessment should also examine the extent to which
internal structures or procedures may themselves add to the level of risk.
Commonly encountered internal factors may include:

= deficiencies in employee training, skills and knowledge

= bonus culture that rewards excessive risk taking

= lack of clarity in the organisation’s policies on, and procedures for,
hospitality and promotional expenditure, and political or charitable
contributions

= lack of clear financial controls

= lack of a clear anti-bribery message from the top-level management.

Principle 4

Due diligence

The commercial organisation applies due diligence procedures, taking a
proportionate and risk based approach, in respect of persons who perform
or will perform services for or on behalf of the organisation, in order to
mitigate identified bribery risks.

Organisations will need to take considerable care in entering into certain
business relationships, [such as] where it may be difficult for a commercial
organisation to extricate itself from a business relationship once
established.... Another relationship that carries particularly important due
diligence implications is a merger of commercial organisations or an
acquisition of one by another.

Principle 5

Communication (including training)

The commercial organisation seeks to ensure that its bribery prevention
policies and procedures are embedded and understood throughout the
organisation through internal and external communication, including
training, that is proportionate to the risks it faces.

Internal communications should convey the ‘tone from the top” but are also
likely to focus on the implementation of the organisation’s policies and
procedures and the implications for employees. Such communication

7. a system of financial and accounting
procedures, including a system of internal
controls, reasonably designed to ensure
the maintenance of fair and accurate
books, records, and accounts, to ensure that
they cannot be used for the purpose of
foreign bribery or hiding such bribery;

8. measures designed to ensure periodic
communication, and documented training
for all levels of the company, on the
company’s ethics and compliance programme
or measures regarding foreign bribery, as well
as, where appropriate, for subsidianies;

9. appropriate measures to encourage and
provide positive support for the
observance of ethics and compliance
programimes or measures against foreign
bribery, at all levels of the company;

10. approprate disciplinary procedures to
address, among other things, violations, at all
levels of the company, of laws against foreign
bribery, and the company’s ethics and
compliance programme or measures
regarding foreign bribery;

11. effective measures for:

i) providing guidance and advice to
directors, officers, employees, and, where
appropriate, business partners, on complying
with the company's ethics and compliance
programme or measures, including when
they need urgent advice on difficult
situations in foreign jurisdictions;

i) internal and where possible confidential
reporting by, and protection of, directors,
officers, employees, and, where
appropriate, business partners, not willing
to violate professional standards or ethics
under instructions or pressure from
hierarchical superiors, as well as for directors,
officers, employees, and, where appropriate,
business partners, willing to report breaches

Ballard Spahr
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Compliance Guidance: US, UK, & OECD

confidential basis and without fear of retaliation ...
[b] process far investigating the allegation and
documenting the company's response, including any
disciplinary or remediation measures taken..

[9.] Continuous Improvement: Periodic Testing
and Review...

[consider] employee surveys to measure their
compliance culture and strength of internal controls,
identify best practices, and detect new risk areas [; or
testing] internal controls with targeted audits ...

[10.] Mergers and Acquisitions: Pre-Acquisition
Due Diligence and Post-Acquisition Integration.”

includes policies on particular areas such as decision making, financial
control, hospitality and promotional expenditure, facilitation payments,
training, charitable and political donations and penalties for breach of rules
and the articulation of management roles at different levels. Another
important aspect of internal communications is the establishment of a
secure, confidential and accessible means for internal or external parties to
raise concerns about bribery on the part of associated persons, to provide
suggestions for improvement of bribery prevention procedures and
controls and for requesting advice. These so called 'speak up' procedures
can ameount to a very helpful management tocl for commercial
organisations with diverse operations that may be in many countries. If
these procedures are to be effective there must be adeguate protection for
those reporting concerns.

External communication of bribery prevention policies through a statement
or codes of conduct, for example, can reassure existing and prospective
associated persons and can act as a deterrent....

General training could be mandatory for new employees or for agents (on
a weighted risk basis) as part of an induction process, but it should also be
tailored to the specific risks associated with specific posts....

Effective training is continucus, and regularly monitored and evaluated. ...
[Tlhere are many different training formats available in addition to the
traditional classroom or seminar formats, such as e-learning and other
web-based tools. But whatever the format, the training cught to achieve its
objective...

Principle &

Maonitoring and review

The commercial organisation monitors and reviews procedures designed to
prevent bribery by persons associated with it and makes improvements
where necessary.

- Systems set up to deter, detect and investigate bribery, and monitor the
ethical quality of transactions, such as internal financial control
mechanisms, will help provide insight into the effectiveness of procedures
designed to prevent bribery. Staff surveys, questionnaires and feedback
from training can also provide an important source of information....
[Clonsider formal periodic reviews and reports for top-level management....
[Rlelevant trade bodies or regulators might highlight examples of good or
bad practice in their publications.

In addition, organisations might wish to consider seeking some form of
external verification or assurance of the effectiveness of anti-bribery
procedures.” Some organisations may be able to apply for certified
compliance with one of the independently-verified anti-bribery standards
maintained by industrial sector associations or multilateral bodies.”

of the law or professional standards or ethics
occurring within the company, in good faith
and on reasenable grounds; and

iii) undertaking appropriate action in
response to such reports;

12, periodic reviews of the ethics and
compliance programmes or measures,
designed to evaluate and improwve their
effectiveness in preventing and detecting
foreign bribery, taking into account relevant
developments in the field, and evolving
international and industry standards.
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Cultural Tools & Risk Controls: DOJ/SEC Ten

Hallmarks ot Etfective Compliance

Program Design

Risk-based allocation of
resources

Periodic testing and
improvement

Autonomy and resources

Ballard Spahr

Cultural Tools
Management commitment
Compliance policy

Confidential reporting and
investigations procedures

Pre-acquisition due diligence,
post-acquisition integration

Continuing advice and
regular training

Incentives & discipline

Third party due diligence

Risk Controls

(Specific procedures for
gifts, hospitality, etc.)

(Specific procedures for
onboarding & renewal)
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Special Challenges:
Third Party Relationships;
Gifts & Entertainment
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Third Parties: Issues

* 'Third party relationships were a major contributor in the

vast majority of enforcement actions — 90% according to a
2012 study by Ernst & Young.

* FCPA

- Constructive knowledge and willful blindness theories allow for
attribution of third party conduct that was not actually authorized,
on the basis of “red flags.” Knowledge of incriminating
circumstances can be found “if a person is aware of a high
probability of the existence of such circumstance.”

UK Bribery Act

- Strict liability absent adequate procedures to prevent the conduct.

Ballard Spahr
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Third Parties: Best Practices

* Pre-retention due diligence

- understand qualifications, associations, reputation, & business rationale

(incl. payment terms) (DOJ/SEC Resource Guide (Nov. 2012), at 60)
* During hiring
- inform (provide policy; consider training) (id.)

- obtain commitments (compliance certification; audit rights; termination

rights) (e.g., Johnson & Johnson DPA, Attmts. C-D (2011))
* Post-hiring

- “[Clompanies should undertake some form of ongoing monitoring of
third-party relationships. Where appropriate, this may include updating
due diligence periodically, exercising audit rights, providing periodic
training, and requesting annual compliance certifications by the third

party.” (DOJ/SEC Resource Guide (Nov. 2012), at 60)

Ballard Spahr
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Gifts & Entertainment: Issues

* Gifts and entertainment, including meals, travel, lodging, and
entertainment expenses ate things of value and so may give
rise to liability it given with corrupt intent.

* May qualify as “reasonable and bona fide” business expenses
under the FCPA, 1.e., expenses directly related to the
promotion or demonstration of products or services, or the
execution or performance of a contract with a foreign
government or its agency.
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Gifts & Entertainment: Best Practices

 FEnsure items are reasonable / modest.

- Limit gifts - nominal value with company logo; § approval
thresholds.

- Apply standard policies regarding class of air travel, meals, etc. —
avoid first class flights, five-star hotels, lavish meals, etc.

* No personal benetits.

- Avoid cash / per diems — pay expenses dlrectly For unavoidable
reimbursement (e.g., taxis), require receipts.

- Do not pay for spouses, or side trips.

* Ensure transparency.

- Ask agency/employer to nominate appropriate officials for any trip.

Ballard Spahr

27



00 ||1uo 0100n1c|u«L

28

~rr08F0r00

Orer00r0r000r0r-000rQr0r000FrrOQr0

()

83?&%?5.9:.? ,

nw .,wnmv,m1oao11_.a!a??aov

,.?.3?.._..??

20e000- = -00r 000

04 REOORERFERFDEO0F
LR T

m-nr...
rFRO0FO~000

0rr008rFrOBOrE00rOr~000rr0r0n

LLP

Ballard Spahr

Benchmarking Data



Use of Cultural Tools: Communication

* Intranet* — 72%

*  Senior business leader speeches, emails, etc.* — 61%
*  CEO speeches, emails, etc.* — 46%

*  Company newsletters* — 43%

*  Town hall meetings* — 40%

e  Posters/bulletin boards* — 21%

*  Feedback surveys — 5%

*  Mobile apps

* Aska question

* = average of two surveys

Ballard Spahr
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Use of Cultural Tools: Incentives/Penalties

* Include compliance in performance evaluations — 65.2%
* Compliance input on personnel actions (promotions, etc.) — 16.3%

e  Financial rewards — 7.6%

Ballard Spahr
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Gifts: Risk Controls

Ballard Spahr

Gifts to Government Officials

=

m All Gifts to Government
Officials are Prohibited

m All Gifts to Government
Officials Over a $ Threshold
Prohibited

31



Gifts: Risk Controls

If gifts to government officials are allowed, must employees
seek pre-approval?

® Yes (Compliance/Legal —
58%; or Manager)

= No (But Follow Standards)

= Other/Don't Know

Ballard Spahr
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Entertainment: Risk Controls

Ballard Spahr

Hospitality to government otficials

m All Hospitality to
Government Officials is
Prohibited

m All hospitality to
Government Officials
Must be Preapproved

= Remainder - Other
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Third Party Relationships: Culture

Providing Training to Third Party Intermediaries

Ballard Spahr

m All High-Risk TPIs

= All TPIs

= Other (No Formal Policy
(31%), Never Train (5%),
etc.)
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Third Party Relationships: Culture

Push-Down Training to TPI Personnel Acting for the
Company

Ballard Spahr

® Not Required

m Required for Some TPIs
= Required for All TPIs

® Remainder - Other
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Third Party Relationships: Audit Rights

Most have not conducted an audit of a third party

mOver 70% reported not
having conducted a

TPI audit.

Ballard Spahr
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Third Party Relationships: Audit Rights

* Of those who had exercised audit rights, few did so on a
regular, risk-based or random basis, as opposed to only in
response to indications of misconduct.

m Conduct TPI Audits
on a Risk-Based or
Random Basis

m Other - Remainder

Ballard Spahr
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Cultural Tools: Employee Training

Ballard Spahr

How are Employees Trained?

m All Trained via a Mix of
Web or In-Person

m All Trained but Only via
Web

= All Trained In-Person

m Remainder - Other
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Cultural Tools: Employee Training

What Language is Used for Training

Ballard Spahr

® Training in English Only

® Training in Multiple
Languages

= Remainder - Don't
Know/Other
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[As of July 22, 2004]
Anti-Bribery and Books & Records Provisions of
The Foreign Corrdupt Practices Act
Current through Pub. L. 105-366 (November 10, 1998)
UNITED STATES CODE
TITLE 15. COMMERCE AND TRADE

CHAPTER 2B--SECURITIES EXCHANGES
§ 78m. Periodical and other reports

(a) Reports by issuer of security; contents

Every issuer of a security registered pursuant to section 78l of this title shall file with the Commission,
in accordance with such rules and regulations as the Commission may prescribe as necessary or
appropriate for the proper protection of investors and to insure fair dealing in the security--

(1) such information and documents (and such copies thereof) as the Commission shall require to
keep reasonably current the information and documents required to be included in or filed with an
application or registration statement filed pursuant to section 78} of this title, except that the
Commission may not require the filing of any material contract wholly executed before July 1, 1962.

(2) such annual reports (and such copies thereof), certified if required by the rules and regulations of
the Commission by independent public accountants, and such quarterly reports (and such copies
thereof), as the Commission may prescribe.

Every issuer of a security registered on a national securities exchange shall also file a duplicate
original of such information, documents, and reports with the exchange.

(b) Form of report; books, records, and internal accounting; directives

X ok K

(2) Every issuer which has a class of securities registered pursuant to section 78I of this title and
every issuer which is required to file reports pursuant to section 780(d) of this title shall--

(A) make and keep books, records, and accounts, which, in reasonable detail, accurately and fairly
reflect the transactions and dispositions of the assets of the issuer; and

(B) devise and maintain a system of internal accounting controls sufficient to provide reasonable
assurances that--

(i) transactions are executed in accordance with management's general or specific authorization;

(ii) transactions are recorded as necessary (I) to permit preparation of financial statements in
conformity with generally accepted accounting principles or any other criteria applicable to such
statements, and (II) to maintain accountability for assets;



(iii) access to assets is permitted only in accordance with management's general or specific
authorization; and

(iv) the recorded accountability for assets is compared with the existing assets at reasonable intervals
and appropriate action is taken with respect to any differences.

(3) (A) With respect to matters concerning the national security of the United States, no duty or
liability under paragraph (2) of this subsection shall be imposed upon any person acting in
cooperation with the head of any Federal department or agency responsible for such
matters if such act in cooperation with such head of a department or agency was done upon
the specific, written directive of the head of such department or agency pursuant to
Presidential authority to issue such directives. Each directive issued under this paragraph
shall set forth the specific facts and circumstances with respect to which the provisions of
this paragraph are to be invoked. Each such directive shall, unless renewed in writing,
expire one year after the date of issuance.

(B) Each head of a Federal department or agency of the United States who issues such a
directive pursuant to this paragraph shall maintain a complete file of all such directives and
shall, on October 1 of each year, transmit a summary of matters covered by such directives
in force at any time during the previous year to the Permanent Select Committee on
Intelligence of the House of Representatives and the Select Committee on Intelligence of

the Senate.

(4) No criminal liability shall be imposed for failing to comply with the requirements of paragraph (2)
of this subsection except as provided in paragraph (5) of this subsection.

(5) No person shall knowingly circumvent or knowingly fail to implement a system of internal
accounting controls or knowingly falsify any book, record, or account described in paragraph (2).

(6) Where an issuer which has a class of securities registered pursuant to section 78l of this title or an
issuer which is required to file reports pursuant to section 780(d) of this title holds 50 per centum or
less of the voting power with respect to a domestic or foreign firm, the provisions of paragraph (2)
require only that the issuer proceed in good faith to use its influence, to the extent reasonable under
the issuer's circumstances, to cause such domestic or foreign firm to devise and maintain a system of
internal accounting controls consistent with paragraph (2). Such circumstances include the relative
degree of the issuer's ownership of the domestic or foreign firm and the laws and practices governing
the business operations of the country in which such firm is located. An issuer which demonstrates
good faith efforts to use such influence shall be conclusively presumed to have complied with the

requirements of paragraph (2).
(7) For the purpose of paragraph (2) of this subsection, the terms "reasonable assurances" and

"reasonable detail" mean such level of detail and degree of assurance as would satisfy prudent officials
in the conduct of their own affairs.

8§ 78dd~-1 [Section 30A of the Securities & Exchange Act of 1934].
Prohibited foreign trade practices by issuers

(a) Prohibition

It shall be unlawful for any issuer which has a class of securities registered pursuant to section 78! of
this title or which is required to file reports under section 780(d) of this title, or for any officer,
director, employee, or agent of such issuer or any stockholder thereof acting on behalf of such issuer,
to make use of the mails or any means or instrumentality of interstate commerce corruptly in



furtherance of an offer, payment, promise to pay, or authorization of the payment of any money, or
offer, gift, promise to give, or authorization of the giving of anything of value to--

(1) any foreign official for purposes of--

(A) (i) influencing any act or decision of such foreign official in his official capacity, (ii) inducing such
foreign official to do or omit to do any act in violation of the lawful duty of such official, or (iii)
securing any improper advantage; or

(B) inducing such foreign official to use his influence with a foreign government or instrumentality
thereof to affect or influence any act or decision of such government or instrumentality,

in order to assist such issuer in obtaining or retaining business for or with, or directing business to,
any person;

(2) any foreign political party or official thereof or any candidate for foreign political office for purposes
of--

(A) (i) influencing any act or decision of such party, official, or candidate in its or his official capacity,
(i1) inducing such party, official, or candidate to do or omit to do an act in violation of the lawful duty
of such party, official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such party, official, or candidate to use its or his influence with a foreign government or
instrumentality thereof to affect or influence any act or decision of such government or
instrumentality,

in order to assist such issuer in obtaining or retaining business for or with, or directing business to,
any person; or

(3) any person, while knowing that all or a portion of such money or thing of value will be offered,
given, or promised, directly or indirectly, to any foreign official, to any foreign political party or official
thereof, or to any candidate for foreign political office, for purposes of--

(A) (i) influencing any act or decision of such foreign official, political party, party official, or candidate
in his or its official capacity, (ii) inducing such foreign official, political party, party official, or
candidate to do or omit to do any act in violation of the lawful duty of such foreign official, political
party, party official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such foreign official, political party, party official, or candidate to use his or its influence
with a foreign government or instrumentality thereof to affect or influence any act or decision of such
government or instrumentality,

in order to assist such issuer in obtaining or retaining business for or with, or directing business to,
any person.,

(b) Exception for routine governmental action

Subsections (a) and (g) of this section shall not apply to any facilitating or expediting payment to a
foreign official, political party, or party official the purpose of which is to expedite or to secure the
performance of a routine governmental action by a foreign official, political party, or party official.

(c) Affirmative defenses

It shall be an affirmative defense to actions under subsection (a) or (g) of this section that--



(1) the payment, gift, offer, or promise of anything of value that was made, was lawful under the
written laws and regulations of the foreign official’s, political party’s, party official’s, or candidate’s
country; or

(2) the payment, gift, offer, or promise of anything of value that was made, was a reasonable and
bona fide expenditure, such as travel and lodging expenses, incurred by or on behaif of a foreign
official, party, party official, or candidate and was directly related to--

(A) the promotion, demonstration, or explanation of products or services; or

(B) the execution or performance of a contract with a foreign government or agency thereof.

(d) Guidelines by Attorney General

Not later than one year after August 23, 1988, the Attorney General, after consultation with the
Commission, the Secretary of Commerce, the United States Trade Representative, the Secretary of
State, and the Secretary of the Treasury, and after obtaining the views of all interested persons
through public notice and comment procedures, shall determine to what extent compliance with this
section would be enhanced and the business community would be assisted by further clarification of
the preceding provisions of this section and may, based on such determination and to the extent
necessary and appropriate, issue--

(1) guidelines describing specific types of conduct, associated with common types of export sales
arrangements and business contracts, which for purposes of the Department of Justice’'s present
enforcement policy, the Attorney General determines would be in conformance with the preceding

provisions of this section; and

(2) general precautionary procedures which issuers may use on a voluntary basis to conform their
conduct to the Department of Justice’s present enforcement policy regarding the preceding provisions
of this section. '

The Attorney General shall issue the guidelines and procedures referred to in the preceding sentence
in accordance with the provisions of subchapter II of chapter 5 of Title 5 and those guidelines and
procedures shall be subject to the provisions of chapter 7 of that title.

(e) Opinions of Attorney General

(1) The Attorney General, after consultation with appropriate departments and agencies of the United
States and after obtaining the views of all interested persons through public notice and comment
procedures, shall establish a procedure to provide responses to specific inquiries by issuers concerning
conformance of their conduct with the Department of Justice’s present enforcement policy regarding
the preceding provisions of this section. The Attorney General shall, within 30 days after receiving
such a request, issue an opinion in response to that request. The opinion shall state whether or not
certain specified prospective conduct would, for purposes of the Department of Justice’s present
enforcement policy, violate the preceding provisions of this section. Additional requests for opinions
may be filed with the Attorney General regarding other specified prospective conduct that is beyond
the scope of conduct specified in previous requests. In any action brought under the applicable
provisions of this section, there shall be a rebuttable presumption that conduct, which is specified in a
request by an issuer and for which the Attorney General has issued an opinion that such conduct is in
conformity with the Department of Justice’s present enforcement policy, is in compliance with the
preceding provisions of this section. Such a presumption may be rebutted by a preponderance of the
evidence. In considering the presumption for purposes of this paragraph, a court shall weight all
relevant factors, including but not limited to whether the information submitted to the Attorney



General was accurate and complete and whether it was within the scope of the conduct specified in
any request received by the Attorney General. The Attorney General shall establish the procedure
required by this paragraph in accordance with the provisions of subchapter II of chapter 5 of Title 5
and that procedure shall be subject to the provisions of chapter 7 of that title.

(2) Any document or other material which is provided to, received by, or prepared in the Department
of Justice or any other department or agency of the United States in connection with a request by an
issuer under the procedure established under paragraph (1), shall be exempt from disclosure under
section 552 of Title 5 and shall not, except with the consent of the issuer, be made publicly available,
regardless of whether the Attorney General responds to such a request or the issuer withdraws such
request before receiving a response.

(3) Any issuer who has made a request to the Attorney General under paragraph (1) may withdraw
such request prior to the time the Attorney General issues an opinion in response to such request. Any
request so withdrawn shall have no force or effect.

(4) The Attorney General shall, to the maximum extent practicable, provide timely guidance
concerning the Department of Justice’s present enforcement policy with respect to the preceding
provisions of this section to potential exporters and small businesses that are unable to obtain
specialized counsel on issues pertaining to such provisions. Such guidance shall be limited to
responses to requests under paragraph (1) concerning conformity of specified prospective conduct
with the Department of Justice’s present enforcement policy regarding the preceding provisions of this
section and general explanations of compliance responsibilities and of potential liabilities under the
preceding provisions of this section.

(f) Definitions
For purposes of this section:

(1) A) The term “foreign official” means any officer or employee of a foreign government or any
department, agency, or instrumentality thereof, or of a public international organization, or any
person acting in an official capacity for or on behalf of any such government or department,
agency, or instrumentality, or for or on behalf of any such public international organization.

(B) For purposes of subparagraph (A), the term “public international organization” means--

(i) an organization that is designated by Executive Order pursuant to section 1 of the
International Organizations Immunities Act (22 U.S.C. § 288); or
(ii) any other international organization that is designated by the President by Executive
order for the purposes of this section, effective as of the date of publication of such
order in the Federal Register.
(2) (A) A person’s state of mind is “knowing” with respect to conduct, a circumstance, or a result if--
(i) such person is aware that such person is engaging in such conduct, that such
circumstance exists, or that such result is substantially certain to occur; or
such person has a firm belief that such circumstance exists or that such result is
substantially certain to occur.

(i)

(B) When knowledge of the existence of a particular circumstance is required for an offense, such
knowledge is established if a person is aware of a high probability of the existence of such
circumstance, unless the person actually believes that such circumstance does not exist.

(3) (A) The term “routine governmental action” means only an action which is ordinarily and
commonly performed by a foreign official in--



(i) obtaining permits, licenses, or other official documents to qualify a person to do business in a
foreign country;

(ii) processing governmental papers, such as visas and work orders;

(iii) providing police protection, mail pick-up and delivery, or scheduling inspections associated with
contract performance or inspections related to transit of goods across country;

(iv) providing phone service, power and water supply, loading and unloading cargo, or protecting
perishable products or commodities from deterioration; or

(v) actions of a similar nature.

(B) The term “routine governmental action” does not include any decision by a foreign official
whether, or on what terms, to award new business to or to continue business with a particular party,
or any action taken by a foreign official involved in the decision-making process to encourage a
decision to award new business to or continue business with a particular party.

(g) Alternative Jurisdiction

(1) 1t shall also be unlawful for any issuer organized under the laws of the United States, or a State,
territory, possession, or commonwealth of the United States or a political subdivision thereof and
which has a class of securities registered pursuant to section 12 of this title or which is required to file
reports under section 15(d) of this title, or for any United States person that is an officer, director,
employee, or agent of such issuer or a stockholder thereof acting on behalf of such issuer, to corruptly
do any act outside the United States in furtherance of an offer, payment, promise to pay, or
authorization of the payment of any money, or offer, gift, promise to give, or authorization of the
giving of anything of value to any of the persons or entities set forth in paragraphs (1), (2}, and (3) of
this subsection (a) of this section for the purposes set forth therein, irrespective of whether such
issuer or such officer, director, employee, agent, or stockholder makes use of the mails or any means
or instrumentality of interstate commerce in furtherance of such offer, gift, payment, promise, or

authorization.

(2) As used in this subsection, the term “United States person” means a national of the United States
(as defined in section 101 of the Immigration and Nationality Act (8 U.S.C. § 1101)) or any
corporation, partnership, association, joint-stock company, business trust, unincorporated

" organization, or sole proprietorship organized under the laws of the United States or any State,
territory, possession, or commonwealth of the United States, or any political subdivision thereof.

§ 78dd-2. Prohibited foreign trade practices by domestic concerns

(a) Prohibition

It shall be unlawful for any domestic concern, other than an issuer which is subject to section 78dd-1
of this title, or for any officer, director, employee, or agent of such domestic concern or any
stockholder thereof acting on behalf of such domestic concern, to make use of the mails or any means
or instrumentality of interstate commerce corruptly in furtherance of an offer, payment, promise to
pay, or authorization of the payment of any money, or offer, gift, promise to give, or authorization of
the giving of anything of value to--

(1) any foreign official for purposes of--



(A) (i) influencing any act or decision of such foreign official in his official capacity, (ii) inducing such
foreign official to do or omit to do any act in violation of the lawful duty of such official, or (iii)
securing any improper advantage; or

(B) inducing such foreign official to use his influence with a foreign government or instrumentality
thereof to affect or influence any act or decision of such government or instrumentality,

in order to assist such domestic concern in obtaining or retaining business for or with, or directing
business to, any person;

(2) any foreign political party or official thereof or any candidate for foreign political office for purposes
of--

(A) (i) influencing any act or decision of such party, official, or candidate in its or his official capacity,
(ii) inducing such party, official, or candidate to do or omit to do an act in violation of the lawful duty
of such party, official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such party, official, or candidate to use its or his influence with a foreign government or
instrumentality thereof to affect or influence any act or decision of such government or
instrumentality,

in order to assist such domestic concern in obtaining or retaining business for or with, or directing
business to, any person;

(3) any person, while knowing that all or a portion of such money or thing of value will be offered,
given, or promised, directly or indirectly, to any foreign official, to any foreign political party or official
thereof, or to any candidate for foreign political office, for purposes of--

(A) (i) influencing any act or decision of such foreign official, political party, party official, or candidate
in his or its official capacity, (ii) inducing such foreign official, political party, party official, or
candidate to do or omit to do any act in violation of the lawful duty of such foreign official, political
party, party official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such foreign official, political party, party official, or candidate to use his or its influence
with a foreign government or instrumentality thereof to affect or influence any act or decision of such
government or instrumentality,

in order to assist such domestic concern in obtaining or retaining business for or with, or directing
business to, any person.

(b) Exception for routine governmental action

Subsections (a) and (i) of this section shall not apply to any facilitating or expediting payment to a
foreign official, political party, or party official the purpose of which is to expedite or to secure the
performance of a routine governmental action by a foreign official, political party, or party official.

(c) Affirmative defenses
It shall be an affirmative defense to actions under subsection (a) or (i) of this section that--

(1) the payment, gift, offer, or promise of anything of value that was made, was [awful under the
written laws and regulations of the foreign official’s, political party’s, party official’s, or candidate’s
country; or



(2) the payment, gift, offer, or promise of anything of value that was made, was a reasonable and
bona fide expenditure, such as travel and lodging expenses, incurred by or on behalf of a foreign
official, party, party official, or candidate and was directly related to--

(A) the promotion, demonstration, or explanation of products or services; or

(B) the execution or performance of a contract with a foreign government or agency thereof.

(d) Injunctive relief

(1) When it appears to the Attorney General that any domestic concern to which this section applies,
or officer, director, employee, agent, or stockholder thereof, is engaged, or about to engage, in any
act or practice constituting a violation of subsection (a) or (i) of this section, the Attorney General
may, in his discretion, bring a civil action in an appropriate district court of the United States to enjoin
such act or practice, and upon a proper showing, a permanent injunction or a temporary restraining
order shall be granted without bond.

(2) For the purpose of any civil investigation which, in the opinion of the Attorney General, is
necessary and proper to enforce this section, the Attorney General or his designee are empowered to
administer oaths and affirmations, subpoena witnesses, take evidence, and require the production of
any books, papers, or other documents which the Attorney General deems relevant or material to such
investigation. The attendance of witnesses and the production of documentary evidence may be
required from any place in the United States, or any territory, possession, or commonwealth of the
United States, at any designated place of hearing.

(3) In case of contumacy by, or refusal to obey a subpoena issued to, any person, the Attorney
General may invoke the aid of any court of the United States within the jurisdiction of which such
investigation or proceeding is carried on, or where such person resides or carries on business, in
requiring the attendance and testimony of witnesses and the production of books, papers, or other
documents. Any such court may issue an order requiring such person to appear before the Attorney
General or his designee, there to produce records, if so ordered, or to give testimony touching the
matter under investigation. Any failure to obey such order of the court may be punished by such court
as a contempt thereof.

All process in any such case may be served in the judicial district in which such person resides or may
be found. The Attorney General may make such rules relating to civil investigations as may be
necessary or appropriate to implement the provisions of this subsection.

(e) Guidelines by Attorney General

Not later than 6 months after August 23, 1988, the Attorney General, after consultation with the
Securities and Exchange Commission, the Secretary of Commerce, the United States Trade
Representative, the Secretary of State, and the Secretary of the Treasury, and after obtaining the
views of all interested persons through public notice and comment procedures, shall determine to
what extent compliance with this section would be enhanced and the business community would be
assisted by further clarification of the preceding provisions of this section and may, based on such
determination and to the extent necessary and appropriate, issue--

(1) guidelines describing specific types of conduct, associated with common types of export sales
arrangements and business contracts, which for purposes of the Department of Justice’s present
enforcement policy, the Attorney General determines would be in conformance with the preceding

provisions of this section; and



(2) general precautionary procedures which domestic concerns may use on a voluntary basis to
conform their conduct to the Department of Justice’s present enforcement policy regarding the
preceding provisions of this section.

The Attorney General shall issue the guidelines and procedures referred to in the preceding sentence
in accordance with the provisions of subchapter II of chapter 5 of Title 5 and those guidelines and
procedures shall be subject to the provisions of chapter 7 of that title.

(f) Opinions of Attorney General

(1) The Attorney General, after consultation with appropriate departments and agencies of the United
States and after obtaining the views of all interested persons through public notice and comment
procedures, shall establish a procedure to provide responses to specific inquiries by domestic concerns
concerning conformance of their conduct with the Department of Justice’s present enforcement policy
regarding the preceding provisions of this section. The Attorney General shall, within 30 days after
receiving such a request, issue an opinion in response to that request. The opinion shall state whether
or not certain specified prospective conduct would, for purposes of the Department of Justice’s present
enforcement policy, violate the preceding provisions of this section. Additional requests for opinions
may be filed with the Attorney General regarding other specified prospective conduct that is beyond
the scope of conduct specified in previous requests. In any action brought under the applicable
provisions of this section, there shall be a rebuttable presumption that conduct, which is specified in a
request by a domestic concern and for which the Attorney General has issued an opinion that such
conduct is in conformity with the Department of Justice’s present enforcement policy, is in compliance
with the preceding provisions of this section. Such a presumption may be rebutted by a
preponderance of the evidence. In considering the presumption for purposes of this paragraph, a court
shall weigh all relevant factors, including but not limited to whether the information submitted to the
Attorney General was accurate and complete and whether it was within the scope of the conduct
specified in any request received by the Attorney General. The Attorney General shall establish the
procedure required by this paragraph in accordance with the provisions of subchapter II of chapter 5
of Title 5 and that procedure shall be subject to the provisions of chapter 7 of that title.

(2) Any document or other material which is provided to, received by, or prepared in the Department
of Justice or any other department or agency of the United States in connection with a request by a
domestic concern under the procedure established under paragraph (1), shall be exempt from
disclosure under section 552 of Title 5 and shall not, except with the consent of the domestic concern,
by made publicly available, regardless of whether the Attorney General response to such a request or
the domestic concern withdraws such request before receiving a response.

(3) Any domestic concern who has made a request to the Attorney General under paragraph (1) may
withdraw such request prior to the time the Attorney General issues an opinion in response to such
request. Any request so withdrawn shall have no force or effect.

(4) The Attorney General shall, to the maximum extent practicable, provide timely guidance
concerning the Department of Justice’s present enforcement policy with respect to the preceding
provisions of this section to potential exporters and small businesses that are unable to obtain
specialized counsel on issues pertaining to such provisions. Such guidance shall be limited to
responses to requests under paragraph (1) concerning conformity of specified prospective conduct
with the Department of Justice’s present enforcement policy regarding the preceding provisions of this
section and general explanations of compliance responsibilities and of potential liabilities under the
preceding provisions of this section.

(g}) Penalties

(1) (A) Any domestic concern that is not a natural person and that violates subsection (a) or (i) of



this section shall be fined not more than $2,000,000.

(B) Any domestic concern that is not a natural person and that violates subsection (a) or (i) of
this section shall be subject to a civil penalty of not more than $10,000 imposed in an action
brought by the Attorney General.

(2) (A) Any natural person that is an officer, director, employee, or agent of a domestic concern, or
stockholder acting on behalf of such domestic concern, who willfully violates subsection (a) or (i)
of this section shall be fined not more than $100,000 or imprisoned not more than 5 years, or

both.

(B) Any natural person that is an officer, director, employee, or agent of a domestic concern, or
stockholider acting on behalf of such domestic concern, who violates subsection (a) or (i) of this
section shall be subject to a civil penalty of not more than $10,000 imposed in an action brought

by the Attorney General.

(3) Whenever a fine is imposed under paragraph (2) upon any officer, director, employee, agent, or
stockholder of a domestic concern, such fine may not be paid, directly or indirectly, by such
domestic concern.

(h) Definitions

For purposes of this section:

(1) The term "domestic concern™ means--

(A) any individual who is a citizen, national, or resident of the United States; and

(B) any corporation, partnership, association, joint-stock company, business trust, unincorporated
organization, or sole proprietorship which has its principal place of business in the United States, or
which is organized under the laws of a State of the United States or a territory, possession, or
commonwealth of the United States.

(2) (A) The term “foreign official” means any officer or employee of a foreign government or any
department, agency, or instrumentality thereof, or of a public international organization, or any
person acting in an official capacity for or on behalf of any such government or department,
agency, or instrumentality, or for or on behalf of any such public international organization.

(B) For purposes of subparagraph (A), the term "public international organization” means --

(i) an organization that has been designated by Executive order pursuant to Section 1 of the
International Organizations Immunities Act (22 U.S.C. § 288); or

(ii)any other international organization that is designated by the President by Executive order for the
purposes of this section, effective as of the date of publication of such order in the Federal Register.

(3) (A) A person's state of mind is "knowing" with respect to conduct, a circumstance, or a result if--

(i) such person is aware that such person is engaging in such conduct, that such circumstance exists,
or that such result is substantially certain to occur; or

(ii) such person has a firm belief that such circumstance exists or that such result is substantially
certain to occur.



(B) When knowledge of the existence of a particular circumstance is required for an offense, such
knowledge is established if a person is aware of a high probability of the existence of such
circumstance, unless the person actually believes that such circumstance does not exist.

(4) (A) The term "routine governmental action"means only an action which is ordinarily and
commonly performed by a foreign official in--

(i) obtaining permits, licenses, or other official documents to qualify a person to do business in a
foreign country;

(ii) processing governmental papers, such as visas and work orders;

(iii) providing police protection, mail pick-up and delivery, or scheduling inspections associated with
contract performance or inspections related to transit of goods across country;

(iv) providing phone service, power and water supply, loading and unloading cargo, or protecting
perishable products or commodities from deterioration; or

(v) actions of a similar nature.

(B) The term "routine governmental action” does not include any decision by a foreign official
whether, or on what terms, to award new business to or to continue business with a particular party,
or any action taken by a foreign official involved in the decision-making process to encourage a
decision to award new business to or continue business with a particular party.

(5) The term "interstate commerce”"means trade, commerce, transportation, or communication among
the several States, or between any foreign country and any State or between any State and any place
or ship outside thereof, and such term includes the intrastate use of--

(A) a telephone or other interstate means of communication, or
(B) any other interstate instrumentality.
(i) Alternative Jurisdiction

(1) It shall also be unlawful for any United States person to corruptly do any act outside the United
States in furtherance of an offer, payment, promise to pay, or authorization of the payment of
any money, or offer, gift, promise to give, or authorization of the giving of anything of value to
any of the persons or entities set forth in paragraphs (1), (2), and (3) of subsection (a), for the
purposes set forth therein, irrespective of whether such United States person makes use of the
mails or any means or instrumentality of interstate commerce in furtherance of such offer, gift,
payment, promise, or authorization.

(2) As used in this subsection, a "United States person"means a national of the United States (as
defined in section 101 of the Immigration and Nationality Act (8 U.S.C. § 1101)) or any
corporation, partnership, association, joint-stock company, business trust, unincorporated
organization, or sole proprietorship organized under the laws of the United States or any State,
territory, possession, or commonwealth of the United States, or any political subdivision thereof.

§ 78dd-3. Prohibited foreign trade practices by persons other than issuers or
domestic concerns



(a) Prohibition

It shall be unlawful for any person other than an issuer that is subject to section 30A of the Securities
Exchange Act of 1934 or a domestic concern, as defined in section 104 of this Act), or for any officer,
director, employee, or agent of such person or any stockholder thereof acting on behalf of such
person, while in the territory of the United States, corruptly to make use of the mails or any means or
instrumentality of interstate commerce or to do any other act in furtherance of an offer, payment,
promise to pay, or authorization of the payment of any money, or offer, gift, promise to give, or
authorization of the giving of anything of value to--

(1) any foreign official for purposes of--

(A) (i) influencing any act or decision of such foreign official in his official capacity, (ii) inducing such
foreign official to do or omit to do any act in violation of the lawful duty of such official, or (iii)
securing any improper advantage; or

(B) inducing such foreign official to use his influence with a foreign government or instrumentality
thereof to affect or influence any act or decision of such government or instrumentality,

in order to assist such person in obtaining or retaining business for or with, or directing business to,
any person;

(2) any foreign political party or official thereof or any candidate for foreign political office for purposes
of--

(A) (i) influencing any act or decision of such party, official, or candidate in its or his official capacity,
(i) inducing such party, official, or candidate to do or omit to do an act in violation of the lawful duty
of such party, official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such party, official, or candidate to use its or his influence with a foreign government or
instrumentality thereof to affect or influence any act or decision of such government or
instrumentality.

in order to assist such person in obtaining or retaining business for or with, or directing business to,
any person; or

(3) any person, while knowing that all or a portion of such money or thing of value will be offered,
given, or promised, directly or indirectly, to any foreign official, to any foreign political party or official
thereof, or to any candidate for foreign political office, for purposes of--

(A) (i) influencing any act or decision of such foreign official, political party, party official, or candidate
in his or its official capacity, (ii) inducing such foreign official, political party, party official, or
candidate to do or omit to do any act in violation of the lawful duty of such foreign official, politica!
party, party official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such foreign official, political party, party official, or candidate to use his or its influence
with a foreign government or instrumentality thereof to affect or influence any act or decision of such

government or instrumentality,

in order to assist such person in obtaining or retaining business for or with, or directing business to,
any person.

(b) Exception for routine governmental action



:
;

Subsection (a) of this section shall not apply to any facilitating or expediting payment to a foreign
official, political party, or party official the purpose of which is to expedite or to secure the
performance of a routine governmental action by a foreign official, political party, or party official.

(c) Affirmative defenses
It shall be an affirmative defense to actions under subsection (a) of this section that--

(1) the payment, gift, offer, or promise of anything of value that was made, was lawful under the
written laws and regulations of the foreign official's, political party's, party official's, or candidate's
country; or

(2) the payment, gift, offer, or promise of anything of value that was made, was a reasonable and
bona fide expenditure, such as travel and lodging expenses, incurred by or on behalf of a foreign
official, party, party official, or candidate and was directly related to--

(A) the promotion, demonstration, or explanation of products or services; or

(B) the execution or performance of a contract with a foreign government or agency thereof.

(d) Injunctive relief

(1) When it appears to the Attorney General that any person to which this section applies, or officer,
director, employee, agent, or stockholder thereof, is engaged, or about to engage, in any act or
practice constituting a violation of subsection (a) of this section, the Attorney General may, in his
discretion, bring a civil action in an appropriate district court of the United States to enjoin such act or
practice, and upon a proper showing, a permanent injunction or a temporary restraining order shall be
granted without bond.

(2) For the purpose of any civil investigation which, in the opinion of the Attorney General, is
necessary and proper to enforce this section, the Attorney General or his designee are empowered to
administer oaths and affirmations, subpoena witnesses, take evidence, and require the production of
any books, papers, or other documents which the Attorney General deems relevant or material to such
investigation. The attendance of witnesses and the production of documentary evidence may be
required from any place in the United States, or any territory, possession, or commonwealth of the
United States, at any designated place of hearing.

(3) In case of contumacy by, or refusal to obey a subpoena issued to, any person, the Attorney
General may invoke the aid of any court of the United States within the jurisdiction of which such
investigation or proceeding is carried on, or where such person resides or carries on business, in
requiring the attendance and testimony of witnesses and the production of books, papers, or other
documents. Any such court may issue an order requiring such person to appear before the Attorney
General or his designee, there to produce records, if so ordered, or to give testimony touching the
matter under investigation. Any failure to obey such order of the court may be punished by such court
as a contempt thereof.

(4) All process in any such case may be served in the judicial district in which such person resides or
may be found. The Attorney General may make such rules relating to civil investigations as may be
necessary or appropriate to implement the provisions of this subsection.

(e) Penalties

(1) (A) Any juridical person that violates subsection (a) of this section shall be fined not more than



(2)

(3)

$2,000,000.

(B) Any juridical person that violates subsection (a) of this section shall be subject to a civil
penalty of not more than $10,000 imposed in an action brought by the Attorney General.

(A) Any natural person who willfully violates subsection (a) of this section shall be fined not more
than $100,000 or imprisoned not more than 5 years, or both.

(B) Any natural person who violates subsection (a) of this section shall be subject to a civil
penalty of not more than $10,000 imposed in an action brought by the Attorney General.
Whenever a fine is imposed under paragraph (2) upon any officer, director, employee, agent, or
stockhalder of a person, such fine may not be paid, directly or indirectly, by such person.

(f) Definitions

For purposes of this section:

(1)

(2)

(3)

The term “person,” when referring to an offender, means any natural person other than a.
national of the United States (as defined in 8 U.S.C. § 1101) or any corporation, partnership,
association, joint-stock company, business trust, unincorporated organization, or sole
proprietorship organized under the law of a foreign nation or a political subdivision thereof

(A) The term “foreign official” means any officer or employee of a foreign government or any
department, agency, or instrumentality thereof, or of a public international organization, or any
person acting in an official capacity for or on behalf of any such government or department,
agency, or instrumentality, or for or on behalf of any such public international organization.

For purposes of subparagraph (A), the term "public international organization" means --

(i) an organization that has been designated by Executive Order pursuant to Section 1 of
the International Organizations Immunities Act (22 U.S.C. § 288); or

(ii) any other international organization that is designated by the President by Executive
order for the purposes of this section, effective as of the date of publication of such
order in the Federal Register. i

(A) A person’s state of mind is "knowing"with respect to conduct, a circumstance, or a result if --
(i) such person is aware that such person is engaging in such conduct, that such
circumstance exists, or that such result is substantially certain to occur; or

(il) such person has a firm belief that such circumstance exists or that such result is
substantially certain to occur.

(B) When knowledge of the existence of a particular circumstance is required for an offense, such
knowledge is established if a person is aware of a high probability of the existence of such
circumstance, unless the person actually believes that such circumstance does not exist.

(4)

(A) The term "routine governmental action"means only an action which is ordinarily and
commonly performed by a foreign official in--

(i) obtaining permits, licenses, or other official documents to qualify a person to do
business in a foreign country;

(ii) processing governmental papers, such as visas and work orders;



(iii) providing police protection, mail pick-up and delivery, or scheduling inspections
associated with contract performance or inspections related to transit of goods across
country;

(iv) providing phone service, power and water supply, loading and unioading cargo, or
protecting perishable products or commodities from deterioration; or

(v) actions of a similar nature,

(B) The term “routine governmental action” does not include any decision by a foreign official
whether, or on what terms, to award new business to or to continue business with a particular party,
or any action taken by a foreign official involved in the decision-making process to encourage a
decision to award new business to or continue business with a particular party.

(5) The term “interstate commerce” means trade, commerce, transportation, or communication
among the several States, or between any foreign country and any State or between any State and
any place or ship outside thereof, and such term includes the intrastate use of —

(A) a telephone or other interstate means of communication, or
(B) any other interstate instrumentality.

§ 78ff. Penalties

(a) Willful violations; false and misleading statements

Any person who willfully violates any provision of this chapter (other than section 78dd-1 of this title),
or any rule or regulation thereunder the violation of which is made unlawful or the observance of
which is required under the terms of this chapter, or any person who willfully and knowingly makes, or
causes to be made, any statement in any application, report, or document required to be filed under
this chapter or any rule or regulation thereunder or any undertaking contained in a registration
statement as provided in subsection (d) of section 780 of this title, or by any self-regulatory
organization in connection with an application for membership or participation therein or to become
associated with a member thereof, which statement was false or misleading with respect to any
material fact, shall upon conviction be fined not more than $5,000,000, or imprisoned not more than
20 years, or both, except that when such person is a person other than a natural person, a fine not
exceeding $25,000,000 may be imposed; but no person shall be subject to imprisonment under this
section for the violation of any rule or regulation if he proves that he had no knowledge of such rule or
regulation,

(b) Failure to file information, documents, or reports

Any issuer which fails to file information, documents, or reports required to be filed under subsection
(d) of section 780 of this title or any rule or regulation thereunder shall forfeit to the United States the
sum of $100 for each and every day such failure to file shall continue. Such forfeiture, which shall be
in lieu of any criminal penalty for such failure to file which might be deemed to arise under subsection
(a) of this section, shall be payable into the Treasury of the United States and shall be recoverable in
a civil suit in the name of the United States.

(c) Violations by issuers, officers, directors, stockholders, employees, or agents of
issuers

(1) (A) Any issuer that violates subsection (a) or (g) of section 30A of this titie [15 U.S.C. § 78dd-1]
shall be fined not mare than $2,000,000.



(B) Any issuer that violates subsection (a) or (g) of section 30A of this title {15 U.S.C. § 78dd-1]
shall be subject to a civil penalty of not more than $10,000 imposed in an action brought by the
Commission.

(2) (A) Any officer, director, employee, or agent of an issuer, or stockholder acting on behalf of such
issuer, who willfully violates subsection (a) or (g) of section 30A of this title [15 U.S.C. § 78dd-1]
shall be fined not more than $100,000, or imprisoned not more than 5 years, or both.

(B) Any officer, director, employee, or agent of an issuer, or stockholder acting on behalf of such
issuer, who violates subsection (a) or (g) of section 30A of this title [15 U.S.C. § 78dd-1] shall
be subject to a civil penalty of not more than $10,000 imposed in an action brought by the
Commission.

(3) Whenever a fine is impaosed under paragraph (2) upon any officer, director, employee, agent, or
stockholder of an issuer, such fine may not be paid, directly or indirectly, by such issuer.



By the Criminal Division of the US. Department of Justice and

the Enforcement Division of the U.S. Securities and Exchange Commission



We are pleased to announce che publication of 4 Resource Guide to the U.S. Foreign Corrupt Practices Act. The Foreign
Corrupt Practices Act (FCPA) is a critically important statute for combating corruption around the globe. Corruption has
corrosive effects on democratic institutions, undermining public accountability and diverting public resources from impor-
tant priorities such as health, education, and infrastructure. When business is won or lost based on how much a company is
willing to pay in bribes rather than on the quality of its products and services, law-abiding companies are placed at a com-
petitive disadvantage—and consumers lose. For these and other reasons, enforcing the FCPA is a continuing priority at the
Department of Justice (DOJ) and the Securities and Exchange Commission (SEC).

The Guide is the product of extensive efforts by experts at DOJ and SEC, and has benefited from valuable input from
the Departments of Commerce and State. It endeavors to provide helpful information to enterprises of all shapes and sizes—
from small businesses doing their first transactions abroad to multi-national corporations with subsidiaries around the world.
The Guide addresses a wide variety of topics, including who and what is covered by the FCPA’s anti-bribery and accounting
provisions; the definition of a “foreign official”; what constitute proper and improper gifts, travel and entertainment expenses;
the nature of facilitating payments; how successor liability applies in the mergers and acquisitions context; the hallmarks of
an effective corporate compliance program; and the different types of civil and criminal resolutions available in the FCPA
context. On these and other topics, the Guide takes a multi-faceted approach, setting forth in detail the statutory require-
ments while also providing insight into DOJ and SEC enforcement practices through hypotheticals, examples of enforce-
ment actions and anonymized declinations, and summaries of applicable case law and DOJ opinion releases.

The Guide is an unprecedented undertaking by DOJ and SEC to provide the public with detailed information about
our FCPA enforcement approach and priorities. We are proud of the many lawyers and staff who worked on this project,

and hope that it will be a useful reference for companies, individuals, and others interested in our enforcement of the Act.

Lanny A. Breuer Robert 5. Khuzami
Assistant Attorney General Director of Enforcement
Criminal Division Securities and Exchange Commission

Department of Justice

November 14, 2012
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Corporate bribery is bad business. In our free market system it is basic that the
sale of products should take place on the basis of price, quality, and service.
Corporate bribery is fundamentally destructive of this basic tenet. Corporate
bribery of foreign officials takes place primarily to assist corporations in gaining
business. Thus foreign corporate bribery affects the very stability of overseas
business. Foreign corporate bribes also affect our domestic competitive climate
when domestic firms engage in such practices as a substitute for healthy com-

petition for foreign business.!
—United States Senate, 1977



Introduction

Congress enacted the U.S. Foreign Corrupt Practices Act (FCPA or the Act) in

1977 in response to revelations of widespread bribery of foreign officials by U.S.

companies. The Act was intended to halt those corrupt practices, create a level

playing field for honest businesses, and restore public confidence in the integ-

rity of the marketplace.:

The FCPA contains both anti-bribery and accounting
provisions. The anti-bribery provisions prohibit US. per-
sons and businesses (domestic concerns), US. and foreign
public companies listed on stock exchanges in the United
States or which are required to file periodic reports with
the Securities and Exchange Commission (issuers), and
certain foreign persons and businesses acting while in the
territory of the United States (territorial jurisdiction) from
making corrupt payments to foreign officials to obtain or
retain business. The accounting provisions require issuers
to make and keep accurate books and records and to devise
and maintain an adequate system of internal accounting
controls. The accounting provisions also prohibit individu-
als and businesses from knowingly falsifying books and

records or knowingly circumventing or failing to imple-

ment a system of internal controls.
The Department of Justice (DOJ) and the
Securities and Exchange Commission (SEC) share FCPA

enforcement authority and are committed to fighting for-
cign bribery through robust enforcement. An important
component of this effort is education, and this resource
guide, prepared by DOJ and SEC staff, aims to provide
businesses and individuals with information to help them
abide by the law, detect and prevent FCPA violations, and

implement effective compliance programs.

The Costs of Corruption

Corruption is a global problem. In the three decades
since Congress enacted the FCPA, the extent of corporate
bribery has become clearer and its ramifications in a trans-
national economy starker. Corruption impedes economic
growth by diverting public resources from important pri-
orities such as health, education, and infrastructure. It
undermines democratic values and public accountability
and weakens the rule of law.* And it threatens stability and

security by facilitating criminal activity within and across
y by g




borders, such as the illegal trafhicking of people, weapons,

and drugs.* International corruption also undercuts good
governance and impedes U.S. efforts to promote freedom
and democracy, end poverty, and combat crime and terror-
ism across the globe.®

Corruption is also bad for business. Corruption is
anti-competitive, leading to distorted prices and disadvan-
taging honest businesses that do not pay bribes. It increases
the cost of doing business globally and inflates the cost of
government contracts in developing countries.® Corruption
also introduces significant uncertainty into business trans-
actions: Contracts secured through bribery may be legally
unenforceable, and paying bribes on one contract often
resulesin corrupt officials making ever-increasing demands.”
Bribery has destructive cffects within a business as well,
undermining employee confidence in a company’s manage-
ment and fostering a permissive atmosphere for other kinds
of corporate misconduct, such as employee self-dealing,
embezzlement? financial fraud’ and anti-competitive
behavior.® Bribery thus raises the risks of doing business,
putting a company’s bottom line and reputation in jeop-
ardy. Companies that pay bribes to win business ultimately
undermine their own long-term interests and the best inter-

ests of their investors.

Historical Background

Congress enacted the FCPA in 1977 after revela-
tions of widespread global corruption in the wake of the
Watergate political scandal. SEC discovered that more than
400 U.S. companies had paid hundreds of millions of dol-
lars in bribes to foreign government officials to secure busi-
ness overseas.!! SEC reported that companies were using
secret “slush funds” to make illegal campaign contributions
in the United States and corrupt payments to foreign offi-
cials abroad and were falsifying their corporate financial
records to conceal the payments.??

Congress viewed passage of the FCPA as critical
to stopping corporate bribery, which had tarnished the
image of US. businesses, impaired public confidence in

the financial integrity of US. companies, and hampered

the efficient functioning of the markets.!* As Congress

No problem does more to alienate citizens
from their political leaders and institutions,
and to undermine political stability and
economic development, than endemic
corruption among the government, political
party leaders, judges, and bureaucrats.

— USAID Anti-Corvuption Strategy

recognized when it passed the FCPA, corruption imposes
enormous costs both at home and abroad, leading to mar-
ket inefficiencies and instability, sub-standard products,
and an unfair playing field for honest businesses By
enacting a strong foreign bribery statute, Congress sought
to minimize these destructive effects and help companies
resist corrupt demands, while addressing the descruc-
tive foreign policy ramifications of transnational brib-
ery.”® The Act also prohibited off-the-books accounting
through provisions designed to “strengthen the accuracy
of the corporate books and records and the reliability of
the audit process which constitute the foundations of our
system of corporate disclosure.”!¢

In 1988, Congress amended the FCPA to add two
affirmative defenses: (1) the local law defense; and (2) the
reasonable and bona fide promotional expense defense."”
Congress also requested that the President negotiate an
international treaty with members of the Organisation
for Economic Co-operation and Development (OECD)
to prohibit bribery in international business transactions
by many of the United States’ major trading partners.'®
Subsequent negotiations at the OECD culminated in the
Convention on Combating Bribery of Foreign Offcials
in International Business Transactions (Anti-Bribery
Convention), which, among other things, required parties

to make it a crime to bribe foreign officials.”®
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In 1998, the FCPA was amended to conform to
the requirements of the Anti-Bribery Convention. These
amendments expanded the FCPA's scope to: (1) include
payments made to secure “any improper advantage”; (2)
reach certain foreign persons who commit an act in fur-
therance of a foreign bribe while in the United States; (3)
cover public international organizations in the definition
of “foreign official”; (4) add an alternative basis for juris-
diction based on nationaliry; and (5) apply criminal pen-
alties to foreign nationals employed by or acting as agents
of US. companies.”® The Anti-Bribery Convention came
into force on February 15, 1999, with the United States

as a founding party.

National Landscape: Interagency
Efforts

DOJ and SEC share enforcement authority for the
FCPA’ anti-bribery and accounting provisions.*! They also
work with many other federal agencies and law enforce-
ment partners to investigate and prosecute FCPA viola-
tions, reduce bribery demands through good governance
programs and other measures, and promote a fair playing

field for US. companies doing business abroad.

Department of Justice

DOJ has criminal FCPA enforcement authority

over “issuers” (i.e., public companies) and their officers,

directors, employees, agents, or stockholders acting on the
issuer’s behalf. DO]J also has both criminal and civil enforce-
ment responsibility for the FCPA's anti-bribery provisions
over “domestic concerns”—which include (a) U.S. citizens,
nationals, and residents and (b) U.S. businesses and their
officers, directors, employees, agents, or stockholders act-
ing on the domestic concern’s behalf—and certain foreign
persons and businesses that act in furtherance of an FCPA
violation while in the territory of the United States. Within
DOYJ, the Fraud Section of the Criminal Division has pri-
mary responsibility for all FCPA matters.” FCPA matters
are handled primarily by the FCPA Unit within the Fraud
Section, regularly working jointly with US. Artorneys’
Offices around the country.

DO]J maintains a website dedicated to the FCPA and
its enforcement at http://www.justice.gov/criminal/fraud/
fcpa/. The website provides translations of the FCPA in
numerous languages, relevant legislative history, and selected
documents from FCPA-related prosecutions and resolutions
since 1977, including charging documents, plea agreements,
deferred prosecution agreements, non-prosecution agree-
ments, press releases, and other relevant pleadings and court
decisions. The website also provides copies of opinions issued
in response to requests by companies and individuals under
DOJ'’s FCPA opinion procedure. The procedures for submit-
ting a request for an opinion can be found at htep://www.
justice.gov/criminal/fraud/fcpa/docs/frgnerpt.pdf and are
discussed further in Chapter 9. Individuals and companies
wishing to disclose information about potential FCPA viola-
tions are encouraged to contact the FCPA Unit at the tele-

phone number or email address above.

Securities and Exchange Commission
SEC is responsible for civil enforcement of the FCPA

over issuers and their officers, directors, employees, agents,
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or stockholders acting on the issuer’s behalf. SEC’s Division
of Enforcement has responsibility for investigating and
prosecuting FCPA violations. In 2010, SEC’s Enforcement
Division created a specialized FCPA Unit, with attorneys
in Washington, D.C. and in regional offices around the
country, to focus specifically on FCPA enforcement. The
Unit investigates potential FCPA violations; facilitates
coordination with DOY’s FCPA program and with other
federal and international law enforcement partners; uses its
expert knowledge of the law to promote consistent enforce-
ment of the FCPA; analyzes tips, complaints, and referrals
regarding allegations of foreign bribery; and conducts pub-
lic outreach to raise awareness of anti-corruption efforts
and good corporate governance programs.

The FCPA Unit maintains a “Spotlight on FCPA”
section on SEC’s website at http://www.sec.gov/spotlight/
fcpa.shtml. The website, which is updated regularly, pro-
vides general information about the Act, links to all SEC
enforcement actions involving the FCPA, including both
federal court actions and administrative proceedings, and

contains other useful information.

Individuals and companies with information about
possible FCPA violations by issuers may report them to the
Enforcement Division via SEC’s online Tips, Complaints
and Referral system, http://www.sec.gov/complaint/tip-
scomplaint.shtml. They may also submit information to
SEC’s Office of the Whistleblower through the same online
system or by contacting the Office of the Whistleblower
at (202) 551-4790. Additionally, investors with questions
about the FCPA can call the Office of Investor Education
and Advocacy at (800) SEC-0330.

For more information about SEC’s Whistleblower
Program, under which certain eligible whistleblowers may
be entitled to a monetary award if their information leads to

certain SEC actions, see Chapter 8.

Law Enforcement Partners

DOJ’s FCPA Unit regularly works with the Federal
Bureau of Investigation (FBI) to investigate potential FCPA
violations. The FBI's International Corruption Unit has pri-
mary responsibility for international corruption and fraud
investigations and coordinates the FBI’s national FCPA
enforcement program. The FBI also has a dedicated FCPA
squad of FBI special agents (located in the Washington
Field Office) chat is responsible for investigating many, and
providing support for all, of the FBI's FCPA investigations.
In addition, the Department of Homeland Security and the
Internal Revenue Service-Criminal Investigation regularly
investigate potential FCPA violations. A number of other
agencies are also involved in the fight against international
corruption, including the Department of Treasury's Office
of Foreign Assets Control, which has helped lead a number
of FCPA investigations.

Departments of Commerce and State

Besides enforcement efforts by DOJ and SEC,
the US. government is also working to address corrup-
tion abroad and level the playing field for U.S. businesses
through the efforts of the Departments of Commerce and
State. Both Commerce and State advance anti-corruption
and good governance initiatives globally and regularly

assist US. companies doing business overseas in several




important ways. Both agencies encourage US. businesses
to seek the assistance of US embassies when they are con-
fronted with bribe solicitations or other corruption-related
issues overseas.?

The Department of Commerce offers a num-
ber of important resources for businesses, including the
International Trade Administration’s Unired States and
Foreign Commercial Service (Commercial Service). The
Commercial Service has export and industry specialists
located in over 100 US. cities and 70 countries who are
available to provide counseling and other assistance to US.
businesses, particularly small and medium-sized companies,
regarding exporting their products and services. Among
other things, these specialists can help a US. company con-
duct due diligence when choosing business partners or agents
overseas. The International Company Profile Program, for
instance, can be part of a US. business’ evaluation of poten-
tial overseas business partners. Businesses may contact the
Commercial Service through its website, http://export.gov/
eac/, or directly at its domestic and foreign offices.?”

Additionally, the Department of Commerce’s Office
of the General Counsel maintains a website, hetp://www.
commerce.gov/os/ogc/transparency-and-anti-bribery-
initiatives, that contains recent articles and speeches, links
to translations of the FCPA, a catalogue of anti-corruption
resources, and a list of international conventions and ini-
tiatives. The Trade Compliance Center in the Department
of Commerce’s International Trade Administration hosts
a website with anti-bribery resources, http://tcc.export.
gov/Bribery. This website contains an online form through
which US. companies can report allegations of foreign
bribery by foreign competitors in international business
transactions.?* The Department of Commerce also pro-
vides information to companies through a number of US.
and international publications designed to assist firms in
complying with anti-corruption laws. For example, the
Department of Commerce has included a new anti-corrup-
tion section in its Country Commercial Guides, prcparcd
by market experts at US. embassies worldwide, that contains

information on market conditions for more than 100 coun-

tries, including information on the FCPA for exporters.”

' in‘trodgif,ti@‘n

The Department of Commerce has also published a guide,
Business Ethics: A Manual for Managing a Responsible
Business Enterprise in Emerging Market Economies, which
contains information about corporate compliance pro-
grams for businesses involved in international trade.?®

The Departments of Commerce and State also pro-
vide advocacy support, when determined to be in the
national interest, for US. companies bidding for foreign

government contracts. The Department of Commerce’s

Advocacy Center, for example, supports US. businesses

competing against foreign companies for international con-
tracts, such as by arranging for the delivery of an advocacy
message by U.S. government officials or assisting with unan-
ticipated problems such as suspected bribery by a competi-
tor.”” The Department of State’s Bureau of Economic and
Business Affairs (specifically, its Office of Commercial and
Business Affairs) similarly assists U.S. firms doing business
overseas by providing advocacy on behalf of U.S. businesses
and identifying risk areas for U.S. businesses; more infor-
mation is available on its website, htep://www.state.gov/e/
eb/cba/. Also, the Department of State’s economic officers
serving overseas provide commercial advocacy and support
for US. companies at the many overseas diplomatic posts
where the Commercial Service is not represented.

The Department of State promotes US. government
interests in addressing corruption internationally through
country-to-country diplomatic engagement; development
of and follow-through on international commitments relat-
ing to corruption; promotion of high-level political engage-
ment (e.g., the G20 Anticorruption Action Plan}; public
outreach in foreign countries; and support for building
the capacity of foreign partners to combat corruption. In
fiscal year 2009, the U.S. government provided more than
$1 billion for anti-corruption and related good governance

assistance abroad.

Bin




The Department of State’s Bureau of International
Narcotics and Law Enforcement Affairs (INL) manages
US. participation in many multilateral anti-corruption
political and legal initiatives at the global and regional level.
INL also funds and coordinates significant efforts to assist
countries with combating corruption through legal reform,
training, and other capacity-building efforts. Inquiries about
the US. government’s general anti-corruption efforts and
implementation of global and regional anti-corruption ini-
tiatives may be directed to INL on its website, hetp://www.
state.gov/j/inl/c/crime/corr/index.htm, or by email to:
anticorruption@state.gov. In addition, the US. Agency for
International Development (USAID) has developed several
anti-corruption programs and publications, information
about which can be found at hetp://wwwusaid.gov/what-
we-do/democracy-human-rights-and-governance/promot-
ing-accountability-transparency. Finally, the Department of
State’s brochure “Fighting Global Corruption: Business Risk
Management,” available at hetp://www.oge.doc.gov/pdfs/
Fighting_Global_Corruption.pdf, provides guidance about
corporate compliance programs as well as international anti-

corruption initiatives.

International Landscape: Global Anti-
Corruption Efforts

In recent years, there has been a growing interna-
tional consensus that corruption must be combated, and the
United States and other countries are parties to 2 number
of international anti-corruption conventions. Under these
conventions, countries that are parties undertake commit-
ments to adopt a range of preventive and criminal law mea-
sures to combat corruption. The conventions incorporate
review processes that allow the United States to monitor
other countries to ensure that they are meeting their inter-
national obligations. Likewise, these processes in turn permit
other parties to monitor the United States” anti-corruption
laws and enforcement to ensure that such enforcement and
legal frameworks are consistent with the United States’ treaty

obligations.®® US. officials regularly address the subject of

corruption with our forcign counterparts to raise awareness

of the importance of fighting corruption and urge stronger

enforcement of anti-corruption laws and policies.

OECD Working Group on Bribery and the Anti-
Bribery Convention

The OECD was founded in 1961 to stimulate eco-
nomic progress and world trade. As noted, the Anti-Bribery
Convention requires its parties to criminalize the bribery
of foreign public officials in international business transac-
tions.' As of November 1, 2012, there were 39 parties to
the Anti-Bribery Convention: 34 OECD member coun-
tries (including the United States) and five non-OECD
member countries (Argentina, Brazil, Bulgaria, the Russian
Federation, and South Africa). All of these parties are
also members of the OECD Working Group on Bribery
(Working Group).>

The Working Group is responsible for monitoring the
implementation of the Anti-Bribery Convention, the 2009
Recommendation of the Council for Further Combating
Bribery of Foreign Public Officials in International
Business Transactions, and related instruments. Its mem-
bers meet quarterly to review and monitor implementation
of the Anti-Bribery Convention by member states around
the world. Each party undergoes periodic peer review.
This peer-review monitoring system is conducted in three
phases. The Phase 1 review includes an in-depth assess-
ment of each country’s domestic laws implementing the
Convention. The Phase 2 review examines the effectiveness
of each country’s laws and anti-bribery efforts. The final
phase is a permanent cycle of peer review (the first cycle of
which is referred to as the Phase 3 review) that evaluates
a country’s enforcement actions and results, as well as the
country's efforts to address weaknesses identified during the
Phase 2 review.* All of the monitoring reports for the par-
ties to the Convention can be found on the OECD website
and can be a useful resource about the foreign bribery laws
of the OECD Working Group member countries.”

The United States was one of the first countries to
undergo all three phases of review. The reports and appen-

dices can be found on DOJ’s and SEC’s websites.® In its




Phase 3 review of the United States, which was completed
in October 2010, the Working Group commended US.
efforts to fight transnational bribery and highlighted a
number of best practices developed by the United States.
The report also noted areas where the United States’ anti-
bribery efforts could be improved, including consolidat-
ing publicly available information on the application of
the FCPA and enhancing awareness among small- and
medium-sized companies about the prevention and detec-
tion of foreign bribery. This guide is, in part, a response to
these Phase 3 recommendations and is intended to help

businesses and individuals better understand the FCPA.Y

U.N. Convention Against Corruption

The United States is a state party to the United
Nations Convention Against Corruption (UNCAC),
which was adopted by the UN. General Assembly on
Qctober 31, 2003, and entered into force on December
14, 2005.*® The United States ratified the UNCAC on
October 30, 2006, The UNCAC requires parties to crimi-
nalize a wide range of corrupe acts, including domestic and
foreign bribery and related offenses such as money launder-
ing and obstruction of justice. The UNCAC also estab-
lishes guidelines for the creation of anti-corruption bodies,
codes of conduct for public officials, transparent and objec-
tive systems of procurement, and enhanced accounting and
auditing standards for the private sector. A peer review
mechanjsm assesses the implementation of the UNCAC
by parties to the Convention, with a focus in the first round
on criminalization and law enforcement as well as inter-
national legal cooperation.”” The United States has been
reviewed under the Pilot Review Programme, the report
of which is available on DQOJ’s website. As of November 1,
2012, 163 countries were parties to the UNCAC#

Other Anti-Corruption Conventions
The Inter-American Convention Against Corruption
(IACAC) was the first international anti-corruption con-

vention, adopted in March 1996 in Caracas, Venezuela,

by members of the Organization of American States. !

f Introduction

The IACAC requires parties (of which the United States
is one) to criminalize both foreign and domestic brib-
ery. A body known as the Mechanism for Follow-Up on
the Implementation of the Inter-Armerican Convention
Against Corruption (MESICIC) monitors parties’ compli-
ance with the IACAC. Asof November 1,2012, 31 coun-
tries were parties to MESICIC,

The Council of Europe established the Group of
States Against Corruption (GRECO) in 1999 to monitor
countries’ compliance with the Council of Europe’s andi-
corruption standards, inclueling the Council of Europe’s
Criminal Law Convention on Corruption.® These stan-
dards include prohibitionson the solicitation and receipt of
bribes, as well as foreign bribery. Asof November 1,2012,
GRECO member states, which need not be members of
the Council of Europe, include more than 45 European
countries and the United Sta tes.®

The United States has been reviewed under both
MESICIC and GRECQ, and the reports generated by

those reviews are available on DOJ's website.




The FCPA:

Anti-Bribery Provisions

The FCPA addresses the problem of international corruption in two ways: (1)

the anti-bribery provisions, which are discussed below, prohibit individuals

and businesses from bribing foreign government officials in order to obtain

or retain business and (2) the accounting provisions, which are discussed in

Chapter 3, impose certain record keeping and internal control requirements

on issuers, and prohibit individuals and companies from knowingly falsifying

an issuer’s books and records or circumventing or failing to implement an is-

suer’s system of internal controls. Violations of the FCPA can lead to civil and

criminal penalties, sanctions, and remedies, including fines, disgorgement,

and/or imprisonment.

In general, the FCPA prohibits offering to pay, pay-
ing, promising to pay, or authorizing the payment of money
or anything of value to a foreign official in order to influ-
ence any act or decision of the foreign official in his or her
official capacity or to secure any other improper advantage

in order to obtain or retain business.*

Whoe Is Covered by the Anti-Bribery Provisions?
The FCPA’s anti-bribery provisions apply broadly to

three categories of persons and entities: (1) “issuers” and

their officers, directors, employees, agents, and sharchold-
ers; (2) “domestic concerns” and their officers, directors,
employees, agents, and shareholders; and (3) certain per-
sons and entities, other than issuers and domestic concerns,

acting while in the territory of the United States.

issuers—15 U.5.C. § 78dd-1
Section 30A of the Securities Exchange Act of 1934
(the Exchange Act), which can be found at 15 US.C.

§ 78dd-1, contains the anti-bribery provision governing




How Can | Tell If My Company Is an “Issuer”?

= [tis listed on a national securities exchange in the
United States (either stock or American Depository
Receipts); or

= The company's stock trades in the over-the-
counter market in the United States and the
company is required to file SEC reports.

=  To see if your company files SEC reports, go to
SEC’s website at http://www.sec.gov/edgar/
searchedgar/webusers.htm.

issuers. A company is an “issuer” under the FCPA if it
has a class of securities registered under Section 12 of the
Exchange Act® or is required to file periodic and other
reports with SEC under Section 15(d) of the Exchange
Act¥ In practice, this means that any company with a
class of securities listed on a national securities exchange in
the United States, or any company with a class of securi-
ties quoted in the over-the-counter market in the United
States and required to file periodic reports with SEC, is an
issuer. A company thus need not be a US. company to be
an issuer. Foreign companies with American Depository
Receipts that are listed on a U.S. exchange are also issuers.®®
As of December 31,2011, 965 foreign companies were reg-
istered with SEC.® Officers, directors, employees, agents,
or stockholders acting on behalf of an issuer (whether U.S.
or foreign nationals), and any co-conspirators, also can be

prosecuted under the FCPA %

Domestic Concerns—15 U.S.C. § 78dd-2

The FCPA also applies to “domestic concerns.”* A
domestic concern is any individual who is a citizen, national,
or resident of the United States, or any corporation, part-
nership, association, joint-stock company, business trust,
unincorporated organization, or sole proprietorship that is
organized under the [aws of the United States or its states,

territories, possessions, or commonwealths or that has its

principal place of business in the United States.” Officers,

directors, employees, agents, or stockholders acting on

behalf of a domestic concern, including foreign nationals or

companies, are also covered.’?

Territorial Jurisdiction—15 U.5.C. § 78dd-3

The FCPA also applies to certain foreign nationals or
entities that are not issuers or domestic concerns.>* Since
1998, the FCPA’s anti-bribery provisions have applied to
foreign persons and foreign non-issuer entities that, either
directly or through an agent, engage in any act in further-
ance of a corrupt payment (or an offer, promise, or authori-
zation to pay) while in the territory of the United States.
Also, officers, directors, employees, agents, or stockholders
acting on behalf of such persons or entities may be subject

to the FCPA’s anti-bribery prohibitions.*

What Jurisdictional Conduct Triggers the Anti-
BEribery Provisions?

The FCPA’s anti-bribery provisions can apply to
conduct both inside and outside the United States. Issuers
and domestic concerns—as well as their officers, directors,
employees, agents, or stockholders—may be prosecuted
for using the U.S. mails or any means or instrumentality of
interstate commerce in furtherance of a corrupt payment
to a foreign official. The Act defines “interstate commerce”
as “trade, commerce, transportation, or communication
among the several States, or between any foreign country
and any State or between any State and any place or ship
outside thereof ....””” The term also includes the intrastare
use of any interstate means of communication, or any other
interstate instrumentality.*® Thus, placinga telephone call or
sending an e-mail, text message, or fax from, to, or through
the United States involves interstate commerce—as does
sending a wire transfer from or to a U.S. bank or otherwise
using the US. banking system, or traveling across state bor-
ders or internationally to or from the United States.

Those who are not issuers or domestic concerns may
be prosecuted under the FCPA if they directly, or through
an agent, engage in 47y act in furtherance of a corrupr pay-

ment while in the territory of the United States, regardless of




whether they utilize the US. mails or a means or instrumen-
tality of interstate commerce.”? Thus, for example, a foreign
national who attends a meeting in the United States that fur-
thers a foreign bribery scheme may be subject to prosecution,
as may any co-conspirators, even if they did not themselves
attend the meerting. A foreign national or company may also
be liable under the FCPA if it aids and abets, conspires with,
or acts as an agent of an issuer or domestic concern, regardless
of whether the foreign national or company itself takes any
action in the United Stares.®

In addition, under the “alternative jurisdiction” pro-
vision of the FCPA enacted in 1998, US. companies or
persons may be subject to the anti-bribery provisions even
if they act outside the United States.! The 1998 amend-
ments to the FCPA expanded the jurisdictional coverage of
rhe Act by establishing an alternative basis for jurisdiction,
that is, jurisdiction based on the nationality principle.®* In
particular, the 1998 amendments removed the requirement
that there be a use of interstate commerce (c.g., wire, email,

telephone call) for acts in furtherance of a corrupt payment

The FCPA:‘

_ Anti-Bribery Provisions

to a foreign official by U.S. companies and persons occur-

ring wholly outside of the United States.*

What Is Covered?—The Business
Purpose Test

The FCPA applies only to payments intended to
induce or influence a foreign official to use his or her posi-
tion “in order to assist ... in obtaining or retaining business
for or with, or directing business to, any person.”® This
requirement is known as the “business purpose test” and is
broadly interpreted.®

Not surprisingly, many enforcement actions involve
bribes to obtain or retain government contracts.*® The

FCPA also prohibits bribes in the conduct of business or

Hypothetical: FCPA Jurisdiction

Company A, a Delaware company with its principal place of business in New York, is a large energy company that
operates globally, including in a number of countries that have a high risk of corruption, such as Foreign Country. Company
A's shares are listed on a national U.S. stock exchange. Company A enters into an agreement with a European company
{EuroCo} to submit a joint bid to the Qil Ministry to build a refinery in Foreign Country. EuroCo is not an issuer.

Executives of Company A and EuroCo meet in New York to discuss how to win the bid and decide to hire a purported
third-party consultant (Intermediary) and have him use part of his “commission” to bribe high-ranking officials within the
Oil Ministry. Intermediary meets with executives at Company A and EuroCo in New York to finalize the scheme. Eventually,
millions of dollars in bribes are funneled from the United States and Europe through Intermediary to high-ranking officials
at the Oil Ministry, and Company A and EuroCo win the contract. A few years later, a front page article alleging that the
contract was procured through bribery appears in Foreign Country, and DOJ and SEC begin investigating whether the
FCPA was violated.

Based on these facts, which entities fall within the FCPA's jurisdiction?

All of the entities easily fall within the FCPA’s jurisdiction. Company A is both an “issuer” and a "domestic concern”
under the FCPA, and Intermediary is an “agent” of Company A. EuroCo and Intermediary are also subject to the FCPA's
territorial jurisdiction provision based on their conduct while in the United States. Moreover, even if EuroCo and Intermediary
had never taken any actions in the territory of the United States, they can still be subject to jurisdiction under a traditional
application of conspiracy law and may be subject to substantive FCPA charges under Pinkerton liability, namely, being liable

for the reasonably foreseeable substantive FCPA crimes committed by a co-conspirator in furtherance of the conspiracy.




Examples of Actions Taken
to Obtain or Retain Business

*  Winning a contract
® Influencing the procurement process

= Circumventing the rules for importation of
products

= Gaining access to non-public bid tender
information

= Evading taxes or penalties

* Influencing the adjudication of lawsuits or
enforcement actions

» Obtaining exceptions to regulations

*  Avoiding contract termination

to gain a business advantage.” For example, bribe payments
made to secure favorable tax treatment, to reduce or elimi-
nate customs duties, to obtain government action to pre-
vent competitors from entering a market, or to circumvent
a licensing or permit requirement, all satisfy the business
purpose test.%®

In 2004, the US. Court of Appeals for the Fifth Circuit
addressed the business purpose test in United States v. Kay
and held that bribes paid to obtain favorable tax treatment—
which reduced a company’s customs duties and sales taxes
on imports—could constitute payments made to “obtain
or retain” business within the meaning of the FCPA.® The
court explained that in enacting the FCPA, “Congress meant
to prohibit a range of payments wider than only those that
directly influence the acquisition or retention of govern-
ment contracts or similar commercial or industrial arrange-
ments.””® The Kay court found that “[t}he congressional
target was bribery paid to engender assistance in improving
the business opportunities of the payor or his bencficiary,
irrespective of whether that assistance be direct or indirect,
and irrespective of whether it be related to administering

the law, awarding, extending, or renewing a contract, or

executing or preserving an agreement.””* Accordingly, Kay

held that payments to obtain favorable tax treatment can,

under appropriate circumstances, violate the FCPA:

Avoiding or lowering taxes reduces operating costs
and thus increases profit margins, thereby frecing up
funds that the business is otherwise legally obligated
to cxpend. And this, in turn, enables it to take any
number of actions to the disadvantage of competi-
tors. Bribing foreign officials to lower taxes and cus-
toms duties certainly caz provide an unfair advantage
over competitors and thercby be of assistance to the

payor in obtaining or retaining business.

* K %

[We hold that Congress intended for the FCPA
to apply broadly to payments intended to assist the
payor, either directly or indirectly, in obtaining or
retaining business for some person, and that bribes
paid to forcign tax officials to secure illegally reduced
customs and tax liability constitute a type of payment

that can fall within this broad coverage.”

Paying Bribes to Customs Officials

[n 2010, a global freight forwarding company and
six of its corporate customers in the oil and gas industry
resolved charges that they paid bribes to customs
officials. The companies bribed customs officials in more
than ten countries in exchange for such benefits as:

» evading customs duties on imported goods

* improperly expediting the importation of goods
and equipment

» extending drilling contracts and lowering tax
assessments

s obtaining false documentation related to
temporary import permits for drilling rigs

* enabling the release of drilling rigs and other
equipment from customs officials

In many instances, the improper payments at issue
allowed the company to carry out its existing business,
which fell within the FCPA's prohibition on corrupt
payments made for the purpose of “retaining” business.
The seven companies paid a total of more than $235
million in civil and criminal sanctions and disgorgement.




In short, while the FCPA does not cover every type
of bribe paid around the world for every purpose, it does
apply broadly to bribes paid to help obrain or retain busi-
ness, which can include payments made to secure a wide

variety of unfair business advantages.”?

What Does “Corruptly” Mean?

To violate the FCPA, an offer, promise, or authori-
zation of a payment, or a payment, to a government offi-
cial must be made “corruptly””* As Congress noted when
adopting the FCPA, the word “corruptly” means an intent

or desire to wrongfully influence the recipient:

The word “corruptly” is used in order to make clear
that the offer, payment, promise, or gift, must be in-
tended to induce the recipient to misuse his official
position; for example, wrongfully to direct business
to the payor or his client, to obtain preferential legis-

lation or regulations, ot to induce a forcign official to
75

fail to perform an official function.

Where corrupt intent is present, the FCPA prohibits
paying, offering, or promising to pay money or anything
of value (or authorizing the payment or offer).”¢ By focus-
ing on intent, the FCPA does not require that a corrupt
act succeed in its purpose.” Nor must the foreign official
actually solicit, accept, or receive the corrupt payment for
the bribe payor to be liable.”® For example, in one case, a
specialty chemical company promised Iragi government
officials approximately $850,000 in bribes for an upcoming
contract. Although the company did not, in the end, make
the payment (the scheme was thwarted by the US. govern-
ment’s investigation), the company still violated the FCPA
and was held accountable.”

Also, as long as the offer, promise, authorization, or
payment is made corruptly, the actor need not know the
identity of the recipient; the attempt is sufficient.® Thus, an
executive who authorizes others to pay “whoever you need
to” in a foreign government to obtain a contract has violated

the FCPA—even if no bribe is ultimately offered or paid.

What Does "Willfully” Mean and When
Does It Apply?

In order for an individual defendant to be criminally
liable under the FCPA, he or she must act "willfully"® Proof
of willfulness is not required to establish corporate criminal
or civil liability,* though proof of corrupt intent is.

The term “willfully” is not defined in the FCPA, but
it has generally been construed by courts to connote an
act committed voluntarily and purposefully, and with a
bad purpose, i.c., with “knowledge that [a defendant] was
doing a ‘bad’ act under the general rules of law™® As the
Supreme Court explained in Bryan v. United States, “[a]s a
general matter, when used in the criminal context, a ‘will-
ful’ act is one undertaken with a ‘bad purpose. In other
words, in order to establish a ‘willful’ violation of a statute,
‘the Government must prove that the defendant acted with
knowledge that his conduct was unlawful.”#

Notably, as both the Second Circuit and Fifth Circuit
Courts of Appeals have found, the FCPA does not require
the government to prove that a defendant was specifically
aware of the FCPA or knew that his conduct violated the
FCPA.% To be guilty, a defendant must act with a bad pur-

pose, i.e., know generally that his conduct is unlawful.

What Does “Anything of Value” Mean?

In enacting the FCPA, Congress recognized that bribes
can come in many shapes and sizes—a broad range of unfair
benefits®—and so the statute prohibits the corrupt “offer,
payment, promise to pay, or authorization of the payment of
any money, or offer, gift, promise to give, or authorization of
the giving of anything of value to” a foreign official ¥

An improper benefit can rake many forms. While
cases often involve payments of cash (sometimes in the

guise of “consulting fees” or “commissions” given through

intermediaries), others have involved travel expenses and




expensive giﬁs. Like the domestic bribery statute, the FCPA
does not contain a minimum threshold amount for corrupt
gifts or payments.® Indeed, what might be considered a
modest payment in the United States could be a larger and
much more significant amount in a foreign country.
Regardless of size, for a gift or other payment to vio-
late the statute, the payor must have corrupt intenc—that is,
the intent to improperly influence the government official.
The corrupt intent requirement protects companies that
engage in the ordinary and legitimate promotion of their
businesses while targeting conduct thart seeks to improp-
erly induce officials into misusing their positions. Thus, it
is difficult to envision any scenario in which the provision
of cups of coffee, taxi fare, or company promotional items
of nominal value would ever evidence corrupt intent, and
neither DOJ nor SEC has ever pursued an investigation
on the basis of such conduct. Moreover, as in all areas of
federal law enforcement, DOJ and SEC exercise discre-
tion in deciding which cases promote law enforcement pri-
orities and justify investigation, Certain patterns, however,
have emerged: DOJ’s and SEC’s anti-bribery enforcement
actions have focused on small payments and gifts only when
they comprise part of a systemic or long-standing course of
conduct that evidences a scheme to corruptly pay foreign
officials to obrain or retain business. These assessments are

necessarily fact specific.

Cash

The most obvious form of corrupt payment is large
amounts of cash. In some instances, companies have main-
tained cash funds specifically earmarked for use as bribes.
One US. issuer headquartered in Germany disbursed cor-
rupt payments from a corporate “cash desk” and used off-
shore bank accounts to bribe government officials to win
contracts.® In another instance, a four-company joint ven-
ture used its agent to pay $5 million in bribes to a Nigerian
political party?® The payments were made to the agent in
suitcases of cash (typically in $1 million installments), and,
in one instance, the trunk of a car when the cash did not fit

into a suitcase.”

Gifts, Travel, Entertainment, and Other Things

of Value

A small gift or token of esteem or gratitude is often
an appropriate way for business people to display respect
for each other. Some hallmarks of appropriate gift-giving
are when the gift is given openly and transparently, properly
recorded in the giver’s books and records, provided only to
reflect esteem or gratitude, and permitted under local Jaw.

Items of nominal value, such as cab fare, reasonable
meals and entertainment expenses, or company promo-
tional items, are unlikely to improperly influence an offi-
cial, and, as a result, are not, without more, items that have
resulted in enforcement action by DOJ or SEC. The larger
or more extravagant the gift, however, the more likely it was
given with an improper purpose. DOJ and SEC enforce-
ment cases thus have involved single instances of large,
extravagant gift-giving (such as sports cars, fur coats, and
other luxury items) as well as widespread gifts of smaller
items as part of a pattern of bribes.”” For example, in one
case brought by DOJ and SEC, a defendant gave a govern-
ment official a country club membership fee and a genera-
tor, as well as household maintenance expenses, payment
of cell phone bills, an automobile worth $20,000, and lim-
ousine services. The same official also received $250,000
through a third-party agent.”®

In addition, a number of FCPA enforcement actions
have involved the corrupt payment of travel and entertain-
ment expenses. Both DOJ and SEC have brought cases
where these types of expenditures occurred in conjunction
with other conduct reflecting systemic bribery or other
clear indicia of corrupt intent.

A case involving a California-based telecommuni-
cations company illustrates the types of improper travel
and entertainment expenses that may violate the FCPA.*
Between 2002 and 2007, the company spent nearly $7 mil-
lion on approximately 225 trips for its customers in order to
obtain systems contracts in China, including for employees
of Chinese state-owned companies to travel to popular tour-
ist destinations in the United States.> Although the trips

were purportedly for the individuals to conduct training at




Examples of Improper
Travel and Entertainment

a $12,000 birthday trip for a government decision-
maker from Mexico that included visits to wineries
and dinners

*  $10,000 spent on dinners, drinks, and
entertainment for a government official

= atrip to Italy for eight Iragi government officials
that consisted primarily of sightseeing and
included $1,000 in "pocket money” for each
official

= atrip to Paris for a government official and his wife
that consisted primarily of touring activities via a
chauffeur-driven vehicle

the company’s facilities, in reality, no training occurred on
many of these trips and the company had no facilities at those
locations. Approximately $670,000 of the $7 million was
falsely recorded as “training” expenses.”

Likewise, a New Jersey-based telecommunications
company spent millions of dollars on approximately 315
trips for Chinese government officials, ostensibly to inspect
factories and train the officials in using the company’s
equipment.” In reality, during many of chese trips, the offi-
cials spent little or no time visiting the company’s facilities,
but instead visited rourist destinations such as Hawaii, Las
Vegas, the Grand Canyon, Niagara Falls, Disney World,
Universal Studios, and New York City.”® Some of the trips
were characterized as “factory inspections” or “training”
with government customers bur consisted primarily or
entirely of sightseeing to locations chosen by the officials,
typically lasting two weeks and costing between $25,000
and $55,000 per trip. In some instances, the company gave
the government officials $500 to $1,000 per day in spend-
ing money and paid all lodging, transportation, food,
and entertainment expenses. The company either failed

to record these expenses or improperly recorded them as

“consulting fees” in its corporate books and records. The

.~ Anti-Bribery Provisions

company also failed to implement appropriate internal con-

trols to monitor the provision of travel and other things of
value to Chinese government ofhcials.”

Companies also may violate the FCPA if they give
payments or gifts to third parties, like an official’s family
members, as an indirect way of corruptly influencing a for-
eign official. For example, one defendant paid personal bills
and provided airline tickets to a cousin and close friend of
the foreign official whose influence the defendant soughtin
obtaining contracts.!® The defendant was convicted at trial
and received a prison sentence.'

As part of an effective compliance program, a com-
pany should have clear and easily accessible guidelines
and processes in place for gift-giving by the company’s
directors, officers, employees, and agents. Though not
necessarily appropriate for every business, many larger
companies have automated gift-giving clearance pro-
cesses and have set clear monetary thresholds for gifts
along with annual limitations, with limited exceptions
for gifts approved by appropriate management. Clear
guidelines and processes can be an effective and efficient
means for controlling gift-giving, deterring improper
gifts, and protecting corporate assets.

The FCPA does not prohibit gift-giving. Rather, just
like its domestic bribery counterparts, the FCPA prohibits

the payments of bribes, including those disguised as gifts.

Charitable Contributions

Companies often cngage in charitable giving as part
of legitimate local outreach. The FCPA does not prohibit
charitable contributions or prevent corporations from act-
ing as good corporate citizens. Companies, however, can-
not use the pretense of charitable contributions as a way to

funnel bribes to government officials.




For example, a pharmaceutical company used chari-
table donations to a small local castle restoration charity
headed by a foreign government official to induce the offi-
cial to direct business to the company. Although the charity

was a bona fide charitable organization, internal documents

the payments were not viewed as charitable contributions

but rather as “dues” the subsidiary was required to pay for
assistance from the government official. The payments con-
stituted a significant portion of the subsidiary’s total pro-

motional donations budget and were structured to allow

at the pharmaceutical company’s subsidiary established that the subsidiary to exceed its authorized limits. The payments

Hypothetical: Gifts, Travel, and Entertainment

Company A is a large U.S. engineering company with global operations in more than 50 countries, including a
number that have a high risk of corruption, such as Foreign Country. Company A’s stock is listed on a national U.S. stock
exchange. In conducting its business internationally, Company A’s officers and employees come into regular contact with
foreign officials, including officials in various ministries and state-owned entities. At a trade show, Company A has a booth
at which it offers free pens, hats, t-shirts, and other similar promotional items with Company A's logo. Company A also
serves free coffee, other beverages, and snacks at the booth. Some of the visitars to the booth are foreign officials.

Is Company A in violation of the FCPA?

No. These are legitimate, bona fide expenditures made in connection with the promotion, demonstration, or
explanation of Company A's products or services. There is nothing to suggest corrupt intent here. The FCPA does not
prevent companies from promoting their businesses in this way or providing legitimate hospitality, including to foreign
officials. Providing promotional items with company logos or free snacks as set forth above is an appropriate means of
providing hospitality and promoting business. Such conduct has never formed the basis for an FCPA enforcement action.

At the trade show, Company A invites a dozen current and prospective customers out for drinks, and pays
the moderate bar tab. Some of the current and prospective customers are foreign officials under the FCPA. s
Company A in violation of the FCPA?

No. Again, the FCPA was not designed to prohibit all forms of hospitality to foreign officials. While the cost here may
be more substantial than the beverages, snacks, and promotional items provided at the booth, and the invitees specifically
selected, there is still nothing to suggest corrupt intent.

Two years ago, Company A won a long-term contract to supply goods and services to the state-owned Electricity
Commission in Foreign Country. The Electricity Commission is 100% owned, controlled, and operated by the
government of Foreign Country, and employees of the Electricity Commission are subject to Foreign Country’s
domestic bribery laws. Some Company A executives are in Foreign Country for meetings with officials of the
Electricity Commission. The General Manager of the Electricity Commission was recently married, and during the
trip Company A executives present a moderately priced crystal vase to the General Manager as a wedding gift
and token of esteem. Is Company A in violation of the FCPA?

No. it is appropriate to provide reasonable gifts to foreign officials as tokens of esteem or gratitude. It is important that
such gifts be made openly and transparently, properly recorded in a company’s books and records, and given only where
appropriate under local law, customary where given, and reasonable for the occasion.

During the course of the contract described above, Company A periodically provides training to Electricity
Commission employees at its facilities in Michigan. The training is paid for by the Electricity Commission as part of
the contract. Senior officials of the Electricity Commission inform Company A that they want to inspect the facilities
and ensure that the training is working well. Company A pays for the airfare, hotel, and transportation for the
(cont’d)
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Electricity Commission senior officials to travel to Michigan to inspect Company A's facilities. Because it is a lengthy
international flight, Company A agrees to pay for business class airfare, to which its own employees are entitled
for lengthy flights. The foreign officials visit Michigan for several days, during which the senior officials perform an
appropriate inspection. Company A executives take the officials to a moderately priced dinner, a baseball game,
and a play. Do any of these actions violate the FCPA?

No. Neither the costs associated with training the employees nor the trip for the senior officials to the Company’s
facilities in order to inspect them violates the FCPA. Reasonable and bona fide promotional expenditures do not violate
the FCPA. Here, Company A is providing training to the Electricity Commission’s employees and is hosting the Electricity
Commission senior officials. Their review of the execution and performance of the contractis a legitimate business purpose.
Even the provision of business class airfare is reasonable under the circumstances, as are the meals and entertainment,

which are only a small component of the business trip.

Would this analysis be different if Company A instead paid for the senior officials to travel first-class with their
spouses for an all-expenses-paid, week-long trip to Las Vegas, where Company A has no facilities?

Yes. This conduct almost certainly violates the FCPA because it evinces a corrupt intent. Here, the trip does not appear
to be designed for any legitimate business purpose, is extravagant, includes expenses for the officials’ spouses, and therefore
appears to be designed to corruptly curry favor with the foreign government officials. Moreover, if the trip were booked as a
legitimate business expense—such as the provision of training at its facilities—Company A would also be in violation of the
FCPA's accounting provisions. Furthermore, this conduct suggests deficiencies in Company A's internal controls.

Company A's contract with the Electricity Commission is going to expire, and the Electricity Commission is
offering the next contract through its tender process. An employee of the Electricity Commission contacts -
Company A and offers to provide Company A with confidential, non-public bid information from Company A’
competitors if Company A will pay for a vacation to Paris for him and his girlfriend. Employees of Company A
accede to the official's request, pay for the vacation, receive the confidential bid information, and yet still do not
win the contract. Has Company A violated the FCPA?

Yes. Company A has provided things of value to a foreign official for the purpose of inducing the official to misuse
his office and to gain an improper advantage. it does not matter that it was the foreign official who first suggested the
illegal conduct or that Company A ultimately was not successful in winning the contract. This conduct would also violate
the FCPA’s accounting provisions if the trip were booked as a legitimate business expense and suggests deficiencies in

Company A's internal controls.




also were not in compliance with the company’s internal
policies, which provided thar charitable donations gener-
ally should be made to healthcare institutions and relate to
the practice of medicine.!®

Proper due diligence and controls are critical for
charitable giving. In general, the adequacy of measures
taken to prevent misuse of charitable donations will depend
on a risk-based analysis and the specific facts at hand. In
Opinion Procedure Release No. 10-02, DOJ described the
due diligence and controls that can minimize the likelihood
of an FCPA violation. In that matter, 2 Eurasian-based sub-
sidiary of a US. non-governmental organization was asked
by an agency of a foreign government to make a grant to
a local microfinance institution (MFI) as a prerequisite to
the subsidiary’s transformation to bank status. The subsid-
iary proposed contributing $1.42 million to alocal MFI to
satisfy the request. The subsidiary undertook an extensive,
three-stage due diligence process to select the proposed
grantee and imposed significant controls on the proposed
grant, including ongoing monitoring and auditing, ear-
marking funds for capacity building, prohibiting compen-
sation of board members, and implementing anti-corrup-
tion compliance provisions. DOJ explained that it would
not take any enforcement action because the company’s due
diligence and the controls it planned to put in place sufficed
to prevent an FCPA violation.

Other opinion releases also address charitable-type
grants or donations. Under the facts presented in those
releases, DOJ approved the proposed grant or donation,'®
based on due diligence measures and controls such as:

o certifications by the recipient regarding compliance
with the FCPA ;!

o duediligence to confirm that none of the recipient’s
officers were affiliated with the foreign government
at issue;'®

. ércquircment that the recipient provide audited
financial statements;'%

o awritten agreement with the recipient restricting
the use of funds;'?’

o steps to ensure that the funds were transferred to a

t;IOS

valid bank accoun

e confirmation that the charity’s commitments were

met before funds were disbursed;'® and
o on-going monitoring of the efficacy of the
program.!!?
Legitimate charitable giving does not violate the
FCPA. Compliance with the FCPA merely requires that
charitable giving not be used as a vehicle to conceal pay-

ments made to corruptly influence foreign ofhcials.

Five Questions to Consider When Making
Charitable Payments in a Foreign Country:

1. What is the purpose of the payment?

2. Is the payment consistent with the company’s
internal guidelines on charitable giving?

3. [s the payment at the request of a foreign official?

4. s a foreign official associated with the charity
and, if so, can the foreign official make decisions
regarding your business in that country?

5. Is the payment conditioned upon receiving
business or other benefits?

Who Is a Foreign Official?

The FCPA'’s anti-bribery provisions apply to corrupt
payments made to (1) “any foreign official”; (2) “any foreign
political party or official thereof”; (3) “any candidare for
foreign political office”; or (4) any person, while knowing
that all or a portion of the payment will be offered, given, or
promised to an individual falling within one of these three
categories.!!! Although the statute distinguishes between a
“foreign official,” “foreign political party or official thereof”
and “candidate for foreign political office;” the term “for-
eign official” in this guide generally refers to an individual
falling within any of these three categories.

The FCPA defines “foreign official” to include:

any officer or employee of a foreign government or

any department, agency, or instrumentalicy thereof,




or of a public international organization, or any per-
son acting in an official capacity for or on behalf of
any such government or department, agency, or in-

strumentality, or for or on behalf of any such public

international organization.1 12

As this language makes clear, the FCPA broadly
applies to corrupt payments to “any” officer or employee
of a foreign government and to those acting on the for-
eign government’s behalf'® The FCPA thus covers cor-
rupt payments to low-ranking employees and high-level
officials alike .1

The FCPA prohibits payments to foreign afficials, not
to foreign governments.)> That said, companies contem-
plating contributions or donations to foreign governments
should take steps to ensure that no monies are used for cor-
rupt purposes, such as the personal benefit of individual

foreign officials.

Department, Agency, or Instrumentality of a
Foreign Government

Foreign officials under the FCPA include officers
or employees of a department, agency, or instrumental-
ity of a foreign government, When a foreign government
is organized in a fashion similar to the US. system, what
constitutes a government department or agency is typically
clear (e.g., 2 ministry of energy, national security agency, or
transportation authority).!** However, governments can be
organized in very different ways.!”” Many operate through
state-owned and state-controlled entities, particularly in
such areas as aerospace and defense manufacturing, bank-
ing and finance, healthcare and life sciences, energy and
extractive industries, telecommunications, and transporta-
tion.""® By including officers or employees of agencies and
instrumentalities within the definition of “foreign official,’
the FCPA accounts for this variability.

The term “instrumentality” is broad and can include
state-owned or state-controlled entities. Whether a particu-
lar entity constitutes an “instrumentality” under the FCPA
requires a fact-specific analysis of an entity’s ownership,

control, status, and function.’”® A number of courts have

approved final jury instructions providing a non-exclusive

The FCPA:
Anti-Bribery Provisions

list of factors to be considered:

o the foreign state’s extent of ownership of the entity;

o the foreign state’s degree of control over the entity
(including whether key officers and directors of
the entity are, or are appointed by, government
officials);

o the foreign state’s characterization of the entity and
its employees;

o the circumstances surrounding the entity’s creation;

o the purpose of the entity's activities;

o the entity’s obligations and privileges under the
foreign state’s law;

o the exclusive or controlling power vested in the
entity to administer its designated functions;

o thelevel of financial support by the foreign
state (including subsidies, special tax treatment,
government-mandated fees, and loans);

o theentity’s provision of services to the jurisdiction’s
residents;

o whether the governmental end or purpose sought
to be achieved is expressed in the policies of the
foreign government; and

o the general perception that the entity is performing
official or governmental functions.'®

Companies should consider these factors when eval-
uaring the risk of FCPA violations and designing compli-
ance programs.

DOQJ and SEC have pursued cases involving instru-
mentalities since the time of the FCPA’s enactment and
have long used an analysis of ownership, control, status,
and function to determine whether a particular entity is
an agency or instrumentality of a foreign government.
For example, the second-ever FCPA case charged by DO]J
involved a California company that paid bribes through a

Mexican corporation to two executives of a state-owned




Mexican national oil company.' And in the early 1980s,
DOJ and SEC brought cases involving a $1 million bribe to
the chairman of Trinidad and Tobago’s racing authority.'?

DOJ and SEC continue to regularly bring FCPA
cases involving bribes paid to employees of agencies and
instrumentalities of foreign governments. In one such
case, the subsidiary of a Swiss engineering company paid
bribes to officials of a state-owned and controlled electric-
ity commission. The commission was created by, owned
by, and controlled by the Mexican government, and it had
a monopoly on the transmission and distribution of elec-
tricity in Mexico. Many of the commission’s board mem-
bers were cabinet-level government officials, and the direc-
tor was appointed by Mexico’s president.!® Similarly, in
another recent case, Miami telecommunications executives
were charged with paying bribes to employees of Haiti’s
state-owned and controlled telecommunications company.
The telecommunications company was 97% owned and
100% controlled by the Haitian government, and its direc-
tor was appointed by Haiti’s president.'?

While no one factor is dispositive or necessarily more
important than another, as a practical matter, an entity is
unlikely to qualify as an inscrumentality if a government
does not own or control a majority of its shares. However,
there are circumstances in which an entity would qualify
as an instrumentality absent 50% or greater foreign gov-
ernment ownership, which is reflected in the limited num-
ber of DOJ or SEC enforcement actions brought in such
situations. For example, in addition to being convicted of
‘funneling millions of dollars in bribes to two sitting presi-
dents in two different countries, a French issuer’s three
subsidiaries were convicted of paying bribes to employees
of a Malaysian telecommunications company that was 43%
owned by Malaysia’s Ministry of Finance. There, notwith-
standing its minority ownership stake in the company, the
Ministry held the status of a “special shareholder,” had veto
power over all major expenditures, and controlled impor-
tant operational decisions.” In addition, most senior
company officers were political appointees, including the
Chairman and Director, the Chairman of the Board of the

Tender Committee, and the Executive Director.'?® Thus,

despite the Malaysian government having 2 minority share-

holder position, the company was an instrumentality of the
Malaysian government as the government nevertheless had
substantial control over the company.

Companies and individuals should also remember
that, whether an entity is an instrumentality of a foreign
government or a private entity, commercial (i.e., private-
to-private) bribery may still violate the FCPA’ accounting
provisions, the Travel Act, anti-money laundcring laws, and
other federal or foreign laws. Any type of corrupt payment

thus carries a risk of prosecution.

Public Internaticnal Organizations

In 1998, the FCPA was amended to expand the defini-
tion of “foreign official” to include employees and representa-
tives of public internarional organizations.’” A “public inter-
national organization” is any organization designated as such
by Executive Order under the International Organizations
Immunities Act, 22 US.C. § 288, or any other organization
that the President so designates.'® Currently, public interna-
tional organizations include entities such as the World Bank,
the International Monetary Fund, the World Intellectual
Property Organization, the World Trade Organization, the
OECD, the Organization of American States, and numer-
ous others. A comprehensive list of organizations designared
as “public international organizations” is contained in 22
US.C. § 288 and can also be found on the US. Government
Printing Office website at http://www.gpo.gov/fdsys/.

How Are Payments to Third Parties
Treated?

The FCPA expressly prohibits corrupt payments
made through third parties orintermediaries.'® Specifically,
it covers payments made to “any person, while knowing
that all or a portion of such money or thing of value will
be offered, given, or promised, directly or indirectly,**to a
foreign official. Many companies doing business in a foreign
country retain a local individual or company to help them

conduct business. Although these foreign agents may pro-

vide entirely legitimate advice regarding local customs and

procedures and may help facilitate business transactions,




companies should be aware of the risks involved in engag-
ing third-party agents or intermediaries. The fact that a
bribe is paid by a third party does not eliminate the poten-
tial for criminal or civil FCPA liabilicy."*"

For instance, a four-company joint venture used
two agents—a British lawyer and a Japanese trading
company—to bribe Nigerian government officials in
order to win a series of liquefied natural gas construc-

132 Together, the four multi-national cor-

tion projects.
porations and the Japanese trading company paid a
combined $1.7 billion in civil and criminal sanctions
for their decade-long bribery scheme. In addition, the
subsidiary of one of the companies pleaded guilty and a
number of individuals, including the British lawyer and
the former CEO of one of the companies’ subsidiaries,
received significant prison terms.

Similarly, a medical device manufacturer entered into
a deferred prosecution agreement as the result of corrupt
payments it authorized its local Chinese distributor to pay
to Chinese officials.'® Another company, a manufacturer
of specialty chemicals, committed multiple FCPA viola-
tions through its agents in Iraq: a Canadian national and
the Canadian’s companies. Among other acts, the Canadian
national paid and promised to pay more than $1.5 million
in bribes to officials of the Iragi Ministry of Oil to secure
sales of a fuel additive. Both the company and the Canadian
national pleaded guilty to criminal charges and resolved
civil enforcement actions by SEC, 1%

In another case, the US. subsidiary of a Swiss freight
forwarding company was charged with paying bribes on
behalf of its customers in several countries.’® Although the
U.S. subsidiary was not an issuer under the FCPA, it wasan
“agent” of several U.S. issuers and was thus charged directly
with violating the FCPA. Charges against the freight for-
warding company and seven of its customers resulted in
over $236.5 million in sancrions.*

Because Congress anticipated the use of third-party
agents in bribery schemes—for example, to avoid acrual
knowledge of a bribe—it defined the term “knowing” in a

way that prevents individuals and businesses from avoiding

liability by putting “any person” between themselves and
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the foreign officials.’” Under the FCPA, a person’s state of
mind is “knowing” with respect to conduct, a circumstance,
or a result if the person:
« isaware that [he] is engaging in such conduct,
that such circumstance exists, or that such result is
substantially certain to occur; or
¢ hasafirm belief that such circumstance exists or
that such result is substantially certain to occur.’®
Thus, a person has the requisite knowledge when he is
aware of a high probability of the existence of such circum-
stance, unless the person actually believes that such circum-
stance does not exist.'* As Congress made clear, it meant to
impose liability not only on those with actual knowledge

of wrongdoing, but also on those who purposefully avoid

actual knowledge:

[Tlhe so-called “head-in-the-sand” problem—vari-
ously described in the pertinent authorities as “con-
scious disregard,” “willful blindness” or “deliberate
ignorance”—should be covered so that management
officials could not take refuge from the Act’s prohi-
bitions by their unwarranted obliviousness to any
action (or inaction}, language or other “signaling de-
vice” that should reasonably alert them of the “high
probability” of an FCPA violation '

Common red flags associated with third parties include:

e excessive commissions to third-party agents or
consultants;

« unreasonably large discounts to third-party
distributors;

o third-party “consulting agreements” that include
only vaguely described services;

o the third-party consultant is in a different line of
business than that for which it has been engaged;

o the third party is related to or closely associated

with the foreign official;

-
»




« the third party became part of the transaction at
the express request or insistence of the foreign
official;

o the third party is merely a shell company incorpo-
rated in an offshore jurisdiction; and

o the third party requests payment to offshore
bank accounts.

Businesses may reduce the FCPA risks associated
with third-party agents by implementing an effective com-
pliance program, which includes due diligence of any pro-

spective foreign agents.

United States v. Kozeny, et al.

In December 2011, the U.S. Court of Appeals
for the Second Circuit upheld a conscious avoidance
instruction given during the 2009 trial of a businessman
who was convicted of conspiring to violate the FCPA's
anti-bribery provisions by agreeing to make payments to
Azeri officials in a scheme to encourage the privatization
of the Azerbaijan Republic’s state oil company. The
court of appeals found that the instruction did not lack
a factual predicate, citing evidence and testimony at
trial demonstrating that the defendant knew corruption
was pervasive in Azerbaijan; that he was aware of his
business partner’s reputation for misconduct; that he
had created two U.S. companies in order to shield
himself and other investors from potential liability for
payments made in violation of the FCPA; and that the
defendant expressed concerns during a conference call
about whether his business partner and company were
bribing officials.

The court of appeals also rejected the defendant’s
contention that the conscious avoidance charge had
improperly permitted the jury to convict him based on
negligence, explaining that ample evidence in the record
showed that the defendant had “serious concerns”
about the legality of his partner’s business practices
"and worked to avoid learning exactly what [he] was
doing,” and noting that the district court had specifically
instructed the jury not to convict based on negligence.

What Affirmative Defenses Are
Available?

The FCPA’s anti-bribery provisions contain two affir-

mative defenses: (1) that the payment was lawful under the
written laws of the foreign country (the “local law” defense),
and (2) that the money was spent as part of demonstrating a
product or performing a contractual obligation (the “reason-
able and bona fide business expenditure” defense). Because
these are affirmative defenses, the defendant bears the burden

of proving them.

The Local Law Defense

For the local law defense to apply, a defendant must
establish that “the payment, gift, offer, or promise of any-
thing of value that was made, was lawful under the writ-
ten laws and regulations of the foreign official’s, political
party’s, party official’s, or candidate’s country.” The defen-
dant must establish that the payment was lawful under the
foreign country’s written laws and regulations at the time
of the offense. In creating the local law defense in 1988,
Congress sought “to make clear that the absence of written
laws in a foreign official’s country would not by itself be suf-
ficient to satisfy this defense.”!¥ Thus, the fact that bribes
may not be prosecuted under local law is insufficient to
establish the defense. In practice, the local law defense arises
infrequently, as the written laws and regulations of coun-
tries rarely, if ever, permit corrupt payments. Nevertheless,
if a defendant can establish that conduct that otherwise
falls within the scope of the FCPA’s anti-bribery provisions
was lawful under written, local law, he or she would have a
defense to prosecution.

In United States v. Kozeny, the defendant unsuccess-
fully sought to assert the local law defense regarding the law
of Azerbaijan. The parties disputed the contents and appli-
cability of Azerilaw, and each presented expert reports and
testimony on behalf of their conflicting interpretations. The
court ruled that the defendant could not invoke the FCPA’s
affirmative defense because Azeri law did not actually legal-

ize the bribe payment. The court concluded that an excep-

tion under Azeri law relieving bribe payors who voluntarily




disclose bribe payments to the authorities of criminal liabil-

ity did not make the bribes legal."*

Reasonable and Bona Fide Expenditures

The FCPA allows companies to provide reasonable
and bona fide travel and lodging expenses to a foreign
official, and it is an affirmative defense where expenses
are directly related to the promotion, demonstration, or
explanation of a company’s products or services, or are
related to a company’s execution or performance of a con-
tract with a foreign government or agency.'*! Trips that
are primarily for personal entertainment purposes, how-
ever, are not bona fide business expenses and may violate
the FCPA’s anti-bribery provisions.!® Moreover, when
expenditures, bona fide or not, are mischaracterized in a
company’s books and records, or where unauthorized or
improper expenditures occur due to a failure to imple-
ment adequate internal controls, they may also violate
the FCPA’s accounting provisions. Purposeful mischarac-
terization of expenditures may also, of course, indicate a
corrupt intent.

DOQJ and SEC have consistently recognized that busi-
nesses, both foreign and domestic, are permitted to pay for
reasonable expenses associated with the promotion of their
products and services or the execution of existing contracts.
In addition, DOJ has frequently provided guidance about
legitimate promotional and contract-related expenses—
addressing travel and lodging expenses in particular—
through several opinion procedure releases. Under the cir-
cumstances presented in those releases,'® DOJ opined that
the following types of expenditures on behalf of foreign
officials did not warrant FCPA enforcement action:

o travel and expenses to visit company facilities or
operations;

o travel and expenses for training; and

» product demonstration or promotional activities,
including travel and expenses for meetings.

Whether any particular payment is a bona fide expen-
diture necessarily requires a fact-specific analysis. But the

following non-exhaustive list of safeguards, compiled from

several releases, may be helpful to businesses in evaluating

whether a particular expenditure is appropriate or may risk
violating the FCPA:
o Do not select the particular officials who will par-
ticipate in the party’s proposed trip or program'¥
or else select them based on pre-determined, merit-
based criteria.'®

o Payall costs directly to travel and lodging vendors
and/or reimburse costs only upon presentation of a
receipt.!?

o Do not advance funds or pay for reimbursements
in cash.!’°

o Ensure that any stipends are reasonable approxima-
tions of costs likely to be incurred'! and/or that
expenses are limited to those that are necessary and
reasonable.!**

o Ensure the expenditures are transparent,
both within the company and to the foreign
government,'?®

» Do not condition payment of expenses on any
action by the foreign official.'>

o Obrain written confirmation that payment of the
expenses is not contrary to local law."*

o Provide no additional compensation, stipends, ot
spending money beyond what is necessary to pay
for actual expenses incurred.!*

o Ensure that costs and expenses on behalf of the
foreign officials will be accurately recorded in the
company’s books and records.'”

In sum, while certain expenditures are more likely to
raise red flags, they will not give rise to prosecution if they
are (1) reasonable, (2) bona fide, and (3) directly related
to (4) the promotion, demonstration, or explanation of
products or services or the execution or performance of

a contract.®




What Are Facilitating or Expediting
Payments?

The FCPA’s bribery prohibition contains a narrow
exception for “facilitating or expediting payments” made in
furtherance of routine governmental action.'” The facili-
tating payments exception applies only when a payment is
made to further “routine governmental action” that involves
non-discretionary acts.'® Examples of “routine governmen-
tal action” include processing visas, providing police pro-
tection or mail service, and supplying utilities like phone
service, power, and water. Routine government action does
#ot include a decision to award new business or to continue
business with a particular party.!®! Nor does it include acts
that are within an official’s discretion or that would consti-
tute misuse of an official’s office.!®® Thus, paying an official a
small amount to have the power turned on at a factory might
be a facilitating payment; paying an inspector to ignore the
fact that the company does not have avalid permit ro operate

the factory would not be a facilitating payment.

Examples of "Routine Governmental Action”

An action which is ordinarily and commonly
performed by a foreign official in—

= obtaining permits, licenses, or other official
documents to qualify a person to do business in a
foreign country;

= processing governmental papers, such as visas and
work orders:

= providing police protection, mail pickup and
delivery, or scheduling inspections associated with
contract performance or inspections related to
transit of goods across country;

= providing phone service, power and water supply,
loading and unloading cargo, or protecting
perishable products or commodities from
deterioration; or

* actions of a similar nature.

Whether a payment falls within the exception is not

dependent on the size of the payment, though size can be
telling, as a large payment is more suggestive of corrupt
intent to influence a non-routine governmental action. Bur,
like the FCPA’s anti-bribery provisions more generally, the
facilitating payments exception focuses on the purpose of the
payment rather than its value. For instance, an Oklahoma-
based corporation violated the FCPA when its subsidiary
paid Argentine customs officials approximately $166,000
to secure customs clearance for equipment and materials
that lacked required certifications or could not be imported
under local law and to pay a lower-than-applicable dury
rate. The company's Venezuelan subsidiary had also paid
Venezuelan customs officials approximately $7,000 to permit
the importation and exportation of equipment and materials
not in compliance with local regulations and to avoid a full
inspection of the imported goods.'®® In another case, three
subsidiaries of a global supplier of oil drilling products and
services were criminally charged with authorizing an agent to
make at least 378 corrupt payments (totaling approximately
$2.1 million) to Nigerian Customs Service officials for pref-
erential treatment during the customs process, including the
reduction or elimination of customs duries.!#

Labelinga bribe as a “facilitating payment” in a com-
pany’s books and records does not make it one. A Swiss
offshore drilling company, for example, recorded pay-
ments to its customs agent in the subsidiary’s “facilicat-
ing payment” account, even though company personnel
believed the payments were, in fact, bribes. The company
was charged with violating both the FCPA’s anti-bribery
and accounting provisions.*®®

Although true facilitating payments are not ille-
gal under the FCPA, they may still violate local law in the
countries where the company is operating, and the OECD’s
Working Group on Bribery recommends that all countries
encourage companies to prohibit or discourage facilitating
payments, which the United States has done regularly.!®
In addition, other countries' foreign bribery laws, such as
the United Kingdom’, may not contain an exception for

facilitating payments.'¥” Individuals and companies should

therefore be aware that although true facilitating payments




are permissible under the FCPA, they may still subject a

company or individual to sanctions. As with any expendirure, - .

facilitating payments may still violate the FCPA if they are : “ TheFCPA:
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not propetly recorded in an issuer’s books and records,

Hypothetical: Facilitating Payments

Company A is a large multi-national mining company with operations in Foreign Country, where it recently identified
a significant new ore deposit. It has ready buyers for the new ore but has Jimited capacity to get it to market. In order to
increase the size and speed of its ore export, Company A will need to build a new road from its facility to the port that can
accommodate larger trucks. Company A retains an agent in Foreign Country to assist it in obtaining the required permits,
including an environmental permit, to build the road. The agent informs Company A's vice president for international
operations that he plans to make a one-time small cash payment to a clerk in the relevant government office to ensure
that the clerk files and stamps the permit applications expeditiously, as the agent has experienced delays of three months
when he has not made this “grease” payment. The clerk has no discretion about whether to file and stamp the permit
applications once the requisite filing fee has been paid. The vice president authorizes the payment.

A few months later, the agent tells the vice president thathe has run into a problem obtaining a necessary environmental
permit. It turns out that the planned road construction would adversely impact an environmentally sensitive and protected
local wetland. While the problem could be overcome by rerouting the road, such rerouting would cost Company A $1
million more and would stow down construction by six months. It would also increase the transit time for the ore and
reduce the number of monthly shipments. The agent tells the vice president that he is good friends with the director of
Foreign Country’s Department of Natural Resources and that it would only take a modest cash payment to the director
and the “problem would go away.” The vice president authorizes the payment, and the agent makes it. After receiving the
payment, the director issues the permit, and Company A constructs its new road through the wetlands.

Was the payment to the clerk a violation of the FCPA?

No. Under these circumstances, the payment to the clerk would qualify as a facilitating payment, since it is a one-time,
small payment to obtain a routine, non-discretionary governmental service that Company A is entitled to receive (i.e., the
stamping and filing of the permit application). However, while the payment may qualify as an exception to the FCPA's
anti-bribery provisions, it may violate other laws, both in Foreign Country and elsewhere. In addition, if the payment is not
accurately recorded, it could violate the FCPA's books and records provision.

Was the payment to the director a violation of the FCPA?

Yes. The payment to the director of the Department of Natural Resources was in clear violation of the FCPA, since it
was designed to corruptly influence a foreign official into improperly approving a permit. The issuance of the environmental
permit was a discretionary act, and indeed, Company A should not have received it. Company A, its vice president, and the
local agent may all be prosecuted for authorizing and paying the bribe.

e




Does the FCPA Apply to Cases of
Extortion or Duress?

Situations involving exrortion or duress will not give
rise to FCPA liability because a payment made in response to
true extortionate demands under imminent threat of physical
hatm cannot be said to have been made with corrupt intent
or for the purpose of obtaining or retaining business.® In
enacting the FCPA, Congress recognized that real-world
situations might arise in which a business is compelled to pay
an official in order to avoid threats to health and safety. As
Congress explained, “a payment to an official to keep an oil
rig from being dynamited should not be held to be made with
the requisite corrupt purpose.””°

Mere economic coercion, however, does not amount to
extortion. As Congress noted when it enacted the FCPA:
“The defense that the payment was demanded on the part of
a government official as a price for gaining entry into a mar-
ket or o obtain a contract would not suffice since at some
point the US. company would make a conscious decision
whether or not to pay a bribe.”"”! The fact that the payment
was “first proposed by the recipient ... does not alter the cor-
rupt purpose on the part of the person paying the bribe”'”

This distinction between extortion and economic coer-
cion was recognized by the court in United States v. Kozeny.
There, the court concluded that although an individual who
makes a payment under duress (ie., upon threat of physi-
cal harm) will not be criminally liable under the FCPA, a
bribe payor who claims payment was demanded as a price for
gaining market entry or obtaining a contract “cannot argue
that he lacked the intent to bribe the official because he made
the ‘conscious decision’ to pay the official ™’ While the
bribe payor in this situation “could have turned his back and
walked away,” in the oil rig example, “he could not.””*

Businesses operating in high-risk countrics may face
real threats of violence or harm to their employees, and
payments made in response to imminent threats to health
or safety do not violate the FCPA.Y¢ If such a situation
arises, and to ensure the safety of its employees, companies
should immediately contact the appropriate U.S. embassy

for assistance.

Principles of Corporate Liability for
Anti-Bribery Violations
General principles of corporate liability apply to the

FCPA. Thus, a company is liable when its directors, officers,
employees, or agents, acting within the scope of their employ-
ment, commit FCPA violations intended, at least in part, to
benefit the company.!”” Similarly, just as with any other stat-
ute, DO]J and SEC look to principles of parent-subsidiary

and successor liability in evaluating corporate liability.

Parent-Subsidiary Liability

There are two ways in which a parent company may
beliable for bribes paid by its subsidiary. First, a parent may
have participated sufficiently in the activity to be directly
liable for the conduct—as, for example, when it directed its
subsidiary’s misconduct or otherwise directly participated
in the bribe scheme.

Second, a parent may be liable for its subsidiary’s con-
duct under traditional agency principles. The fundamental
characteristic of agency is control.'”® Accordingly, DOJ and
SEC evaluate the parent’s control—including the parent’s
knowledge and direction of the subsidiary’s actions, both
generally and in the context of the specific transaction—
when evaluating whether a subsidiary is an agent of the par-
ent. Although the formal relationship between the parent
and subsidiary is important in this analysis, so are the practi-
cal realities of how the parent and subsidiary actually interact.

If an agency relationship exists, a subsidiary’s actions
and knowledge are imputed to its parent.’”” Moreover,
under traditional principles of respondear superior, a com-
pany is liable for the acts of its agents, including its employ-
ees, undertaken within the scope of their employment and
intended, at least in part, to benefit the company.!® Thus,
if an agency relationship exists between a parent and a
subsidiary, the parent is liable for bribery committed by
the subsidiary’s employees. For example, SEC brought an
administrative action against a parent for bribes paid by the
president of its indirect, wholly owned subsidiary. In that

matter, the subsidiary’s president reported directly to the

CEOQ of the parent issuer, and the issuer routinely identified




the president as a member of its senior management in its
annual filing with SEC and in annual reports. Additionally,
the parent’s legal department approved the retention of the
third-party agent through whom the bribes were arranged
despite a lack of documented due diligence and an agency
agreement that violated corporate policy; also, an official of
the parent approved one of the payments to the third-party
agent.’”® Under these circumstances, the parent company
had sufficient knowledge and control of its subsidiary’s

actions to be liable under the FCPA.

Successor Liability

Companies acquire a host of liabilities when they
merge with oracquire another company, including those aris-
ing out of contracts, torts, regulations, and statutes. As a gen-
eral legal matter, when a company merges with or acquires
another company, the successor company assumnes the prede-
cessor company’s liabilities."® Successor liability is an integral
component of corporate law and, among other things, pre-
vents companies from avoiding liability by reorganizing.'®
Successor liability applies to all kinds of civil and criminal
liabilities,'** and FCPA violations are no exception. Whether
successor liability applies to a particular corporate transac-
tion depends on the facts and the applicable state, federal,
and foreign law. Successor liability does not, however, create
liability where none existed before. For example, if an issuer
were to acquire a foreign company that was not previously
subject to the FCPA’s jurisdiction, the mere acquisition of
thar foreign company would not retroactively create FCPA
liability for the acquiring issuer.

DO]J and SEC encourage companies to conduct pre-
acquisition due diligence and improve compliance pro-
grams and internal controls after acquisition for a variety
of reasons. First, due diligence helps an acquiring company
to accurately value the target company. Contracts obtained
through bribes may be legally unenforceable, business
obtained illegally may be lost when bribe payments are
stopped, there may be liability for prior illegal conduct, and
the prior corrupt acts may harm the acquiring company’s

reputation and future business prospects. Identifying these

issues before an acquisition allows companies to beteer
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evaluate any potential post-acquisition liability and thus
propetly assess the target’s value."® Second, due diligence
reduces the risk that the acquired company will continue to
pay bribes. Proper pre-acquisition due diligence can iden-
tify business and regional risks and can also lay the founda-
tion for a swift and successful post-acquisition integration
into the acquiring company’s corporate control and com-
pliance environment. Third, the consequences of potential
violations uncovered through due diligence can be handled
by the parties in an orderly and efficient manner through
negotiation of the costs and responsibilities for the inves-
tigation and remediation. Finally, comprehensive due dili-
gence demonstrates a genuine commitment to uncovering
and preventing FCPA violations.

In a significanc number of instances, DOJ and
SEC have declined to take action against companies
that voluntarily disclosed and remediated conduct
and cooperated with DOJ and SEC in the merger and
acquisition context.® And DOJ and SEC have only
taken action against successor companies in limited cir-
cumstances, generally in cases involving egregious and
sustained violations or where the successor company
directly participated in the violations or failed to stop the
misconduct from continuing after the acquisition. In one
case, a US.-based issuer was charged with books and records
and internal controls violations for continuing a kickback
scheme originated by its predecessor.!” Another recent case
involved a merger between two tobacco leaf merchants,
where prior to the merger each company committed
FCPA violations through its foreign subsidiaries, involving
multiple countries over the course of many years. At each
company, the bribes were directed by the parent company’s
senior management. The two issuers then merged to form
a new public company. Under these circumstances—the

merger of two public companies that had each engaged in




Practical Tips to Reduce FCPA Risk in Mergers and Acquisitions

Companies pursuing mergers or acquisitions can take certain steps to identify and potentially reduce FCPA risks:

= MB&A Opinion Procedure Release Requests: One option is to seek an opinion from DQJ in anticipation of a
potential acquisition, such as occurred with Opinion Release 08-02. That case involved special circumstances,
namely, severely limited pre-acquisition due diligence available to the potential acquiring company, and, because
it was an opinion release (i.e., providing certain assurances by DOJ concerning prospective conduct), it necessarily
imposed demanding standards and prescriptive timeframes in return for specific assurances from DQJ, which
SEC, as a matter of discretion, also honors. Thus, obtaining an opinion from DOJ can be a good way to address
specific due diligence challenges, but, because of the nature of such an opinion, it will likely contain more stringent
requirements than may be necessary in all circumstances.

=  M&A Risk-Based FCPA Due Diligence and Disclosure: As a practical matter, most acquisitions will typically not

require the type of prospective assurances contained in an opinion from DOJ. DOJ and SEC encourage companies
engaging in mergers and acquisitions to: (1) conduct thorough risk-based FCPA and anti-corruption due diligence
on potential new business acquisitions; (2) ensure that the acquiring company’s code of conduct and compliance
policies and procedures regarding the FCPA and other anti-corruption laws apply as quickly as is practicable to
newly acquired businesses or merged entities; (3) train the directors, officers, and employees of newly acquired
businesses or merged entities, and when appropriate, train agents and business partners, on the FCPA and other
relevant anti-corruption taws and the company’s code of conduct and compliance policies and procedures; (4)
conduct an FCPA-specific audit of all newly acquired or merged businesses as quickly as practicable; and (5) disclose
any corrupt payments discovered as part of its due diligence of newly acquired entities or merged entities. DOJ
and SEC will give meaningful credit to companies who undertake these actions, and, in appropriate circumstances,
DOJ and SEC may consequently decline to bring enforcement actions.

bribery—both the new entity and the foreign subsidiaries
were liable under the FCPA. The new parent entered into
a non-prosecution agreement with DOJ and settled a civil
action with SEC, while the company's subsidiaries, which
also merged, pleaded guilty.'®

More often, DOJ and SEC have pursued enforce-
ment actions against the predecessor company (rather
than the acquiring company), particularly when the
acquiring company uncovered and timely remedied the
violations or when the government’s investigation of
the predecessor company preceded the acquisition. In
one such case, an Ohio-based health care company’s due
diligence of an acquisition target uncovered FCPA vio-
lations by the target’s subsidiary, and, before the merger
was completed, the subsidiary’s violations were disclosed

to DOJ and SEC. The subsidiary pleaded guilty and

paid a $2 million criminal fine,'® the acquisition target

settled with SEC and paid a $500,000 civil penalty,'

and no successor liability was sought against the acquir-
ing entity. In another case, a Pennsylvania-based issuer
that supplied heating and air conditioning products and
services was subject to an ongoing investigation by DOJ
and SEC at the time that it was acquired; DOJ and SEC
resolved enforcement actions only against the predecessor
company, which had by that time become a wholly owned
subsidiary of the successor company.'!

DOJ and SEC have also brought actions only against a
predecessor company where its FCPA violations are discov-
ered after acquisition. For example, when a Florida-based
U.S. company discovered in post-acquisition due diligence
that the telecommunications company (a domestic con-
cern) it had acquired had engaged in foreign bribery, the
successor company disclosed the FCPA violations to DO]J.
It then conducted an internal investigation, cooperated
fully with DOJ, and took appropriate remedial action—

including terminating senior management at the acquired




company. No enforcement action was taken against the suc-
cessor, but the predecessor company pleaded guilty to one
count of violating the FCPA and agreed to pay 2 $2 million
fine.'* Later, four executives from the predecessor company
were convicted of FCPA violations, three of whom received
terms of imprisonment.'”

On occasion, when an enforcement action has
been taken against a predecessor company, the succes-
sor seeks assurances that it will not be subject to a future
enforcement action. In one such case, a Dutch predeces-
sor resolved FCPA charges with DQJ through a deferred
prosecution agreement.’” While both the predecessor
and successor signed the agreement, which included a
commitment to ongoing cooperation and an improved
compliance program, only the predecessor company was
charged; in signing the agreement, the successor company
gained the certainty of conditional release from criminal
liability, even though it was not being pursued for ECPA
violations.”® In another case, after a Connecticut-based
company uncovered FCPA violations by a California
company it sought to acquire, both companies voluntarily
disclosed the conduct to DOJ and SEC.!8 The prede-
cessor company resolved its criminal liability through a
non-prosecution agreement with DO]J that included an
$800,000 monetary penalty and also settled with SEC,
paying a total of $1.1 million in disgorgement, pre-judg-
ment interest, and civil penalties. The successor company
proceeded with the acquisition and separately entered
into a non-prosecution agreement with DOJ in which it
agreed, among other things, to ensure full performance of
the predecessor company’s non-prosecution agreement.
This agreement provided certainty to the successor con-
cerning its FCPA liabilicy. %7

Importantly, a successor company’s voluntary disclo-
sure, appropriate due diligence, and implementation of an
effective compliance program may also decrease the Jikeli-
hood of an enforcement action regarding an acquired com-

pany’s post-acquisition conduct when pre-acquisition due

diligence is not possible.'”®




Hypothetical: Successor Liability Where Acquired Company Was Not Previously
Subject to the FCPA

Company A is a Delaware corporation with its principal offices in the United States and whose shares are listed on
a national U.S. exchange. Company A is considering acquiring Foreign Company, which is not an issuer or a domestic
concern. Foreign Company takes no actions within the United States that would make it subject to territorial jurisdiction.
Company A’s proposed acquisition would make Foreign Company a subsidiary of Company A.

Scenario 1:

Prior to acquiring Foreign Company, Company A engages in extensive due diligence of Foreign Company, including: (1)
having its legal, accounting, and compliance departments review Foreign Company'’s sales and financial data, its customer
contracts, and its third-party and distributor agreements; (2) performing a risk-based analysis of Foreign Company’s customer
base; (3) performing an audit of selected transactions engaged in by Foreign Company; and (4) engaging in discussions
with Fareign Company’s general counsel, vice president of sales, and head of internal audit regarding all corruption risks,
compliance efforts, and any other corruption-related issues that have surfaced at Foreign Company over the past ten years.
This due diligence aims to determine whether Foreign Company has appropriate anti-corruption and compliance policies
in place, whether Foreign Company’s employees have been adequately trained regarding those policies, how Foreign
Company ensures that those policies are followed, and what remedial actions are taken if the policies are violated.

During the course of its due diligence, Company A learns that Foreign Company has made several potentially
improper payments in the form of an inflated commission to a third-party agent in connection with a government contract
with Foreign Country. Immediately after the acquisition, Company A discloses the conduct to DOJ and SEC, suspends
and terminates those employees and the third-party agent responsible for the payments, and makes certain that the
illegal payments have stopped. It also quickly integrates Foreign Company into Company A’s own robust internal controls,
including its anti-corruption and compliance policies, which it cammunicates to its new employees through required online
and in-person training in the local language. Company A also requires Foreign Company’s third-party distributors and other
agents to sign anti-corruption certifications, complete training, and sign new contracts that incorporate FCPA and anti-
corruption representations and warranties and audit rights.

Based on these facts, could DOJ or SEC prosecute Company A?

No. Although DOJ and SEC have jurisdiction over Company A because it is an issuer, neither could pursue Company
A for conduct that occurred prior to its acquisition of Foreign Company. As Foreign Company was neither an issuer nor a
domestic concern and was not subject to U.S. territorial jurisdiction, DOJ and SEC have no jurisdiction over its pre-acquisition
misconduct. The acquisition of a company does not create jurisdiction where none existed before.

Importantly, Company A's extensive pre-acquisition due diligence allowed it to identify and halt the corruption. As
there was no continuing misconduct post-acquisition, the FCPA was not violated.

Scenatio 2:

Company A performs only minimal and pro forma pre-acquisition due diligence. It does not conduct a risk-based
analysis, and its review of Foreign Company’s data, contracts, and third-party and distributor agreements is cursory.
Company A acquires Foreign Company and makes it a wholly owned subsidiary. Although Company A circulates its
compliance policies to all new personnel after the acquisition, it does not translate the compliance policies into the local
language or train its new personnel or third-party agents on anti-corruption issues.

A few months after the acquisition, an employee in Company A’s international sales office (Sales Employee) learns
from a legacy Foreign Company employee that for years the government contract that generated most of Foreign
Company's revenues depended on inflated commissions to a third-party agent “to make the right person happy at Foreign
Government Agency.” Sales Employee is told that unless the payments continue the business will likely be lost, which
would mean that Company A’s new acquisition would quickly become a financial failure. The payments continue for two

(cont’d)
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years after the acquisition. After another employee of Company A reports the long-running bribe scheme to a director at
Foreign Government Agency, Company A stops the payments and DOJ and SEC investigate.

Based on these facts, would DOJ or SEC charge Company A?

Yes. DOJ and SEC have prosecuted companies like Company A in similar circumstances. Any charges would not,
however, be premised upon successor liability, but rather on Company A's post-acquisition bribe payments, which
themselves created criminal and civil liability for Company A.

Scenario 3:

Under local law, Company A's ability to conduct pre-acquisition due diligence on Foreign Company is limited. in the
due diligence it does conduct, Company A determines that Foreign Company is doing business in high-risk countries
and in high-risk industries but finds no red flags specific to Foreign Company's operations. Post-acquisition, Company
A conducts extensive due diligence and determines that Foreign Company had paid bribes to officials with Foreign
Government Agency. Company A takes prompt action to remediate the problem, including following the measures set
forth in Opinion Procedure Release No. 08-02. Among other actions, it voluntarily discloses the misconduct to DOJ and
SEC, ensures all bribes are immediately stopped, takes remedial action against all parties involved in the corruption, and
quickly incorporates Foreign Company into a robust compliance program and Company A’s other internal controls.

Based on these facts, would DOJ or SEC prosecute Company A?

DOJ and SEC have declined to prosecute companies like Company A in similar circumstances. Companies can follow
the measures set forth in Opinion Procedure Release No. 08-02, or seek their own opinions, where adequate pre-acquisition
due diligence is not possible.

Hypothetical: Successor Liability Where Acquired Company Was Already Subject to
the FCPA

Both Company A and Company B are Delaware corporations with their principal offices in the United States. Both
companies’ shares are listed on a national U.S. exchange.

Scenario 1:

Company A is considering acquiring several of Company B's business lines. Prior to the acquisition, Company A engages
in extensive due diligence, including: (1) having its legal, accounting, and compliance departments review Company B’s
sales and financial data, its customer contracts, and its third-party and distributor agreements; (2) performing a risk-based
analysis of Company B's customer base; (3) performing an audit of selected transactions engaged in by Company B; and
(4) engaging in discussions with Company B's general counsel, vice president of sales, and head of internal audit regarding
all corruption risks, compliance efforts, and any other major corruption-related issues that have surfaced at Company B
over the past ten years. This due diligence aims to determine whether Company B has appropriate anti-corruption and
compliance policies in place, whether Company B's employees have been adequately trained regarding those policies,
how Company B ensures that those policies are followed, and what remedial actions are taken if the policies are violated.

During the course of its due diligence, Company A learns that Company B has made several potentially improper
payments in connection with a government contract with Foreign Country. As a condition of the acquisition, Company A
requires Company B to disclose the misconduct to the government. Company A makes certain that the illegal payments
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have stopped and quickly integrates Company B’s business lines into Company A's own robust internal controls, including
its anti-corruption and compliance policies, which it communicates to its new employees through required online and in-
person training in the local language. Company A also requires Company B's third-party distributors and other agents to
sign anti-corruption certifications, complete training, and sign new contracts that incorporate FCPA and anti-corruption

representations and warranties and audit rights.

Based on these facts, would DOJ or SEC prosecute?

DOJ and SEC have declined to prosecute companies like Company A in similar circumstances. DOJ and SEC
encourage companies like Company A to conduct extensive FCPA due diligence. By uncovering the corruption, Company
A put itself in a favorable position, and, because the corrupt payments have stopped, Company A has no continuing
liability. Whether DOJ and SEC might charge Company B depends on facts and circumstances beyond the scope of this
hypothetical. DOJ would consider its Principles of Federal Prosecution of Business Organizations and SEC would consider
the factors contained in the Seaboard Report, both of which are discussed in Chapter 5. In general, the more egregious
and long-standing the corruption, the more likely it is that DOJ and SEC would prosecute Company B. In certain limited
circumstances, DOJ and SEC have in the past declined to bring charges against acquired companies, recognizing that
acquiring companies may bear much of the reputational damage and costs associated with such charges.

Scenario 2:

Company A plans to acquire Company B. Although, as in Scenario 1, Company A conducts extensive due diligence, it
does not uncover the bribery until after the acquisition. Company A then makes certain that the illegal payments stop and
voluntarily discloses the misconduct to DQJ and SEC. It quickly integrates Company B into Company A’s own robust internal
controls, including its anti-corruption and compliance policies, which it communicates to its new employees through required
online and in-person training in the local language. Company A also requires Company B’s third-party distributors and other
agents to sign anti-corruption certifications, complete training, and sign new contracts that incorporate FCPA and anti-
corruption representations and warranties and audit rights.

Based on these facts, would DOJ or SEC prosecute?

Absent unusual circumstances not contemplated by this hypothetical, DOJ and SEC are unlikely to prosecute
Company A for the pre-acquisition misconduct of Company B, provided that Company B still exists in a form that would
allow it to be prosecuted separately (e.g., Company B is a subsidiary of Company A). DOJ and SEC understand that no
due diligence is perfect and that society benefits when companies with strong compliance programs acquire and improve
companies with weak ones. At the same time, however, neither the liability for corruption—nor the harms caused by it—
are eliminated when one company acquires another. Whether DOJ and SEC will pursue a case against Company B (or, in
unusual circumstances, Company A) will depend on consideration of all the factors in the Principles of Federal Prosecution

of Business Organizations and the Seaboard Report, respectively.

Scenario 3:

Company A merges with Company B, which is in the same line of business and interacts with the same Foreign
Government customers, and forms Company C. Due diligence before the merger reveals that both Company A and
Company B have been engaging in similar bribery. In both cases, the bribery was extensive and known by high-level

management within the companies.

Based on these facts, would DOJ or SEC prosecute?

Yes. DOJ and SEC have prosecuted companies like Company C on the basis of successor liability. Company C is a
combination of two companies that both violated the FCPA, and their merger does not eliminate their liability. In addition,
since Company C is an ongoing concern, DOJ and SEC may impose a monitorship to ensure that the bribery has ceased

and a compliance program is developed to prevent future misconduct.




Additional Principles of Criminal
Liability for Anti-Bribery Violations:
Aiding and Abetting and Conspiracy

Under federal law, individuals or companies that aid
orabet acrime, including an FCPA violation, are as guilty as
if they had directly committed the offense themselves. The
aiding and abetting statute provides that whoever “commits
an offense against the United States or aids, abets, counsels,
commands, induces or procures its commission,” or “will-
fully causes an act to be done which if directly performed
by him or another would be an offense against the United
States,” is punishable as a principal.'*” Aiding and abettingis
not an independent crime, and the government must prove
that an underlying FCPA violation was committed.2®

Individuals and companies, including foreign nation-
als and companies, may also be liable for conspiring to
violate the FCPA—i.c,, for agreeing to commit an FCPA
violation—even if they are not, or could not be, indepen-
dently charged with a substantive FCPA violation. For
instance, a foreign, non-issuer company could be convicted
of conspiring with a domestic concern to violate the FCPA.
Under certain circumstances, it could also be held liable
for the domestic concern’s substantive FCPA violations
under Pinkerton v. United States, which imposes liability on
a defendant for reasonably foreseeable crimes committed
by a co-conspirator in furtherance of a conspiracy that the
defendant joined.*

A foreign company or individual may be held liable
for aiding and abetting an FCPA violation or for conspiring
to violate the FCPA, even if the foreign company or indi-
vidual did not take any act in furtherance of the corrupt
payment while in the territory of the United States. In con-
spiracy cases, the United States generally has jurisdiction
over all the conspirators where at least one conspirator is
an issuer, domestic concern, or commits a reasonably fore-
sceable overt act within the United States.™ For example,
if a foreign company or individual conspires to violate the
FCPA with someone who commits an overt act within the
United States, the United States can prosecute the foreign

company or individual for the conspiracy. The same prin-

ciple applies to aiding and abetting violations. For instance,

The FCPA:

Anﬁ«Bﬁbex‘y Provisions

even though they took no action in the United States,
Japanese and European companies were charged with con-
spiring with and aiding and abetting a domestic concern’s

FCPA violations.2®

Additional Principles of Civil Liability
for Anti-Bribery Violations: Aiding and
Abetting and Causing

Both companies and individuals can be held civilly
liable for aiding and abetting FCPA anti-bribery violations
if they knowingly or recklessly provide substantial assis-
tance to a violator.?™ Similarly, in the administrative pro-
ceeding context, companies and individuals may be held
liable for causing FCPA violations.*® This liability extends
to the subsidiaries and agents of U.S. issuers.

In one case, the US. subsidiary of a Swiss freight for-
warding company was held civilly liable for paying bribes on
behalf of its customers in several countries.® Although the
US. subsidiary was not an issuer for purposes of the FCPA,
it was an “agent” of several US. issuers, By paying bribes on
behalf of its issuers’ customers, the subsidiary both directly

violated and aided and abetted the issuers’ FCPA violations.

What Is the Applicable Statute of
Limitations?

Statute of Limitations in Criminal Cases

The FCPA’s anti-bribery and accounting provisions
do not specify a statute of limitations for criminal actions.
Accordingly, the general five-year limitations period set
forth in 18 US.C. § 3282 applies to substantive criminal
violations of the Act.*”
In cases involving FCPA conspiracies, the govern-

ment may be able to reach conduct occurring before the

five-year limitations period applicable to conspiracies




under 18 US.C. § 371. For conspiracy offenses, the govern-

ment generally need prove only that one act in furtherance
of the conspiracy occurred during the limitations period,
thus enabling the government to prosecute bribes paid or
accounting violations occurring more than five years prior
to the filing of formal charges >

There are at least two ways in which the applicable
limitations period is commonly extended. First, compa-
nies or individuals cooperating with DOJ may enter into
a rolling agreement that voluntarily extends the limitations
period. Second, under 18 US.C. § 3292, the government
may seek a court order suspending the statute of limitations
posed in a criminal case for up to three years in order to
obrain evidence from forcign countries. Gcncrally, the sus-
pension period begins when the official request is made by
the US. government to the foreign authority and ends on
the date on which the foreign authority takes final action

on the request.2”

Statute of Limitations in Civil Actions

In civil cases brought by SEC, the statute of limita-
tions is set by 28 US.C. § 2462, which provides for a five-
year limitation on any “suit or proceeding for the enforce-
ment of any civil fine, penalty, or forfeiture.” The five-year
period begins to run “when the claim first accrued.” The
five-year limitations period applies to SEC actions seck-
ing civil penalties, but it does not prevent SEC from
seeking equitable remedies, such as an injunction or the
disgorgement of ill-gotten gains, for conduct pre-dating
the five-year period. In cases against individuals who are
not residents of the United States, the statute is tolled for
any period when the defendants are not “found within the
United States in order that proper service may be made
thereon.”? Furthermore, companies or individuals coop-

erating with SEC may enter into tolling agreements that

voluntarily extend the limitations period.
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The FCPA:

Accounting Provisions

In addition to the anti-bribery provisions, the FCPA contains accounting provi-

sions applicable to public companies. The FCPA's accounting provisions op-

erate in tandem with the anti-bribery provisions and prohibit off-the-books

accounting. Company management and investors rely on a company’s financial

statements and internal accounting controls to ensure transparency in the finan-

cial health of the business, the risks undertaken, and the transactions between

the company and its customers and business partners. The accounting provi-

sions are designed to “strengthen the accuracy of the corporate books and

records and the reliability of the audit process which constitute the foundations

of our system of corporate disclosure.”»

The accounting provisions consist of two primary
components, First, under the “books and records” pro-
vision, issuers must make and keep books, records, and
accounts that, in reasonable detail, accurarely and fairly
reflect an issuer’s transactions and dispositions of an issu-
er’s assets.” Second, under the “internal controls” provi-
sion, issuers must devise and maintain a system of internal

accounting controls sufficient to assure management’s con-
214

trol, authority, and responsibility over the firm’s assets.

These components, and other aspects of the accounting
provisions, are discussed in greater detail below.

Although the accounting provisions were originally
enacted as part of the FCPA, they do not apply only to brib-
ery-related violations. Rather, the accounting provisions
ensure that all public companies account for all of their
assets and liabilities accurately and in reasonable detail,
and they form the backbone for most accounting fraud and

issuer disclosure cases brought by DOJ and SEC .25




In the past, “corporate bribery has
been concealed by the falsification of
corporate books and records” and the
accounting provisions “removel] this

avenue of coverup.”

Senate Report No. 95-11d, ot 3 (1977)

What Is Covered by the Accounting
Provisions?

Books and Recards Pravision

Bribes, both foreign and domestic, are often mischarac-
terized in companies’ books and records. Section 13(b)(2)(A) of
the Exchange Act (15 US.C. § 78m(b)(2)(A)), commonly
called the “books and records” provision, requires issuers
to “make and keep books, records, and accounts, which, in
reasonable detail, accurately and fairly reflect the transac-
tions and dispositions of the assets of the issuer.”?! The “in
reasonable detail” qualification was adopted by Congress
“in light of the concern that such a standard, if unqualified,
might connote a degree of exactitude and precision which
is unrealistic”*” The addition of this phrase was intended
to make clear “that the issuer’s records should reflect trans-
actions in conformity with accepted methods of recording
economic events and effectively prevent off-the-books slush
funds and payments of bribes.”®

The term “reasonable detail” is defined in the starute
as the level of detail that would “satisfy prudent officials in
the conduct of their own affairs."*? Thus, as Congress noted
whenitadopted this definition, “[t]he concept of reasonable-
ness of necessity contemplates the weighing of a number of
relevant factors, including the costs of compliance.”°
Although the standard is one of reasonable detail,

it is never appropriate to mischaracterize transactions in a

company’s books and records.??! Bribes are often concealed

under the guise of legitimate payments, such as commis-

sions or consulting fees.

In instances where all the elements of a violation of
the anti-bribery provisions are not met—where, for exam-
ple, there was no use of interstate commerce—companies
nonetheless may be liable if the improper payments are inac-
curately recorded. Consistent with the FCPA’s approach
to prohibiting payments of any value that are made with a
corrupt purpose, there is no materiality threshold under the
books and records provision. In combination with the inter-
nal controls provision, the requirement that issuers main-
tain books and records that accurately and fairly reflect the
corporation’s transactions “assure[s], among other things,
that the assets of the issuer are used for proper corporate
purpose[s].”#* As with the anti-bribery provisions, DOJ’s
and SEC’s enforcement of the books and records provision
has typically involved misreporting of either large bribe pay-
ments or widespread inaccurate recording of smaller pay-

ments made as part of a systemic pattern of bribery.

Bribes Have Been Mischaracterized As:
=  Commissions or Royalties
»  Consulting Fees
» Sales and Marketing Expenses
= Scientific Incentives or Studies
* Travel and Entertainment Expenses
* Rebates or Discounts
»  After Sales Service Fees
*  Miscellaneous Expenses
= Petty Cash Withdrawals
= Free Goods
= Intercompany Accounts
»  Supplier / Vendor Payments
" Write-offs

= "Customs Intervention” Payments




Internal Controls Provision

The payment of bribes often occurs in companies that
have weak internal control environments. Internal controls
over financial reporting are the processes used by compa-
nies to provide reasonable assurances regarding the reliabil-
ity of financial reporting and the preparation of financial
statements. They include various components, such as: a
control environment that covers the tone set by the organi-
zation regarding integrity and ethics; risk assessments; con-
trol activities that cover policies and procedures designed
to ensure that management directives are carried out (e.g.,
approvals, authorizations, reconciliations, and segregation
of duties); information and communication; and monitor-
ing. Section 13(b)(2)(B) of the Exchange Act (15 US.C.
§ 78m(b)(2)(B)), commonly called the “internal controls”

provision, requires issuers to:

devise and maintain a system of internal accounting
controls sufficient to provide reasonable assurances
that—

(i) transactions are executed in accordance with man-
agement’s general or specific authorization;

(ii) transactions are recorded as necessary (1) to per-
mit preparation of financial statements in conformity
with generally accepted accounting principles or any
other criteria applicable to such statements, and (II)
to maintain accountability for assets;

(iii} access to assets is permitted only in accordance
with management’s general or specific authorization;
and

(iv) the recorded accountability for assets is com-
pared with the existing assets at reasonable intervals
and appropriate action is taken with respect to any

differences ...*?

Like the “reasonable detail” requirement in the
books and records provision, the Act defines “reasonable
assurances” as “such level of detail and degree of assurance
as would satisfy prudent officials in the conduct of their
own affairs.”?

The Act does not specify a particular set of controls
that companies are required to implement. Rather, the

internal controls provision gives companies the flexibility

to develop and maintain a system of controls that is appro-

priate to their particular needs and circumstances.

L
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An effective compliance program is a critical com-
ponent of an issuer’s internal controls. Fundamentally,
the design of 2 company’s internal controls must take into
account the operational realities and risks attendant to the
company’s business, such as: the nature of its products or
services; how the products or services get to market; the
nature of its work force; the degree of regulation; the extent
of its government interaction; and the degree to which it
has operations in countries with a high risk of corruption. A
company's compliance program should be tailored to these
differences. Businesses whose operations expose them to a
high risk of corruption will necessarily devise and employ
different internal controls than businesses that have a lesser
exposure to corruption, just as a financial services company
would be expected to devise and employ different internal
controls than a manufacturer.

A 2008 case against a German manufacturer of indus-
trial and consumer products illustrates a systemic internal
controls problem involving bribery that was unprecedented
in scale and geographic reach. From 2001 to 2007, the com-

pany created elaborate payment schemes—including slush

Companies with ineffective internal
controls often face risks of embezzlement
and self-dealing by employees, commercial
bribery, export control problems, and

violations of other U.S. and local laws.




funds, off-the-books accounts, and systematic payments to
business consultants and other intermediaries—to facilicate
bribery. Payments were made in ways that obscured their
purpose and the ultimate recipients of the money. In some
cases, employees obtained [arge amounts of cash from cash
desks and then transported the cash in suitcases across inter-
national borders. Authorizations for some payments were
placed on sticky notes and later removed to avoid any perma-
nent record. The company made payments totaling approxi-
mately $1.36 billion through various mechanisms, including
$805.5 million as bribes and $554.5 million for unknown
purposes.”s The company was charged with internal controls
and books and records violations, along with anti-bribery
violations, and paid over $1.6 billion to resolve the case with
authorities in the United States and Germany?

The types of internal control failures identified in the
above example exist in many other cases where companies
were charged with internal controls violations.?” A 2010
case against a multi-national automobile manufacturer
involved bribery that occurred over a long period of time in
multiple countries.”” In that case, the company used doz-
ens of ledger accounts, known internally as “internal third
party accounts,” to maintain credit balances for the ben-
efit of government officials??? The accounts were funded
through several bogus pricing mechanisms, such as “price
surcharges,” “price inclusions,” or excessive commissions.?*
The company also used artificial discounts or rebates on
sales contracts to generate the money to pay the bribes.”!
The bribes also were made through phony sales intermedi-
aries and corrupt business partners, as well as through the
use of cash desks.?* Sales executives would obtain cash from
the company in amounts as high as hundreds of thousands
of dollars, enabling the company to obscure the purpose
and recipients of the money paid to government officials.*®
In addition to bribery charges, the company was charged
with internal controls and books and records violations.

Good internal controls can prevent not only FCPA
violations, but also other illegal or unethical conduct by the
company, its subsidiaries, and its employees. DOJ and SEC
have repeatedly brought FCPA cases that also involved

other types of misconduct, such as financial fraud,?

6

commercial bribery,” export controls violations,” and

embezzlement or self-dealing by company employees.?’

Potential Reporting and Anti-Fraud Violations

Issuers have reporting obligations under Section
13(a) of the Exchange Act, which requires issuers to file
an annual report that contains comprehensive information
about the issuer. Failure to properly disclose material infor-
mation about the issuer’s business, including material rev-
enue, expenses, profits, assets, or liabilities related to bribery
of foreign government officials, may give rise to anti-fraud
and reporting violations under Sections 10(b) and 13(a) of
the Exchange Act.

For example, a California-based technology company
was charged with reporting violations, in addition to viola-
tions of the FCPA’s anti-bribery and accounting provisions,
when its bribery scheme led to material misstatements in its
SEC filings.»** The company was awarded contracts procured
through bribery of Chinese officials thar generated material
revenue and profits. The revenue and profits helped the com-
pany offset losses incurred to develop new products expected
to become the company’s future source of revenue growth.
The company improperly recorded the bribe payments as
sales commission expenses in its books and records.

Companies engaged in bribery may also be engaged
in activity that violates the anti-fraud and reporting provi-
sions. For example, an oil and gas pipeline company and
its employees engaged in a long-running scheme to use the
company’s petty cash accounts in Nigeria to make a vari-
ety of corrupt payments to Nigerian tax and court officials
using false invoices.”” The company and its employees also
engaged in a fraudulent scheme to minimize the company’s
rax obligations in Bolivia by using false invoices to claim
false offsets to its value-added tax obligations. The scheme
resulted in material overstatements of the company’s net
income in the company’s financial statements, which vio-
lated the Exchange Act’s anti-fraud and reporting provi-
sions. Both schemes also violated the books and records

and internal controls provisions.




What Are Management’s Other Obligations?

Sarbanes-Oxley Act of 2002

In 2002, in response to a series of accounting scandals
involving U.S. companies, Congress enacted the Sarbanes-
Oxley Act (Sarbanes-Oxley or SOX),*® which strength-
ened the accounting requirements for issuers. All issuers
must comply with Sarbanes-Oxley’s requirements, several

of which have FCPA implications.

SOX Section 302 (15 U.S.C. § 7241)—Responsibility
of Corporate Officers for the Accuracy and Validity of
Corporate Financial Reports

Section 302 of Sarbanes-Oxley requires that a com-
pany’s “principal officers” (typically the Chief Execurive
Officer (CEQ) and Chief Financial Officer (CFQ)) take
responsibility for and certify the integrity of their compa-
ny's financial reports on a quarterly basis. Under Exchange
Act Rule 13a-14, which is commonly called the “SOX cer-
tification” rule, each periodic report filed by an issuer must
include a certification signed by the issuer’s principal execu-
tive officer and principal financial officer that, among other
things, states that: (i) based on the officer’s knowledge, the
report contains no material misstatements or omissions;
(ii) based on the officer’s knowledge, the relevant financial
statements are accurate in all material respects; (iii) inter-
nal controls are properly designed; and (iv) the certifying
officers have disclosed to the issuer’s audit committee and

auditors all significant internal control deficiencies.

SOX Section 404 (15 U.S.C. § 7262)—Reporting
on the State of a Company’s Internal Controls over
Financial Reporting

Sarbanes-Oxley also strengthened a company’s
required disclosures concerning the state of its internal con-
trol over financial reporting. Under Section 404, issuers are
required to present in their annual reports management’s
conclusion regarding the effectiveness of the company’s
internal controls over financial reporting. This statement

must also assess the effectiveness of such internal controls

and procedures. In addition, the company’s independent
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auditor must attest to and report on its assessment of the
effectiveness of the company’s internal controls over finan-
cial reporting.

As directed by Section 404, SEC has adopted
rules requiring issuers and their independent auditors to
report to the public on the effectiveness of the compa-
ny’s internal controls over financial reporting.?¥! These
internal controls include those related to illegal acts and
fraud—including acts of bribery—that could result in a
material misstatement of the company’s financial state-
ments.* In 2007, SEC issued guidance on controls over

financial reporting.**

SOX Section 802 (18 U.5.C. §§ 1519 and 1520)—
Criminal Penalties for Altering Documents

Section 802 of Sarbanes-Oxley prohibits altering,
destroying, mutilating, concealing, or falsifying records,
documents, or tangible objects with the intent to obstruct,
impede, or influence a potential or actual federal investiga-
tion. This section also prohibits any accountant from know-
ingly and willfully violating the requirement thar all audit

or review papers be maintained for a period of five years.

Who Is Covered by the Accounting
Provisions?

Civil Liability for Issuers, Subsidiaries, and Affiliates

The FCPA’s accounting provisions apply to every
issuer that has a class of securities registered pursuant to
Section 12 of the Exchange Act or that is required to file
annual or other periodic reports pursuant to Section 15(d)
of the Exchange Act.** These provisions apply to any issuer
whose securities trade on a national securities exchange in
the United States, including foreign issuers with exchange-

traded American Depository Receipts.2® They also apply




to companies whose stock trades in the over-the-counter
marker in the United States and which file periodic reports
with the Commission, such as annual and quarterly reports.
Unlike the FCPA’s anti-bribery provisions, the accounting
provisions do not apply to private companies.?

Although the FCPA’ accounting requirements are
directed at “issuers]” an issuer’s books and records include
those of its consolidated subsidiaries and affiliates. An issu-
er’s responsibility thus extends to ensuring that subsidiaries
or affiliates under its control, including foreign subsidiaries
and joint ventures, comply with the accounting provisions.
For instance, DOJ and SEC brought enforcement actions
against a California company for violating the FCPA’
accounting provisions when two Chinese joint ventures in
which it was a partner paid more than $400,000 in bribes
over a four-year period to obtain business in China.2¥ Sales
personnel in China made the illicit payments by obtaining
cash advances from accounting personnel, who recorded
the payments on the books as “business fees” or “travel and
entertainment” expenses. Although the payments were made
exclusively in China by Chinese employees of the joint ven-
ture, the California company failed to have adequate internal
controls and failed to act on red flags indicating thar its affili-
ates were engaged in bribery. The California company paid
$1.15 million in civil disgorgement and a criminal monetary
penalty of $1.7 million.

Companies may not be able to exercise the same
level of control over a minority-owned subsidiary or
affiliate as they do over a majority or wholly owned entity.
Therefore, if parent company owns 50% or less of a
subsidiary or affiliate, the parent is only required to use
good faith efforts to cause the minority-owned subsid-
iary or affiliate to devise and maintain a system of inter-
nal accounting controls consistent with the issuer’s own
obligations under the FCPA.*® In evaluating an issuer’s
good faith efforts, all the circumstances—including “the
relative degree of the issuer’s ownership of the domestic
or foreign firm and the laws and practices governing the
business operations of the country in which such firm is

located”—are taken into account.?®

Civil Liability for Individuals and Other Entities

Companies (including subsidiaries of issuers) and
individuals may also face civil liability for aiding and abet-
ting or causing an issuer’s violation of the accounting pro-
visions.® For example, in April 2010, SEC charged four
individuals—a Country Manager, a Senior Vice President
of Sales, a Regional Financial Director, and an International
Controller of a US. issuer—for their roles in schemes to
bribe Kyrgyz and Thai government officials to purchase
tobacco from their employer. The complaint alleged that,
among other things, the individuals aided and abetted the
issuer company’s violations of the books and records and
internal controls provisions by “knowingly provid(ing]
substantial assistance to” the parent company?*! All four
executives settled the charges against them, consenting to
the entry of final judgments permanently enjoining them
from violating the accounting and anti-bribery provisions,
with two executives paying civil penalties.® As in other
areas of federal securities law, corporate officers also can be
held liable as control persons.?®

Similarly, in October 2011, SEC brought an admin-
istrative action against a U.S. water valve manufacturer and
a former employee of the company’s Chinese subsidiary
for violations of the FCPA's accounting provisions.” The
Chinese subsidiary had made improper payments to employ-
ces of certain design institutes to create design specifications
that favored the company’s valve products. The payments
were disguised as sales commissions in the subsidiary’s books
and records, thereby causing the US. issuer’s books and
records to be inaccurate. The general manager of the subsid-
iary, who approved the payments and knew or should have
known that they were improperly recorded, was ordered to
cease-and-desist from committing or causing violations of
the accounting provisions, among other charges.?*

Additionally, individuals and entities can be held
directly civilly liable for falsifying an issuer’'s books and
records or for circumventing internal controls. Exchange
Act Rule 13b2-1 provides: “No person shall, directly or

indirectly, falsify or cause to be falsified, any book, record

or account subject to [the books and records provision] of

the Securities Exchange Act."?¢ And Section 13(b)(5) of




the Exchange Act (15 US.C. § 78m(b)(S)) provides that
“[n]o person shall knowingly circumvent or knowingly fail
to implement a system of internal accounting controls or
knowingly falsify any book, record, or account ...”*” The
Exchange Act defines “person” to include a “natural person,
company, government, or political subdivision, agency, or
instrumentality of a government.”***

An issuer’s officers and directors may also be held civ-
illy liable for making false statements to a company’s audi-
tor. Exchange Act Rule 13b2-2 prohibits officers and direc-
tors from making (or causing to be made) materially false
or misleading statements, including an omission of material
facts, to an accountant. This liability arises in connection
with any audit, review, or examination of a company’s finan-
cial statements or in connection with the filing of any docu-
ment with SEC.»

Finally, the principal executive and principal finan-
cial officer, or persons performing similar functions, can
be held liable for violating Exchange Act Rule 13a-14 by
signing false personal certifications required by SOX.
Thus, for example, in January 2011, SEC charged the for-
mer CEO of a US. issuer for his role in schemes to bribe
Iragi government officials in connection with the United
Nations Ou)-For-Food Programme and to bribe Iraqi and
Indonesian officials to purchase the company’s fuel addi-
tives. There, the company used false invoices and sham con-
sulting contracts to support large bribes that were passed
on to foreign officials through an agent, and the bribes were
mischaracterized as legitimate commissions and travel fees
in the company’s books and records. The officer directed
and authorized the bribe payments and their false recording
in the books and records. He also signed annual and quar-
terly SOX certifications in which he falsely represented that
the company’s financial statements were fairly presented
and the company’s internal controls sufficiently designed,
as well as annual representations to the company’s external
auditors where he falsely stated that he complied with the
company’s code of ethics and was unaware of any violations
of the code of ethics by anyone else. The officer was charged

with aidingand abetting violations of the books and records

and internal controls provisions, circumventing internal

he CP

_ Accounting Provision

controls, falsifying books and records, making false state-
ments to accountants, and signing false certifications.®® He
consented to the entry of an injunction and paid disgorge-
ment and a civil penalty?® He also later pleaded guilty in
the United Kingdom to conspiring to corrupt Iraqi and

Indonesian officials.?

Criminal Liability for Accounting Violations

Criminal liability can be imposed on companies
and individuals for knowingly failing to comply with the
FCPA’sbooksand records or internal controls provisions.?®
As with the FCPA’s anti-bribery provisions, individuals are
only subject to the FCPA's criminal penalties for violations
of the accounting provisions if they acted “willfully. "¢

For example, a French company was criminally
charged with failure to implement internal controls and
failure to keep accurate books and records, among other
violations.*” As part of its deferred prosecution agreement,
the company admitted to numerous internal control fail-
ures, including failure to implement sufficient anti-bribery
compliance policies, maintain a sufficient system for the
selection and approval of consultants, and conduct appro-
priate audits of payments to purported “business consul-
tants.”?% Likewise, a German company pleaded guilty to
internal controls and books and records violations where,
from 2001 through 2007, it made payments totaling
approximately $1.36 billion through various mechanisms,
including $805.5 million as bribes and $554.5 million for
unknown purposes.2

Individuals can be held criminally liable for accounting
violations. For example, a former managing director ofa U.S.
bank’s real estate business in China pleaded guilty to conspir-
ing to evade internal accounting controls in order to trans-

fer a multi-million dollar ownership interest in a Shanghai

building to himself and a Chinese public official with whom




he had a personal friendship. The former managing director
repeatedly made false representations to his employer about

the transaction and the ownership interests involved. 2

Conspiracy and Aiding and Abetting Liability

As with the FCPA’s anti-bribery provisions, compa-
nies {including subsidiaries of issuers) and individuals may
face criminal liability for conspiring to commit or for aid-
ing and abetting violations of the accounting provisions.

For example, the subsidiary of a2 Houston-based
company pleaded guiley both to conspiring to commit and
to aiding and abetting the company’s books and records
and anti-bribery violations.*® The subsidiary paid bribes
of over $4 million and falsely characterized the payments
as “commissions,” “fees,” or “legal services,” consequently
causing the company’s books and records to be inaccurate.
Although the subsidiary was not an issuer and therefore
could not be charged directly with an accounting violation,
it was criminally liable for its involvement in the parent
company’s accounting violation.

Similarly, a U.S. subsidiary of a Swiss freight for-
warding company that was not an issuer was charged with
conspiring to commit and with aiding and abetting the
books and records violations of its customers, who were
issuers and therefore subject to the FCPA's accounting
provisions.””® The U.S. subsidiary substantially assisted the
issuer-customers in violating the FCPA’s books and records
provision by masking the true nature of the bribe payments
in the invoices it submitted to the issuer-customers.””! The
subsidiary thus faced criminal liability for its involvement
in the issuer-customers’ FCPA violations even though it

was not itself subject to the FCPA’ accounting provisions.

Auditor Obligations

All public companies in the United States must file
annual financial statements that have been prepared in
conformity with US. Generally Accepted Accounting
Principles (US. GAAP). These accounting principles are
among the most comprehensive in the world. US. GAAP

requires an accounting of all assets, liabilities, revenue, and

expenses as well as extensive disclosures concerning the

company’s operations and financial condition. A company’s

financial statements should be complete and fairly repre-
sent the company’s financial condition.”” Thus, under US.
GAAP, any payments to foreign government officials must
be properly accounted for in a company’s books, records,
and financial statements.

US. laws, including SEC Rules, require issuers to
undergo an annual external audit of their financial statemnents
and to make those audited financial statements available to
the public by filing them with SEC. SEC Rules and the rules
and standards issued by the Public Company Accounting
Oversight Board (PCAOB) under SEC oversight, require
external auditors to be independent of the companies that
they audit. Independent auditors must comply with the rules
and standards set forth by the PCAOB when they perform
an audit of a public company. These audit standards govern,
for example, the auditor’s responsibility concerning material
errors, irregularities, or illegal acts by a client and its officers,
directors, and employees. Additionally, the auditor has a
responsibility to obtain an understanding of an entity’s inter-
nal controls over financial reporting as part of its audit and
must communicate all significant deficiencies and material
weaknesses identified during the audit to management and
the audit committee.””

Under Section 10A of the Exchange Act, indepen-
dent auditors who discover an illegal act, such as the pay-
ment of bribes to domestic or foreign government officials,
have certain obligations in connection with their audits of
public companies.? Generally, Section 10A requires audi-
tors who become aware of illegal acts to report such acts to
appropriate levels within the company and, if the company

fails to take appropriate action, to notify SEC.




Other Related

U.S. Laws 7

Businesses and individuals should be aware that conduct that violates the

FCPA's anti-bribery or accounting provisions may also violate other statutes or

regulations. Moreover, payments to foreign government officials and intermedi-

aries may violate these laws even if all of the elements of an FCPA violation

are not present.

Travel Act

The Travel Act, 18 US.C. § 1952, prohibits travel
in interstate or foreign commerce or using the mail or any
facility in interstate or foreign commerce, with the intent
to distribute the proceeds of any unlawful activity or to
promote, manage, establish, or carry on any unlawful activ-
ity.

the FCPA, but also state commercial bribery laws. Thus,

75 “Unlawful activity” includes violations of not only

bribery between private commercial enterprises may, in
some circumstances, be covered by the Travel Act. Said dif-
ferently, if a company pays kickbacks to an employee of a
private company who is not a foreign official, such privace-
to-private bribery could possibly be charged under the
Travel Act.

DOJ has previously charged both individual and
corporate defendancs in FCPA cases with violations of

the Travel Act.?¢ For instance, an individual investor was

convicted of conspiracy to violate the FCPA and the Travel

Act in 2009 where the relevant “unlawful activity” under
the Travel Act was an FCPA violation involving a bribery
scheme in Azerbaijan.?” Also in 2009, a California com-
pany that engaged in both bribery of foreign officials in vio-
lation of the FCPA and commercial bribery in violation of
California state law pleaded guilty to conspiracy to violate

the FCPA and the Travel Act, among other charges.”

Money Laundering

Many FCPA cases also involve violations of anti-
money laundering statutes.”® For example, two Florida
executives of a Miami-based telecommunications company
were convicted of FCPA and money laundering conduct
where they conducted financial transactions involving the
proceeds of specified unlawful activities—violations of the
FCPA, the criminal bribery laws of Haiti, and wire fraud—
in order to conceal and disguise these proceeds. Notably,

although foreign officials cannot be prosecuted for FCPA




violations,®® three former Haitian officials involved in the

same scheme were convicted of money laundering **!

Mail and Wire Fraud

The mail and wire fraud statutes may also apply. In
2006, for example, a wholly owned foreign subsidiary of
a US. issuer pleaded guilty to both FCPA and wire fraud
counts where the scheme included overbilling the sub-
sidiary’s customers—both government and private—and
using part of the overcharged money to pay kickbacks to the
customers’ employees. The wire fraud charges alleged that
the subsidiary had funds wired from its parent’s Oregon
bank account to off-the-books bank accounts in South
Korea that were controlled by the subsidiary. The funds,
amounting to almost $2 million, were then paid to manag-
ers of state-owned and private steel production companies
in China and South Korea as illegal commission payments
and kickbacks that were disguised as refunds, commissions,

and other seemingly legitimate expenses.2®

Certification and Reporting Violations

Certain other licensing, certification, and reporting
requirements imposed by the US. government can also be
implicated in the foreign bribery context. For example, as
a condition of its facilitation of direct loans and loan guar-
antees to a foreign purchaser of US. goods and services,
the Export-Import Bank of the United States requires the
U.S. supplier to make certifications concerning commis-
sions, fees, or other payments paid in connection with the
financial assistance and that it has not and will not violate
the FCPA.™ A false certification may give rise to criminal
liability for false statements.*

Similarly, manufacturers, exporters, and brokers of
certain defense articles and services are subject to regis-
tration, licensing, and reporting requirements under the
Arms Export Control Act (AECA), 22 US.C. § 2751, ez
seq., and its implementing regulations, the International
Traffic in Arms Regulations (ITAR), 22 C.ER. § 120, ez
seq. For example, under AECA and ITAR, all manufactur-

ers and exporters of defense articles and services must reg-

ister with the Directorate of Defense Trade Controls. The

sale of defense articles and services valued at $500,000 or

more triggers disclosure requirements concerning fees and
commissions, including bribes, in an aggregate amount of
$100,000 or more.?® Violations of AECA and ITAR can

result in civil and criminal penalties.2®

Tax Violations

Individuals and companies who violate the FCPA may
also violate US. tax law, which explicitly prohibits tax deduc-
tions for bribes, such as false sales “commissions” deductions
intended to conceal corrupt payments.?®” Internal Revenue
Service-Criminal Investigation has been involved in a num-
ber of FCPA investigations involving tax violations, as well as

other financial crimes like money laundering.




What Does DOJ Consider When
Deciding Whether to Open an
Investigation or Bring Charges?

Whether and how DOJ will commence, decline,
or otherwise resolve an FCPA marter is guided by the
Principles of Federal Prosecution in the case of individu-
als, and the Principles of Federal Prosecution of Business

Organizations in the case of companics.

DOJ Principles of Federal Prosecution

The Principles of Federal Prosecution, set forth in
Chapter 9-27.000 of the US. Attorney’s Manual,*® pro-
vide guidance for DOJ prosecutors regarding initiating
or declining prosecution, selecting charges, and plea-bar-
gaining. The Principles of Federal Prosecution provide that
prosecutors should recommend or commence federal pros-
ecution if the putative defendant’s conduct constitutes a
federal offense and the admissible evidence will probably be
sufficient to obtain and sustain a conviction unless (1) no
substantial federal intetest would be served by prosecution;
(2) the person is subject to effective prosecution in another

jurisdiction; or (3) an adequate non-criminal alternative to

prosecution exists. In assessing the existence of a substantial

Guiding Principles
of Enforcement

federal interest, the prosecutor is advised to “weigh all rel-
evant considerations,” including the nature and seriousness
of the offense; the deterrent effect of prosecution; the per-
son’s culpability in connection with the offense; the per-
son’s history with respect to criminal activity; the person’s
willingness to cooperate in the investigation or prosecu-
tion of others; and the probable sentence or other conse-
quences if the person is convicted. The Principles of Federal
Prosecution also set out the considerations to be weighed
when deciding whether to enter into a plea agreement with
an individual defendant, including the nature and serious-
ness of the offense and the person’s willingness to cooperate,
as well as the desirability of prompt and certain disposition

of the case and the expense of trial and appeal.?®

DOJ Principles of Federal Prosecution of Business
Organizations

The Principles of Federal Prosecution of Business
Organizations, set forth in Chapter 9-28.000 of the US.
Actorney’s Manual,”® provide guidance regarding the resolu-
tion of cases involving corporate wrongdoing. The Principles
of Federal Prosecution of Business Organizations recognize

that resolution of corporate criminal cases by means other




than indictment, including non-prosecution and deferred
prosecution agreements, may be appropriate in certain cir-
cumstances. Nine factors are considered in conducting an
investigation, determining whether to charge a corporation,
and negotiating plea or other agreements:

» the nature and seriousness of the offense, including
the risk of harm to the public;

e the pervasiveness of wrongdoing within the corpo-
ration, including the complicity in, or the condon-
ing of, the wrongdoing by corporate management;

« the corporation’s history of similar misconduct,
including prior criminal, civil, and regulatory
enforcement actions against it;

e the corporation’s timely and voluntary disclosure of
wrongdoing and its willingness to cooperate in the
investigation of its agents;

 theexistence and effectiveness of the corporation’s
pre-existing compliance program;

o the corporation’s remedial actions, including any
efforts to implement an effective corporate compli-
ance program or improve an existing one, rcplacc
responsible management, discipline or terminate
wrongdoers, pay restitution, and cooperate with the
relevant government agencies;

s collateral consequences, including whether there
is disproportionate harm to shareholders, pension
holders, employees, and others not proven person-
ally culpable, as well as impact on the public arising
from the prosecution;

o theadequacy of the prosecution of individuals
responsible for the corporation’s malfeasance; and

o theadequacy of remedies such as civil or regulatory
enforcement actions.

As these factors illustrate, in many investigations it
will be appropriate for a prosecutor to consider a corpora-
tion’s pre-indictment conduct, including voluntary disclo-
sure, cooperation, and remediation, in determining whether
to seek an indictment. In assessing a corporation’s coopera-

tion, prosecutors are prohibited from requesting attorney-
p

client privileged materials with two exceptions—when a

corporation or its employee asserts an advice-of-counsel

defense and when the attorney-client communications were
in furtherance of a crime or fraud. Otherwise, an organi-
zation’s cooperation may only be assessed on the basis of
whether it disclosed the relevant facts underlying an inves-
tigation—and not on the basis of whether it has waived its

attorney-client privilege or work product protection.””!

What Does SEC Consider When
Deciding Whether to Open an
Investigation or Bring Charges?

SEC’s Enforcement Manual, published by SEC’s
Enforcement Division and available on SEC’s website,
sets forth information about how SEC conducts inves-
tigations, as well as the guiding principles that SEC staff
considers when determining whether to open or close an
investigation and whether civil charges are merited. There
are various ways that potential FCPA violations come to
the attention of SEC staff, including: tips from informants
or whistleblowers; information developed in other inves-
tigations; self-reports or public disclosures by companies;
referrals from other offices or agencies; public sources, such
as media reports and trade publications; and proactive
investigative techniques, including risk-based initiatives.
Investigations can be formal, such as where SEC has issued
a formal order of investigation that authorizes its staff to
issue investigative subpoenas for testimony and documents,
or informal, such as where the staff proceeds with the inves-
tigation without the use of investigative subpoenas.

In determining whether to open an investigation and,
if so, whether an enforcement action is warranted, SEC
staff considers a number of factors, including: the statutes
or rules potentially violated; the egregiousness of the poten-
tial violation; the potential magnitude of the violation;
whether the potentially harmed group is particularly vul-
nerable or at risk; whether the conduct is ongoing; whether
the conduct can be investigated efficiently and within the
statute of limitations period; and whether other authorities,
including federal or state agencies or regulators, might be

better suited to investigate the conduct. SEC staff also may




consider whether the case involves a possibly widespread
industry practice that should be addressed, whether the
case involves a recidivist, and whether the matter gives SEC
an opportunity to be visible in a community that might not
otherwise be familiar with SEC or the protections afforded
by the securities laws.

For more information about the Enforcement
Division’s procedures concerning investigations, enforce-
ment actions, and cooperation with other regulators, see
the Enforcement Manual at heep://weww.sec.gov/divisions/

enforce.shtml.

Self-Reporting, Cooperation, and
Remedial Efforts

While the conduct underlying any FCPA investiga-
tion is obviously a fundamental and threshold consider-
ation in deciding what, if any, action to take, both DOJ
and SEC place a high premium on self-reporting, along
with cooperation and remedial efforts, in determining the

appropriate resolution of FCPA matters.

Criminal Cases

Under DOJ’s Principles of Federal Prosecution of
Business Organizations, federal prosecutors consider a
company’s cooperarion in determining how to resolve a
corporate criminal case. Specifically, prosecutors consider
whether the company made a voluntary and timely dis-
closure as well as the company’s willingness to provide rel-
evant information and evidence and identify relevant actors
inside and outside the company, including senior execu-
tives. In addition, prosecutors may consider a company’s
remedial actions, including efforts to improve an existing
compliance program or appropriate disciplining of wrong-
doers.? A company’s remedial measures should be mean-
ingful and illustrate its recognition of the seriousness of the
misconduct, for example, by taking steps to implement the
personnel, operational, and organizational changes neces-
sary to establish an awareness among employees that crimi-
nal conduct will not be tolerated.?*

The Principles of Federal Prosecution similarly provide

that prosecutors may consider an individual’s willingness
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to cooperate in deciding whether a prosecution should
be undertaken and how it should be resolved. Although a
willingness to cooperate will not, by itself, generally relieve
a person of criminal liability, it may be given “serious con-
sideration” in evaluating whether to enter into a plea agree-
ment with a defendant, depending on the nature and value
of the cooperation offered.?”

The US. Sentencing Guidelines similarly take into
account an individual defendant’s cooperation and volun-
tary disclosure. Under § 5K1.1, a defendant’s cooperation,
if sufficiently substantial, may justify the government filing
a motion for a reduced sentence. And under § SK2.16, a
defendant’s voluntary disclosure of an offense prior to its
discovery—if the offense was unlikely to have been discov-
ered otherwise—may warrant a downward departure in
certain circumstances.

Chapter 8 of the Sentencing Guidelines, which gov-
erns the sentencing of organizations, takes into accountan
organization’s remediation as part of an “effective compli-
ance and ethics program.” One of the seven elements of
such a program provides that after the detection of crimi-
nal conduct, “the organization shall take reasonable steps
to respond appropriately to the criminal conduct and to
prevent further similar criminal conduct, including mak-
ing any necessary modifications to the organization’s
compliance and ethics program.”®¢ Having an effective
compliance and ethics program may lead to a three-point
reduction in an organization’s culpability score under
§ 8C2.5, which affects the fine calculation under the
Guidelines. Similarly, an organization’s self-reporting,
cooperation, and acceptance of responsibility may lead to
fine reductions under § 8C2.5(g) by decreasing the culpa-
bility score. Conversely, an organization will not qualify
for the compliance program reduction when it unreason-

ably delayed reporting the offense.?”” Similar to § SKI.1

&




limit SEC’s broad discretion to evaluate every case indi-

for individuals, organizations can qualify for departures
pursuant to § 8C4.1 of the Guidelines for cooperating in vidually on its own unique facts and circumstances. Similar
the prosecution of others. to SEC’s treatment of cooperating individuals, credit
for cooperation by companies may range from taking no

Civil Cases enforcement action to pursuing reduced sanctions in con-

SEC’s Framework for Evaluating Cooperation by
Companies

SEC’s framework for evaluating cooperation by com-
panies is set forth in its 2001 Report of Investigation Pursuant
to Section 21(a) of the Securities Exchange Act of 1934 and
Commission Statement on the Relationship of Cooperation to
Agency Enforcement Decisions, which is commonly known
as the Seaboard Report*® The report, which explained the
Commission’s decision not to take enforcement action
against a public company for certain accounting violations
caused by its subsidiary, details the many factors SEC consid-
ers in determining whether, and to what extent, it grants leni-
ency to companies for cooperating in its investigations and
for related good corporate citizenship. Specifically, the report
identifies four broad measures of a company’s cooperation:

¢ self-policing prior to the discovery of the miscon-
duct, including establishing effective compliance
procedures and an appropriate tone at the top;

o self-reporting of misconduct when it is discovered,
including conducting a thorough review of the
nature, extent, origins, and consequences of the mis-
conduct, and promptly, completely, and effectively
disclosing the misconduct to the public, to regula-
tory agencies, and to self-regulatory organizations;

+ remediation, including dismissing or appropriately
disciplining wrongdoers, modifying and improv-
ing internal controls and procedures to prevent
recurrence of the misconduct, and appropriately
compensating those adversely affected; and

s cooperation with law enforcement authorities,
including providing SEC staff with all informa-
tion relevant to the underlying violations and the
company's remedial efforts.

Since every enforcement matter is different, this ana-

lytical framework sets forth general principles but does not

nection with enforcement actions.

SEC’s Framework for Evaluating Cooperation by

Individuals

In 2010, SEC announced a new cooperation program

for individuals.*® SEC staff has a wide range of tools to

facilitate and reward cooperation by individuals, from tak-

ing no enforcement action to pursuing reduced sanctions in

connection with enforcement actions. Although the evalu-

ation of cooperation depends on the specific circumstances,

SEC generally evaluates four factors to determine whether,

to what extent, and in what manner to credit cooperation

by individuals:

the assistance provided by the cooperating indi-
vidual in SEC’s investigation or related enforce-
ment actions, including, among other things: the
value and timeliness of the cooperation, including
whether the individual was the first to report the
misconduct to SEC or to offer his or her coopera-
tion; whether the investigation was initiated based
upon the information or other cooperation by the
individual; the quality of the cooperation, includ-
ing whether the individual was truthful and the
cooperation was complete; the time and resources
conserved as a result of the individual’s coopera-
tion; and the nature of the cooperation, such as the
type of assistance provided;

the importance of the matter in which the indi-
vidual provided cooperation;

the societal interest in ensuring that the cooperat-
ing individual is held accountable for his or her
misconduct, including the severity of the individ-
ual’s misconduct, the culpability of the individual,
and the efforts undertaken by the individual to

remediate the harm; and




o the appropriateness of a cooperation credit in light

of the profile of the cooperating individual.

Corporate Compliance Program

In a global marketplace, an effective compliance pro-
gram is a critical component of a company’s internal con-
trols and is essential to detecting and preventing FCPA vio-
lations*® Effective compliance programs are tailored to the
company’s specific business and to the risks associated with
that business. They are dynamic and evolve as the business
and the markets change.

An effective compliance program promotes “an orga-
nizational culture that encourages ethical conduct and a
commitment to compliance with the law.”*® Such a program
protects a company’s reputation, ensures investor value and
confidence, reduces uncertainty in business transactions, and
secures a company’s assets>? A well-constructed, thought-
fully implemented, and consistently enforced compliance
and ethics program helps prevent, detect, remediate, and
report misconduct, including FCPA violations.

In addition to considering whether a company has
self-reported, cooperated, and taken appropriate remedial
actions, DOJ and SEC also consider the adequacy of a
company’s compliance program when deciding what, if any,
action to take. The program may influence whether or not
charges should be resolved through a deferred prosecution
agreement (DPA) or non-prosecution agreement (NPA),
as well as the appropriate length of any DPA or NPA, or
the term of corporate probation. It will often affect the
penalty amount and the need for a monijtor or self-report-
ing3™ As discussed above, SEC’s Seaboard Report focuses,
among other things, on a company’s self-policing prior to
the discovery of the misconduct, including whether it had
established effective compliance procedures® Likewise,
three of the nine factors set forth in DOJ’s Principles of
Federal Prosecution of Business Organizations relate, either
directly or indirectly, to a compliance program’s design and
implementation, including the pervasiveness of wrongdo-
ing within the company, the existence and effectiveness of

the company’s pre-existing compliance program, and the

company's remedial actions.*® DOJ also considers the U.S.
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Sentencing Guidelines’ elements of an effective compliance
program, as set forth in § 8B2.1 of the Guidelines.

These considerations reflect the recognition that
a company'’s failure to prevent every single violation does
not necessarily mean that a particular company’s compli-
ance program was not generally effective. DOJ and SEC
understand that “no compliance program can ever prevent
all criminal activity by a corporation’s employees,* and
they do not hold companies to a standard of perfection. An
assessment of a company’s compliance program, including
its design and good faith implementation and enforcement,
is an important part of the government’s assessment of
whether a violation occurred, and if so, what action should
be taken. In appropriate circumstances, DOJ and SEC may
decline to pursue charges against a company based on the
company’s effective compliance program, or may otherwise
seek to reward a company for its program, even when that
program did not prevent the particular underlying FCPA
violation thar gave rise to the investigation.?”

DOJ and SEC have no formulaic requirements
regarding compliance programs. Rather, they employ a
common-sense and pragmatic approach to evaluating com-
pliance programs, making inquiries related to three basic
questions:

+ Isthe company’s compliance program well
designed?

» Isitbeingapplied in good faith?

+ Doesit work??%

This guide contains information regarding some of
the basic elements DOJ and SEC consider when evaluating
compliance programs. Although the focus is on compliance
with the FCPA, given the existence of anti-corruption
laws in many other countries, businesses should consider
designing programs focused on anti-corruption compli-

ance more broadly.3%
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Hallmarks of Effective Compliance
Programs

Individual companies may have different compliance
needs depending on their size and the particular risks asso-
ciated with their businesses, among other factors. When it
comes to compliance, there is no one-size-fits-all program.
Thus, the discussion below is meant to provide insight into
the aspects of compliance programs that DOJ and SEC
assess, recognizing that companies may consider a variety
of factors when making their own determination of what
is appropriate for their specific business needs.?'? Indeed,
small- and medium-size enterprises likely will have different
compliance programs from large multi-national corpora-
tions, a fact DOJ and SEC take into account when evaluat-
ing companies’ compliance programs.

Compliance programs that employ a “check-the-box”
approach may be inefficient and, more importantly, ineffec-
tive. Because each compliance program should be tailored
to an organization’s specific needs, risks, and challenges,
the information provided below should not be considered
a substitute for a company’s own assessment of the corpo-
rate compliance program most appropriate for that particu-
lar business organization. In the end, if designed carefully,
implemented earnestly, and enforced fairly, a company's
compliance program—no matter how large or small the
organization—will allow the company generally to prevent
violations, detect those that do occur, and remediate them

promptly and appropriately.

Commitment from Senior Management and a
Clearly Articulated Policy Against Corruption
Within a business organization, compliance begins
with the board of directors and senior executives setting
the proper tone for the rest of the company. Managers and
employees take their cues from these corporate leaders.
Thus, DOJ and SEC consider the commitment of corpo-
rate leaders to a “culture of compliance™"! and look to see
if this high-level commitment is also reinforced and imple-

mented by middle managers and employees at all levels of

a business. A well-designed compliance program that is

not enforced in good faith, such as when corporate man-
agement explicitly or implicitly encourages employees to
engage in misconduct to achieve business objectives, will be
ineffective. DOJ and SEC have often encountered compa-
nies with compliance programs that are strong on paper but
that nevertheless have significant FCPA violations because
management has failed to effectively implement the pro-
gram even in the face of obvious signs of corruption. This
may be the result of aggressive sales staff preventing com-
pliance personnel from doing their jobs effectively and of
senior management, more concerned with securing a valu-
able business opportunity than enforcing a culture of com-
pliance, siding with the sales team. The higher the financial
stakes of the transaction, the greater the temptation for
management to choose profit over compliance.

A strong ethical culture directly supports a strong
compliance program. By adhering to ethical standards,
senior managers will inspire middle managers to reinforce
those standards. Compliant middle managers, in turn, will
encourage employees to strive to attain those standards
throughout the organizational structure.?

In short, compliance with the FCPA and ethical rules
must start at the top. DOJ and SEC thus evaluate whether
senior management has clearly articulated company stan-
dards, communicated them in unambiguous terms, adhered
to them scrupulously, and disseminated them throughout

the organization,

Code of Conduct and Compliance Policies and
Procedures

A company’s code of conduct is often the foundation
upon which an effective compliance program is built. As
DOJ has repeatedly noted in its charging documents, the
most effective codes are clear, concise, and accessible to all
employees and to those conducting business on the com-
pany’s behalf. Indeed, it would be difficult to effectively
implement a compliance program if it was not available in
the local language so that employees in foreign subsidiaries
can access and understand it. When assessing a compliance

program, DOJ and SEC will review whether the company




has taken steps to make certain that the code of conduct
remains current and effective and whether a company has
periodically reviewed ‘and updated its code.

Whether a company has policies and procedures that
outline responsibilities for compliance within the company,
derail proper internal controls, auditing practices, and doc-
umentation policies, and set forth disciplinary procedures
will also be considered by DOJ and SEC. These types of
policies and procedures will depend on the size and nature
of the business and the risks associated with the business.
Effective policies and procedures require an in-depth
understanding of the company’s business model, includ-
ing its products and services, third-parry agents, custom-
ers, government interactions, and industry and geographic
risks. Among the risks that a company may need to address
include the nature and extent of transactions with foreign
governments, including payments to foreign officials; use
of third parties; gifts, travel, and entertainment expenses;
charitable and political donations; and facilitating and
expediting payments. For example, some companies with
global operations have created web-based approval pro-
cesses to review and approve routine gifts, travel, and enter-
rainment involving foreign officials and private customers
with clear monetary limits and annual limitations, Many of
these systems have built-in flexibility so that senior manage-
ment, or in-house legal counsel, can be apprised of and, in
appropriate circumstances, approve unique requests. These
types of systems can be a good way to conserve corporate
resources while, if properly implemented, preventing and
detecting potential FCPA violations.

Regardless of the specific policies and procedures
implemented, these standards should apply to personnel at

alllevels of the company.

Oversight, Autonomy, and Resources

In appraising a compliance program, DOJ and SEC
also consider whether a company has assigned respon-
sibility for the oversight and implementation of a com-
pany’s compliance program to one or more specific senior

executives within an organizarion3® Those individuals

must have appropriate authority within the organization,
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adequate autonomy from management, and sufficient
resources to ensure that the company’s compliance program
is implemented effectively®** Adequate autonomy gener-
ally includes direct access to an organization’s governing
authority, such as the board of directors and committees
of the board of directors (e.g., the audit committee).3
Depending on the size and structure of an organization,
it may be appropriate for day-to-day operational responsi-
bility to be delegated to other specific individuals within
a company.’ DOJ and SEC recognize that the reporting
structure will depend on the size and complexity of an
organization. Moreover, the amount of resources devoted
to compliance will depend on the company’s size, complex-
ity, industry, geographical reach, and risks associated with
the business. In assessing whether a company has reasonable
internal controls, DOJ and SEC typically consider whether
the company devoted adequate staffing and resources to the
compliance program given the size, structure, and risk pro-

file of the business.

Risk Assessment

Assessment of risk is fundamental to developing a
strong compliance program, and is another factor DOJ
and SEC evaluate when assessing a company’s compliance
program.’”” One-size-fits-all compliance programs are
generally ill-conceived and ineffective because resources
inevitably are spread too thin, with too much focus onlow-
risk markets and transactions to the detriment of high-risk
areas. Devoting a disproportionate amount of time polic-
ing modest entertainment and gift-giving instead of focus-
ing on large government bids, questionable payments to
third-party consultants, or excessive discounts to resellers
and distributors may indicate that a company’s compli-
ance program is ineffective. A $50 million contract with a

government agency in a high-risk country warrants greater




scrutiny than modest and routine gifts and entertainment.
Similarly, performing identical due diligence on all third-
party agents, irrespective of risk factors, is often counter-
productive, diverting attention and resources away from
thosc third parties that pose the most significanc risks.
DOJ and SEC will give meaningful credic to a company
that implements in good faith a comprehensive, risk-based
compliance program, even if that program does not pre-
vent an infraction in a low risk area because greater atten-
tion and resources had been devoted to a higher risk area.
Conversely, a company that fails to prevent an FCPA viola-
tion on an economijcally significant, high-risk transaction
because it failed to perform a level of due diligence com-
mensurate with the size and risk of the transaction is likely
to receive reduced credit based on the quality and effective-
ness of its compliance program.

As a company’s risk for FCPA violations increases,
thar business should consider increasing its compliance
procedures, including due diligence and periodic internal
audits. The degree of appropriate due diligence is fact-spe-
cific and should vary based on industry, country, size, and
nature of the Atransaction, and the method and amount of
third-party compensation. Factors to consider, for instance,
include risks presented by: the country and industry sector,
the business opportunity, potential business partners, level
of involvement with governments, amount of government
regulation and oversight, and exposure to customs and
immigration in conducting business affairs. When assessing
a company’s compliance program, DOJ and SEC take into
account whether and to what degree a company analyzes

and addresses the particular risks it faces.

Training and Continuing Advice

Compliance policies cannot work unless effectively
communicated throughout a company. Accordingly, DOJ
and SEC will evaluate whether a company has taken steps to
ensure that relevant policies and procedures have been com-
municated throughout the organization, including through

periodic training and certification for all directors, officers,

relevant employees, and, where appropriate, agents and

business partners.*'® For example, many larger companies

have implemented a mix of web-based and in-person train-
ing conducted at varying intervals. Such training typically
covers company policies and procedures, instruction on
applicable laws, practical advice to address real-life scenar-
ios, and case studies. Regardless of how a company chooses
to conduct its training, however, the information should
be presented in a manner appropriate for the targeted audi-
ence, including providing training and training materials
in the local language. For example, companies may want to
consider providing different types of training to their sales
personnel and accounting personnel with hypotheticals
or sample situations that are similar to the situations they
might encounter. In addition to the existence and scope of
a company’s training program, a company should develop
appropriate measures, depending on the size and sophisti-
cation of the particular company, to provide guidance and
advice on complying with the company’s ethics and com-
pliance program, including when such advice is needed
urgently. Such measures will help ensure that the compli-
ance program is understood and followed appropriarely at

all levels of the company.

Incentives and Disciplinary Measures

In addition to evaluating the design and implementa-
tion of a compliance program throughout an organization,
enforcement of that program is fundamental to its effec-
tiveness.’”” A compliance program should apply from the
board room to the supply room—no one should be beyond
its reach. DOJ and SEC will thus consider whether, when
enforcing a compliance program, a company has appropri-
ate and clear disciplinary procedures, whether those proce-
dures are applied reliably and promptly, and whether they
are commensurate with the violation. Many companies
have found that publicizing disciplinary actions internally,
where appropriate under local law, can have an important
deterrent effect, demonstrating thar unethical and unlawful
actions have swift and sure consequences.

DOJ and SEC recognize that positive incentives can

also drive compliant behavior. These incentives can take many




forms such as personnel evaluations and promotions, rewards
for improving and developing a company’s compliance pro-
gram, and rewards for ethics and compliance leadership. 3
Some organizations, for example, have made adherence to
compliance a significant metric for management’s bonuses so
that compliance becomes an integral part of management’s
everyday concern. Beyond financial incentives, some compa-
nies have highlighted compliance within their organizations
by recognizing compliance professionals and internal audit
staff. Others have made working in the company'’s compli-
ance organization a way to advance an employee’s career.
SEC, for instance, has encouraged companies to embrace

methods to incentivize ethical and lawful behavior:

[M]ake integrity, ethics and compliance part of the
promotion, compensation and evaluation processes
as well. For at the end of the day, the most effective
way to communicate that “doing the right thing” isa
priority, is to reward it. Conversely, if employees are
led to believe that, when it comes to compensation
and career advancement, all that counts is short-term
profitability, and that cutting ethical corners is an ac-
ceptable way of getting there, they’ll perform to that
measure. To cite an example from a different walk
of life: a college football coach can be told that the
graduation rates of his players are what matters, but
he’ll know differently if the sole focus of his contract
extension talks or the decision to fire him is his win-

loss record. 32!

No matter what the disciplinary scheme or potential
incentives a company decides ro adopt, DOJ and SEC will
consider whether they are fairly and consistently applied
across the organization. No executive should be above com-
pliance, no employee below compliance, and no person
within an organization deemed too valuable to be disci-
plincd, if warranted. Rewarding good behavior and sanc-
tioning bad behavior reinforces a culture of compliance and

ethics throughout an organizarion.

Third-Party Due Diligence and Payments
DOJ’s and SEC’s FCPA enforcement actions dem-
onstrate that third parties, including agents, consultants,

and distributors, are commonly used to conceal the pay-

ment of bribes to foreign officials in international business
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transactions. Risk-based due diligence is particularly impor-
tant with third parties and will also be considered by DOJ
and SEC in assessing the effectiveness of a company’s com-
pliance program.

Although the degree of appropriate due diligence
may vary based on industry, country, size and nature of the
transaction, and historical relationship with the third-party,
some guiding principles always apply.

First, as part of risk-based due diligence, companies
should understand the qualifications and associations of
its third-party partners, including its business repuration,
and relationship, if any, with foreign officials. The degree of
scrutiny should increase as red flags surface.

Second, companies should have an understanding of
the business rationale for including the third party in the
transaction. Among other things, the company should
understand the role of and need for the third party and
ensure that the contract terms specifically describe the ser-
vices to be performed. Additional considerations include
payment terms and how those payment terms compare to
typical terms in that industry and country, as well as the
timing of the third party’s introduction to the business.
Moreover, companies may want to confirm and document
that the third party is actually performing the work for
which it is being paid and that its compensation is com-
mensurate with the work being provided.

Third, companies should undertake some form of
ongoing monitoring of third-party relationships.’* Where
appropriate, this may include updating due diligence peri-
odically, exercising audit rights, providing periodic train-
ing, and requesting annual compliance cerrifications by the
third party.

In addition to considering a company’s due dili-
gence on third parties, DOJ and SEC also assess whether

the company has informed third parties of the company’s

nciples




Compliance Program Case Study

Recent DOJ and SEC actions relating to a financial institution’s real estate transactions with a government agency
in China illustrate the benefits of implementing and enforcing a comprehensive risk-based compliance program. The
case involved a joint venture real estate investment in the Luwan District of Shanghai, China, between a U.S.-based
financial institution and a state-owned entity that functioned as the District's real estate arm. The government entity
conducted the transactions through two special purpose vehicles (“SPVs”), with the second SPV purchasing a 12%
stake in a real estate project.

The financial institution, through a robust compliance program, frequently trained its employees, imposed a
comprehensive payment-approval process designed to prevent bribery, and staffed a compliance department with
a direct reporting line to the board of directors. As appropriate given the industry, market, and size and structure of
the transactions, the financial institution (1) provided extensive FCPA training to the senior executive responsible for
the transactions and (2) conducted extensive due diligence on the transactions, the local government entity, and the
SPVs. Due diligence on the entity included reviewing Chinese government records; speaking with sources familiar
with the Shanghai real estate market; checking the government entity’s payment records and credit references;
conducting an on-site visit and placing a pretextual telephone call to the entity's offices; searching media sources;
and conducting background checks on the entity’s principals. The financial institution vetted the SPVs by obtaining
a letter with designated bank account information from a Chinese official associated with the government entity {the
“Chinese Official”); using an international law firm to request and review 50 documents from the SPVs' Canadian
attorney; interviewing the attorney; and interviewing the SPVs’ management.

Notwithstanding the financial institution’s robust compliance program and good faith enforcement of it, the
company failed to learn that the Chinese Official personally owned nearly 50% of the second SPV (and therefore a
nearly 6% stake in the joint venture) and that the SPV was used as a vehicle for corrupt payments. This failure was
due, in large part, to misrepresentations by the Chinese Official, the financial institution’s executive in charge of
the project, and the SPV's attorney that the SPV was 100% owned and controlled by the government entity. DOJ
and SEC declined to take enforcement action against the financial institution, and its executive pleaded guilty to
conspiracy to violate the FCPA's internal control provisions and also settled with SEC.

compliance program and commitment to ethical and law- and properly funded process for investigating the allegation

ful business practices and, where appropriate, whether it
has sought assurances from third parties, through certifica-
tions and otherwise, of reciprocal commitments. These can

be meaningful ways to mitigate third-party risk.

Confidential Reporting and Internal Investigation
An effective compliance program should include a
mechanism for an organization’s employees and others to
report suspected or actual misconduct or violations of the
company’s policies on a confidential basis and without fear of
retaliation.® Companies may employ, for example, anony-

mous hotlines or ombudsmen. Moreover, once an allegation

is made, companies should have in place an efficient, reliable,

and documenting the company’s response, including any
disciplinary or remediation measures taken. Companies will
want to consider taking “lessons learned” from any reported
violations and the outcome of any resulting investigation to
update their internal controls and compliance program and

focus future training on such issues, as appropriate.

Continuous Improvement: Periodic Testing and
Review

Finally, agood compliance program should constantly
evolve. A company’s business changes over time, as do the
environments in which it operates, the nature of its custom-

ers, the laws that govern its actions, and the standards of its




industry. In addition, compliance programs that do not just
exist on paper but are followed in practice will inevitably
uncover compliance weaknesses and require enhancements.
Consequently, DOJ and SEC evaluate whether companies
regularly review and improve their compliance programs
and not allow them to become stale.

According to one survey, 64% of general counsel whose
companies are subject to the FCPA say there is room for
iprovement in their FCPA training and compliance pro-
grams.*> An organization should take the time to review and
test its controls, and it should think critically about its poten-
tial weaknesses and risk areas. For example, some companies
have undertaken employee surveys to measure their compli-
ance culture and strength of internal controls, identify best
practices, and detect new risk areas. Other companies period-
ically test their internal controls with rargeted audits to make
certain that controls on paper are working in practice. DO]
and SEC will give meaningful credit to thoughtful efforts
to create a sustainable compliance program if a problem is
later discovered. Similarly, undertaking proactive evaluations
before a problem strikes can lower the applicable penalty
range under the U.S. Sentencing Guidelines.3* Although the
nature and the frequency of proactive evaluations may vary
depending on the size and complexity of an organization, the
idea behind such cfforts is the same: continuous improve-

ment and sustainability.2¢

Mergers and Acquisitions: Pre-Acquisition Due
Diligence and Post-Acquisition Integration

In the context of the FCPA, mergers and acquisi-
tions present both risks and opportunities. A company
that does not perform adequate FCPA due diligence prior
to a merger or acquisition may face both legal and business
risks.*”” Perhaps most commonly, inadequate due diligence
can allow a course of bribery to continue—with all the
artendant harms to a business’s profitability and reputarion,
as well as potential civil and criminal liability.

In contrast, companies that conduct effective FCPA
due diligence on their acquisition targets are able to evalu-

ate more accurately each target’s value and negotiate for the

costs of the bribery to be borne by the target. In addition,
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such actions demonstrate to DOJ and SEC a company’s
commitment to compliance and are taken into account
when evaluating any potential enforcement action. For
example, DOJ and SEC declined to take enforcement
action against an acquiring issuer when the issuer, among
other things, uncovered the corruption at the company
being acquired as part of due diligence, ensured that the
corruption was voluntarily disclosed to the government,
cooperated with the investigation, and incorporated the
acquired company into its compliance program and inter-
nal controls. On the other hand, SEC took action against
the acquired company, and DOJ took action against a sub-
sidiary of the acquired company.*® When pre-acquisition
due diligence is not possible, DOJ has described proce-
dures, contained in Opinion Procedure Release No. 08-02,
pursuant to which companies can nevertheless be rewarded
if they choose to conduct thorough post-acquisition FCPA
due diligence 3%

FCPA due diligence, however, is normally only a
portion of the compliance process for mergers and acquisi-
tions. DOJ and SEC evaluate whether the acquiring com-
pany promptly incorporated the acquired company into all
of its internal controls, including its compliance program.
Companies should consider training new employees, reeval-
uating third parties under company standards, and, where
appropriate, conducting audits on new business units.

For example, as a result of due diligence conducted
by a California-based issuer before acquiring the majority
interest in a joint venture, the issuer learned of corrupt pay-
ments to obtain business. However, the issuer only imple-
mented its internal controls “halfway” so as not to “choke
the sales engine and cause a distraction for the sales guys.”
As a result, the improper payments continued, and the
issuer was held liable for violating the FCPA’s internal con-

trols and books and records provisions.**




2010, were drafted based on consultations with the private

Other Guidance on Compliance and

International Best Practices sector and civil society and set forth specific good practices

In addition to this guide, the US. Departments of for ensuring effective compliance programs and measures

Commerceand State have bothissued publications that contain for preventing and detecting foreign bribery. In addition,

guidance regarding compliance programs. The Department businesses may wish to refer to the following resources:
¢ Asia-Pacific Economic Cooperation—Anii-
Corruption Code of Conduct for Business;?»

e International Chamber of Commerce—ICC Rules

of Commerce’s International Trade Administration has pub-
lished Business Ethics: A Manual for Managing a Responsible

Business Enterprise in Emerging Market Economies*! and the
on Combating Corruption;®>

Department of State has published Fighting Global Corruption:

Business Risk Management 3 ¢ Transparency International—Business Principles for

Countering Bribery;*”

There is also an emerging international consensus on
« United Nations Global Compact— The Ten

compliance best practices, and a number of inter-govern-
o . o T 338
mental and non-governmental organizations have issued Principles;
s World Bank—/Integrity Compliance
Guidelines;?®and

o  World Economic Forum—~Partnering Against

guidance regarding best practices for compliance?® Most
notably, the OECD’s 2009 Anti-Bribery Recommendation
and its Annex I, Good Practice Guidance on Internal

Controls, Ethics, and Compliance published in February Corruption—Principles for Countering Bribery.*

Hypothetical: Third-Party Vetting

Part 1: Consultants

Company A, a U.S. issuer headquartered in Delaware, wants to start doing business in a country that poses high risks
of corruption. Company A learns about a potential $50 million contract with the country’s Ministry of Immigration. This
is a very attractive opportunity to Company A, both for its profitability and to open the door to future projects with the
government. At the suggestion of the company’s senior vice president of international sales (Sales Executive), Company A
hires a local businessman who assures them that he has strong ties to political and government leaders in the country and
can help them win the contract. Company A enters into a consulting contract with the local businessman (Consultant). The
agreement requires Consultant to use his best efforts to help the company win the business and provides for Consultant to
receive a significant monthly retainer as well as a success fee of 3% of the value of any contract the company wins.

What steps should Company A consider taking before hiring Consultant?

There are several factors here that might lead Company A to perform heightened FCPA-related due diligence prior
to retaining Consultant: (1) the market (high-risk country); (2) the size and significance of the deal to the company; (3) the
company's first time use of this particular consultant; (4] the consultant’s strong ties to political and government leaders;
(5) the success fee structure of the contract; and (6) the vaguely-defined services to be provided. In order to minimize the
likelihood of incurring FCPA liability, Company A should carefully vet Consultant and his role in the transaction, including
close scrutiny of the relationship between Consultant and any Ministry of Immigration officials or other government officials.
Although there is nothing inherently illegal about contracting with a third party that has close connections to politicians
and government officials to perform legitimate services on a transaction, this type of relationship can be susceptible to

corruption. Among other things, Company A may consider conducting due diligence on Consultant, including background
(cont’d)
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and reference checks; ensuring that the contract spells out exactly what services and deliverables (such as written status
reports or other documentation) Consultant is providing; training Consultant on the FCPA and other anti-corruption laws;
requiring Consultant to represent that he will abide by the FCPA and other anti-corruption laws; including audit rights in the
contract (and exercising those rights); and ensuring that payments requested by Consultant have the proper supporting
documentation before they are approved for payment.

Part 2: Distributors and Local Partners

Assume the following alternative facts:

Instead of hiring Consultant, Company A retains an often-used local distributor (Distributor) to sell Company A’s
products to the Ministry of Immigration. In negotiating the pricing structure, Distributor, which had introduced the project
to Company A, claims that the standard discount price to Distributor creates insufficient margin for Distributor to cover
warehousing, distribution, installation, marketing, and training costs and requests an additional discount or rebate, or, in
the alternative, a contribution to its marketing efforts, either in the form of a flump sum or as a percentage of the total
contract. The requested discount/allowance is significantly larger than usual, although there is precedent at Company
A for granting this level of discount in unique circumstances. Distributor further advises Company A that the Ministry’s
procurement officials responsible for awarding the contract have expressed a strong preference for including a particular
local company (Local Partner) in the transaction as a subcontractor of Company A to perform installation, training, and
other services that would normally have been performed by Distributor or Company A. According to Distributor, the
Ministry has a solid working relationship with Local Partner, and it would cause less disruption for Local Partner to perform
most of the on-site work at the Ministry. One of the principals (Principal 1) of the Local Partner is an official in another

government ministry.

What additional compliance considerations do these alternative facts raise?

As with Consultant in the first scenario above, Company A should carefully vet Distributor and Local Partner and their
roles in the transaction in order to minimize the likelihood of incurring FCPA liability. While Company A has an established
relationship with Distributor, the fact that Distributor has requested an additional discount warrants further inquiry into
the economic justification for the change, particularly where, as here, the proposed transaction structure contemplates
paying Local Partner to provide many of the same services that Distributor would otherwise provide. In many cases, it may
be appropriate for distributors to receive larger discounts to account for unique circumstances in particular transactions.
That said, a common mechanism to create additional margin for bribe payments is through excessive discounts or rebates
to distributors. Accordingly, when a company has pre-existing relationships with distributors and other third parties,
transaction-specific due diligence—including an analysis of payment terms to confirm that the payment is commensurate
with the work being performed——can be critical even in circumstances where due diligence of the distributor or other third

party raises no initial red flags.

Company A should carefully scrutinize the relationship among Local Partner, Distributor, and Ministry of Immigration
officials. While there is nothing inherently illegal about contracting with a third party that is recommended by the end-user,
or even hiring a government official to perform legitimate services on a transaction unrelated to his or her government
job, these facts raise additional red flags that warrant significant scrutiny. Among other things, Company A would be
well-advised to require Principal 1 to verify that he will have no role in the Ministry of Immigration’s decision to award
the contract to Company A, notify the Ministry of Immigration and his own ministry of his proposed involvement in the
transaction, and certify that he will abide by the FCPA and other anti-corruption laws and that his involvement in the

transaction is permitted under local law.
(cont'd)




Assume the following additional facts:

Under its company policy for a government transaction of this size, Company A requires both finance and compliance
approval. The finance officer is concerned that the discounts to Distributor are significantly larger than what they have
approved for similar work and will cut too deeply into Company A’s profit margin. The finance officer is also skeptical about
including Local Partner to perform some of the same services that Company A is paying Distributor to perform. Unsatisfied
with Sales Executive's explanation, she requests a meeting with Distributor and Principal 1. At the meeting, Distributor
and Principal 1 offer vague and inconsistent justifications for the payments and fail to provide any supporting analysis, and
Principal 1 seems to have no real expertise in the industry. During a coffee break, Distributor comments to Sales Executive
that the finance officer is naive about "how business is done in my country.” Following the meeting, Sales Executive
dismisses the finance officer’s concerns, assuring her that the proposed transaction structure is reasonable and legitimate.
Sales Executive also reminds the finance officer that “the deal is key to their growth in the industry.”

The compliance officer focuses his due diligence on vetting Distributor and Local Partner and hires a business investigative
firm to conduct a background check. Distributor appears reputable, capable, and financially stable and is willing to take on
real risk in the project, financial and otherwise. However, the compliance officer learns that Distributor has established an
off-shore bank account for the transaction. The compliance officer further learns that Local Partner's business was organized
two years ago and appears financially stable but has no expertise in the industry and has established an off-shore shell
company and bank account to conduct this transaction. The background check also reveals that Principal 1 is a former college
roommate of a senior official of the Ministry of Immigration. The Sales Executive dismisses the compliance officer’s concerns,
commenting that what Local Partner does with its payments “isn't our problem.” Sales Executive also strongly objects to the
compliance officer’s request to meet with Principal 1 to discuss the off-shore company and account, assuring him that it was
done for legitimate tax purposes and complaining that if Company A continues to “harass” Local Partner and Distributor, they
would partner with Company A’s chief competitor. The compliance officer and the finance officer discuss their concerns with
each other but ultimately sign off on the deal even though their questions had not been answered. Their decision is motivated
in large part by their conversation with Sales Executive, who told them that this was the region’s most important contract
and that the detailed FCPA questionnaires and robust anti-corruption representations in the contracts placed the burden on
Distributor and Local Partner to act ethically.

Company A goes forward with the Distributor and Local Partner agreements and wins the contract after six months. The
finance officer approves Company A's payments to Local Partner via the offshore account, even though Local Partner’s invoices
did not contain supporting detail or documentation of any services provided. Company A recorded the payments as legitimate
operational expenses on its books and records. Sales Executive received a large year-end bonus due to the award of the contract.

In fact, Local Partner and Distributor used part of the payments and discount margin, respectively, to funnel bribe payments
to several Ministry of Immigration officials, including Principal 1's former college roommate, in exchange for awarding the
contract to Company A. Thousands of dollars are also wired to the personal offshore bank account of Sales Executive.

How would DOJ and SEC evaluate the potential FCPA liability of Company A and its employees?

This is not the case of a single “rogue employee” circumventing an otherwise robust compliance program. Although
Company A's finance and compliance officers had the correct instincts to scrutinize the structure and economics of the
transaction and the role of the third parties, their due diligence was incomplete. When the initial inquiry identified significant
red flags, they approved the transaction despite knowing that their concerns were unanswered or the answers they received
raised additional concerns and red flags. Relying on due diligence questionnaires and anti-corruption representations is
insufficient, particularly when the risks are readily apparent. Nor can Company A or its employees shield themselves from
liability because it was Distributor and Local Partner—rather than Company A directly—that made the payments.

The facts suggest that Sales Executive had actual knowledge of or was willfully blind to the consultant’s payment of
the bribes. He also personally profited from the scheme (both from the kickback and from the bonus he received from the
company) and intentionally discouraged the finance and compliance officers from learning the full story. Sales Executive is
therefore subject to liability under the anti-bribery, books and records, and internal controls provisions of the FCPA, and
others may be as well. Company A may also be liable for violations of the anti-bribery, books and records, and internal
controls provisions of the FCPA given the number and significance of red flags that established a high probability of bribery
and the role of employees and agents acting on the company’s behalf.




FCPA Penalties
Sanctions, and

Remedies

What Are the Potential Consequences
for Violations of the FCPA?
The FCPA provides for different criminal and civil

penalties for companies and individuals.

Criminal Penalties

For each violation of the anti-bribery provisions, the
FCPA provides that corporations and other business enti-
ties are subject to a fine of up to $2 million.* Individuals,
including officers, directors, stockholders, and agents of
companies, are subject to a fine of up to $100,000 and
imprisonment for up to five years.

For each violation of the accounting provisions, the
FCPA provides that corporations and other business enti-
ties are subject to a fine of up ro $25 million > Individuals
are subject to a fine of up to $5 million and imprisonment
for up to 20 years. 3

Under the Alternative Fines Act, 18 US.C. §3571(d),
courts may impose significantly higher fines than those pro-
vided by the FCPA—up to twice the benefit that the defen-
dant sought to obtain by making the corrupt payment, as
long as the facts supporting the increased fines are included

in the indictment and either proved to the jury beyond a
345

reasonable doubt or admitted in a guilty plea proceeding.

Fines imposed on individuals may not be paid by their
1,346

employer or principa
U.S. Sentencing Guidelines

When calculating penalcies for violations of the FCPA,
DOJ focuses its analysis on the US. Sentencing Guidelines
(Guidelines)*? in all of its resolutions, including guilty pleas,
DPAs, and NPAs. The Guidelines provide a very detailed and
predictable structure for calculating penalties for all federal
crimes, including violations of the FCPA. To determine the
appropriate penalty, the “offense level” is first calculated by
examining both the severity of the crime and facts specific to
the crime, with appropriate reductions for cooperation and
acceptance of responsibility, and, for business entities, addi-
tional factors such as voluntary disclosure, cooperation, pre-
existing compliance programs, and remediation.

The Guidelines provide for different penalties for the
different provisions of the FCPA. The initial offense level
for violations of the anti-bribery provisions is determined
under § 2C1.1, while violations of the accounting provi-
sions are assessed under § 2B1.1. For individuals, the initial
offense level is modified by factors set forth in Chapters 3,
4,and S of the Guidelines** to identify a final offense level.

This final offense level, combined with other factors, is used




to determine whether the Guidelines would recommend
that incarceration is appropriate, the length of any term of
incarceration, and the appropriate amount of any fine. For
corporations, the offense level is modified by factors par-
ticular to organizations as described in Chapter 8 to deter-
mine the applicable organizational penalty.

For example, violations of the anti-bribery provi-
sions are calculated pursuant to § 2C1.1. The offense level
is determined by first identifying the base offense level;>#
adding additional levels based on specific offense charac-
teristics, including whether the offense involved more than
one bribe, the value of the bribe or the benefit thar was con-
ferred, and the level of the public official;*" adjusting the
offense level based on the defendant’s role in the offense;*!
and using the total offense level as well as the defendant’s
criminal history category to determine the advisory guide-
line range.” For violations of the accounting provisions
assessed under § 2B1.1, the procedure is generally the
same, except that the specific offense characteristics differ.
For instance, for violations of the FCPA’s accounting pro-
visions, the offense level may be increased if a substantial
part of the scheme occurred outside the United States or if
the defendant was an officer or director of a publicly traded
company at the time of the offense.?*

For companies, the offense level is calculated pur-
suant to §§ 2CL.1 or 2B1.1 in the same way as for an
individual—by starting with the base offense level and
increasing it as warranted by any applicable specific
offense characteristics. The organizational guidelines
found in Chapter 8, however, provide the structure for
determining the final advisory guideline fine range for
organizations. The base fine consists of the greater of the
amount corresponding to the total offense level, calcu-
lated pursuant to the Guidelines, or the pecuniary gain or
loss from the offense.?> This base fine is then multiplied
by a culpability score that can either reduce the fine to as
little as five percent of the base fine or increase the recom-
mended fine to up to four times the amount of the base
fine.® As described in § 8C2.5, this culpability score is

calculated by taking into account numerous factors such

as the size of the organization committing the criminal

acts; the involvement in or tolerance of criminal activ-

ity by high-level personnel within the organization; and
prior misconduct or obstructive behavior. The culpability
score is reduced if the organization had an effective pre-
existing compliance program to prevent violations and if
the organization voluntarily disclosed the offense, coopet-
ated in the investigation, and accepted responsibility for

the criminal conduct.’*®

Civil Penalties

Although only DOTJ has the authority to pursue crim-
inal actions, both DOJ and SEC have civil enforcement
authority under the FCPA. DOJ may pursue civil actions
for anti-bribery violations by domestic concerns (and their
officers, directors, employees, agents, or stockholders) and
foreign nationals and companies for violations while in the
United States, while SEC may pursue civil actions against
issuers and their officers, directors, employees, agents, or
stockholders for violations of the anti-bribery and the
accounting provisions.*?

For violations of the anti-bribery provisions, cor-
porations and other business entities are subject to a civil
penalty of up to $16,000 per violation 3® Individuals,
including officers, directors, stockholders, and agents of
companies, are similarly subject to a civil penalty of up to
$16,000 per violation,* which may not be paid by their
employer or principal **

For violations of the accounting provisions, SEC may
obtain a civil penalty not to exceed the greater of (a) the
gross amount of the pecuniary gain to the defendant as a
result of the violations or (b) a specified dollar limitation.
The specified dollar limitations are based on the egregious-
ness of the violarion, ranging from $7,500 to $150,000 for
an individual and $75,000 to $725,000 for a company.**!
SEC may obrain civil penalties both in actions filed in fed-

eral court and in administrative proceedings.?%

Collateral Consequences
In addition to the criminal and civil penalties described
above, individuals and companies who violate the FCPA may

face significant collateral consequences, including suspension
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or debarment from contracting with the federal government,
cross-debarment by multilateral development banks, and the

suspension or revocation of certain export privileges.

Debarment

Under federal guidelines governing procurement,
an individual or company that violates the FCPA or other
criminal statutes may be barred from doing business with the
federal government. The Federal Acquisition Regulations
(FAR) provide for the potential suspension or debarment
of companies that contract with the government upon
conviction of or civil judgment for bribery, falsification or
destruction of records, the making of false statements, or
“(cJommission of any other offense indicating a lack of busi-
ness integrity or business honesty that seriously and directly
affects the present responsibility of 2 Government contrac-
tor or subcontractor”*? These measures are not intended
to be punitive and may be imposed only if “in the public’s
interest for the Government’s protection.”**

Under the FAR, a decision to debar or suspend is dis-
cretionary. The decision is not made by DOJ prosecutors or
SEC staff, but instead by independent debarment authorities
within each agency, such as the Department of Defense or
the General Services Administration, which analyze a num-
ber of factors to determine whether a company should be sus-
pended, debarred, or otherwise determined to be ineligible
for government contracting, Such factors include whether
the contractor has effective internal control systems in place,
self-reported the misconduct in a timely manner, and has
taken remedial measures3®S If a cause for debarment exists,
the contractor has the burden of demonstrating to the satis-
faction of the debarring official that it is presently responsible
and that debarment is not necessary% Each federal depart-
ment and agency determines the eligibility of contractors
with whom it deals. However, if one department or agency
debars or suspendsa contractor, the debarment or suspension
applies to the entire executive branch of the federal govern-
ment, unless a department or agency shows compelling rea-
sons not to debar or suspend the contractor.’”

Although guilty pleas, DPAs, and NPAs do not result

in automatic debarment from U.S. government contracting,
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committing a federal crime and the factual admissions
underlying a resolution are factors that the independent
debarment authorities may consider. Moreover, indictment
alone can lead to suspension of the right to do business
with the government.’® The US. Attorney’s Manual also
provides that when a company engages in fraud against the
gOVernment, a prosecutor may not negotiate away an agen-
cy’s right to debar or delist the company as part of the plea
bargaining process.’® In making debarment determina-
tions, contracting agencies, including at the state and local
level, may consult with DOJ in advance of awarding a con-
tract. Depending on the circumstances, DOJ may provide
information to contracting authorities in the context of
the corporate settlement about the facts and circumstances
underlying the criminal conduct and remediation measures
undertaken by the company, if any. This information shar-
ing is not advocacy, and the ultimate debarment decisions
are squarely within the purview of the independent debar-
ment authorities. In some situations, the contractingagency
may impose its own oversight requirements in order for a
company that has admitted to violations of federal law to be
awarded federal contracts, such as the Corporate Integrity
Agreements often required by the Department of Health

and Human Services.

Cross-Debarment by Multilateral Development
Banks

Multilateral Development Banks (MDBs), like the
World Bank, also have the ability to debar companies and
individuals for corrupt practices.*’® Each MDB has its own
process for evaluating alleged corruption in connection
with MDB-funded projects. When appropriate, DOJ and
SEC work with MDBs to share evidence and refer cases.
On April 9, 2010, the African Development Bank Group,

the Asian Development Bank, the European Bank for




Reconstruction and Dcvelopmcnt, the Inter-American
Development Bank Group, and the World Bank Group
entered into an agreement under which entites debarred
by one MDB will be sanctioned for the same misconduct
by other signatory MDBs.*” This cross-debarment agree-
ment means that if a company is debarred by one MDB, it

is debarred by all >

Loss of Export Privileges

Companies and individuals who violate the FCPA
may face consequences under other regulatory regimes,
such as the Arms Export Control Act (AECA), 22 US.C.
§ 2751, et seq., and its implementing regulations, the
International Traffic in Arms Regulations (ITAR), 22
C.FR. § 120, et seq. AECA and ITAR together provide
for the suspension, revocation, amendment, or denial of an
arms export license if an applicant has been indicted or con-
victed for violating the FCPA 3" They also set forth certain
factors for the Department of State’s Directorate of Defense
Trade Controls (DDTC)* to consider when determining
whether to grant, deny, or return without action license
applications for certain types of defense materials. One of
those factors is whether there is reasonable cause to believe
that an applicant for a license has violated (or conspired
to violate) the FCPA; if so, the Department of State “may
disapprove the application.”*” In addition, it is the policy
of the Department of State not to consider applications for
licenses involving any persons who have been convicted of
violating the AECA or convicted of conspiracy to violate
the AECA.¥ In an action related to the criminal resolu-
tion of a UK. military products manufacturer, the DDTC
imposed a “policy of denial” for export licenses on three of
the company’s subsidiaries that were involved in violations

of AECA and ITAR.3

When Is a Compliance Monitor or

Independent Consultant Appropriate?
One of the primary goals of both criminal prosecu-

tions and civil enforcement actions against companies that

violate the FCPA is ensuring that such conduct does not

occur again. As a consequence, enhanced compliance and

reporting requirements may be part of criminal and civil

resolutions of FCPA matters. The amount of enhanced
compliance and kind of reporting required varies according
to the facts and circumstances of individual cases.

In criminal cases, a company’s sentence, or a DPA or
NPA with a company, may require the appointment of an
independent corporate monitor. Whether a monitor is
appropriate depends on the specific facts and circumstances
of the case. In 2008, DOJ issued internal guidance regard-
ing the selection and use of corporate monitors in DPAs
and NPAs with companies. Additional guidance has since
been issued.*® A monitor is an independent third party who
assesses and monitors a company’s adherence to the com-
pliance requirements of an agreement that was designed to
reduce the risk of recurrence of the company’s misconduct.
Appointment of a monitor is not appropriate in all circumn-
stances, but it may be appropriate, for example, where a com-
pany does not already have an effective internal compliance
program or needs to establish necessary internal controls, In
addition, companies are sometimes allowed to engage in self-
monitoring, typically in cases when the company has made
a voluntary disclosure, has been fully cooperative, and has

demonstrated a genuine commitment to reform.

Factors DOJ and SEC Consider
When Determining Whether a Compliance
Monitor Is Appropriate Include:

= Seriousness of the offense
= Duration of the misconduct

= Pervasiveness of the misconduct, including
whether the conduct cuts across geographic and/
or product lines

* Nature and size of the company

* Quality of the company’s compliance program at
the time of the misconduct

*  Subsequent remediation efforts




In civil cases, a company may similarly be required
to retain an independent compliance consultant or moni-
tor to provide an independent, third-party review of the
company’s internal controls. The consultant recommends
improvements, to the extent necessary, which the company
must adopt. When both DOJ and SEC require a com-
pany to retain a monitor, the two agencies have been able
to coordinate their requirements so that the company can
retain one monitor to fulfill both sets of requirements.

The most successful monitoring relationships are
those in which the company embraces the monitor or con-
sultant. If the company takes the recommendations and
suggestions seriously and uses the monitoring period as a
time to find and fix any ourstanding compliance issues, the

company can emerge from the monitorship with a stronger,

long-lasting compliance program.

h
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What Are the Different Types of
Resolutions with DOJ?

Criminal Complaints, Informations, and Indictments

Charges against individuals and companies are
brought in three different ways under the Federal Rules of
Criminal Procedure: criminal complaints, criminal infor-
mations, and indictments.

DOJ may agree to resolve criminal FCPA mat-
ters against companies either through a declination or, in
appropriate cases, a negotiated resolution resulting in a plea
agreement, deferred prosecution agreement, or non-prose-
cution agreement. For individuals, a negotiated resolution
will generally take the form of a plea agreement, which may
include language regarding cooperation, or a non-prosecu-
tion cooperation agreement. When negotiated resolutions
cannot be reached with companies or individuals, the mat-

ter may proceed to trial.

Plea Agreements

Plea agreements—whether with companies or
individuals—are governed by Rule 11 of the Federal
Rules of Criminal Procedure. The defendant gener-
ally admits to the facts supporting the charges, admits

guilt, and is convicted of the charged crimes when the

plea agreement is presented to and accepted by a court.

Resolutions

The plea agreement may jointly recommend a sentence
or fine, jointly recommend an analysis under the US.
Sentencing Guidelines, or leave such items open for

argument at the time of sentencing.

Deferred Prosecution Agreements

Under a deferred prosecution agreement, or a DPA
as it is commonly known, DOJ files a charging document
with the court,””® but it simultancously requests that the
prosecution be deferred, that is, postponed for the pur-
pose of allowing the company to demonstrate its good
conduct. DPAs generally require a defendant to agree to
pay a monetary penalty, waive the statute of limitations,
cooperate with the government, admit the relevant facts,
and enter into certain compliance and remediation com-
mitments, potentially including a corporate compliance
monitor. DPAs describe the company’s conduct, coopera-
tion, and remediation, if any, and provide a calculation of
the penalty pursuant to the US. Sentencing Guidelines.
In addition to being publicly filed, DOJ places all of its
DPAs on its website. If the company successfully com-
pletes the term of the agreement (typically two or three
years), DQJ will then move to dismiss the filed charges. A
company’s successful completion of 2 DPA is not treated

as a criminal conviction.




Non-Prosecution Agreements

Under a non-prosecution agreement, or an NPA as
it is commonly known, DOJ mainrains the right to file
charges but refrains from doing so to allow the company
to demonstrate its good conduct during the term of the
NPA. Unlike a DPA, an NPA is not filed with a court but is
instead maintained by the parties. In circumstances where
an NPA is with a company for FCPA-related offenses, it is
made available to the public through DOJ’s website. The
requirements of an NPA are similar to those of a DPA,
and generally require a waiver of the statute of limitations,
ongoing cooperation, admission of the material facts, and
compliance and remediation commitments, in addition to
payment of a monetary penalty. If the company complies
with the agreement throughout its term, DOJ does not file
criminal charges. If an individual complies with the terms
of his or her NPA, namely, truthful and complete coopera-
tion and continued law-abiding conduct, DOJ will not pur-

sue criminal chargcs.

Declinations
As discussed above, DOJ s decision to bring or decline
to bring an enforcement action under the FCPA is made
pursuant to the Principles of Federal Prosecution, in the case
of individuals, and the Principles of Federal Prosecution
of Business Organizations, in the case of companies. As
described, in the case of individuals, the Principles of Federal
Prosecution advise prosecutors to weigh all relevant consid-
erations, including:
o federal law enforcement priorities;
» the nature and seriousness of the offense;
o the deterrent effect of prosecution;
o the person’s culpability in connection with the
offense;
o the person’s history of criminal activity;
« the person’s willingness to cooperate in the investi-
gation or prosecution of others; and

¢ the probable sentence or other consequences if the

person is convicted.™

The Principles of Federal Prosecution provide addi-

tional commentary about each of these factors. For
instance, they explain that prosecutors should take into
account federal Jaw enforcement priorities because federal
[aw enforcement and judicial resources are not sufficient
to permit prosecution of every alleged offense over which
federal jurisdiction exists. The deterrent effect of prosecu-
tion should also be kept in mind because some offenses,
“although seemingly not of great importance by themselves,
if commonly committed would have a substantial cumula-
tive impact on the community.”*!

As discussed above, the Principles of Federal
DProsecution of Business Organizations require prosecutors to
consider nine factors when determining whether to prose-
cute a corporate entity for an FCPA violation, including the
nature and seriousness of the offense; the pervasiveness of
wrongdoing within the company; the company’s history of
similar conduct; the existence and effectiveness of the com-
pany’s pre-existing compliance program; and the adequacy
of remedies, such as civil or regulatory enforcement actions.

Pursuant to these guidelines, DOJ has declined to
prosecute both individuals and corporate entities in numer-
ous cases based on the particular facts and circumstances
presented in those matters, taking into account the avail-
able evidence* To protect the privacy rights and other
interests of the uncharged and other potentially interested
parties, DOJ has a long-standing policy not to provide,
without the party’s consent, non-public information on
matters it has declined to prosecute. To put DOJ’s declina-
tions in context, however, in the past two years alone, DOJ
has declined several dozen cases against companies where
potential FCPA violations were alleged.

As mentioned above, there are rare occasions in
which, in conjunction with the public filing of charges
against an individual, it is appropriate to disclose that a
company is not also being prosecuted. That was done in a
recent case where a former employee was charged bur the

former corporate employer was not.*®




What Are the Different Types of
Resolutions with SEC?

Civil Injunctive Actions and Remedies

In a civil injunctive action, SEC seeks a court order
compelling the defendant to obey the law in the future.
Violating such an order can result in civil or criminal con-
rempt proceedings. Civil contempt sanctions, brought by
SEC, are remedial rather than punitive in nature and serve
one of two purposes: to compensate the party injured as a
result of the violation of the injunction or force compliance
with the terms of the injunction.

Where a defendant has profited from a violation of
law, SEC can obtain the equitable relief of disgorgement
of ill-gotten gains and pre-judgment interest and can also
obtain civil money penalties pursuant to Sections 21{d)(3)
and 32(c) of the Exchange Act. SEC may also seek ancillary
relief (such as an accounting from a defendant). Pursuant
to Section 21(d)(5), SEC also may seek, and any federal
court may grant, any other equitable relief that may be
appropriate or necessary for the benefit of investors, such
as enhanced remedial measures or the retention of an inde-

pendent compliance consultant or monitor.

Civil Administrative Actions and Remedies

SEC has the ability to institute various types of admin-
istrative proceedings against a person or an entity that it
believes has violated the law. This type of enforcement action
is brought by SEC%s Enforcement Division and is litigated
before an SEC administrative law judge (ALJ). The AL’
decision is subject to appeal directly to the Securities and
Exchange Commission itself, and the Commission’s decision
is in turn subject to review by a US. Court of Appeals.

Administrative proceedings provide for a variety of
relief. For regulated persons and entities, such as broker-
dealers and investment advisers and persons associated with
them, sanctions include censure, limitation on activities,
suspension of up to twelve months, and bar from associa-

tion or revocation of registration. For professionals such as

atrorneys and accountants, SEC can order in Rule 102(e)

Resolutions

proceedings that the professional be censured, suspended,
or barred from practicing before SEC.2# SEC staff can seek
an order from an administrative law judge requiring the
respondent to cease and desist from any current or future
violations of the securities laws. In addition, SEC can obtain
disgorgement, pre-judgmenc interest, and civil money pen-
alties in administrative proceedings under Section 21B
of the Exchange Act, and also can obtain other equitable
relief, such as enhanced remedial measures or the retention

of an independent compliance consultant or monitor.

Deferred Prosecution Agreements

A deferred prosecution agreement is a written agree-
ment between SEC and a potential cooperating individual
or company in which SEC agrees to forego an enforcement
action against the individual or company if the individual
or company agrees to, among other things: (1) cooper-
ate truthfully and fully in SEC’s investigation and related
enforcement actions; (2) enter into a long-term rolling
agreement; (3) comply with express prohibitions and/
or undertakings during a period of deferred prosecution;
and (4) under certain circumstances, agree either to admit
or not to contest underlying facts that SEC could assert
to establish a violation of the federal securities laws, If the
agreement is violated during the period of deferred prosecu-
tion, SEC staff may recommend an enforcement action to
the Commission against the individual or company for the
original misconduct as well as any additional misconduct.
Furthermore, if the Commission authorizes the enforce-
ment action, SEC staff may use any factual admissions
made by the cooperating individual or company in support
of 2 motion for summary judgment, while maintaining the
ability to bring an enforcement action for any additional

misconduct art a later date.




In May of 2011, SEC entered into its first deferred
prosecution agreement against a company for violating the
FCPA.® In that case, a global manufacturer of steel pipe
products violated the FCPA by bribing Uzbekistan govern-
ment officials during a bidding process to supply pipelines
for transporting oil and natural gas. The company made
almost $5 million in profits when it was subsequently
awarded several contracts by the Uzbekistan government.
The company discovered the misconduct during a world-
wide review of its operations and brought it to the govern-
mentsattention. Inaddition to self-reporting, the company
conducted a thorough internal investigation; provided
complete, real-time cooperation with SEC and DOJ staff;
and undertook extensive remediation, including enhanced
anti-corruption procedures and training. Under the terms
of the DPA, the company paid $5.4 million in disgorge-
ment and prejudgment interest. The company also paid a
$3.5 million monetary penalty to resolve a criminal investi-
gation by DOJ through an NPA 3%

For further information about deferred prosecution

agreements, see SEC’s Enforcement Manual”

Non-Prosecution Agreements

A non-prosecution agreement is a written agreement
between SEC and a potential cooperating individual or com-
pany, entered into in limited and appropriate circumstances,
that provides that SEC will not pursue an enforcement
action against the individual or company if the individual or
company agrees to, among other things: (1) cooperate truth-
fully and fully in SEC’s investigation and related enforce-
ment actions; and (2) comply, under certain circumstances,
with express undertakings. If the agreement is violated, SEC
staff retains its ability to recommend an enforcement action
to the Commission against the individual or company.

For further information about non-prosecution

agreements, see SEC’s Enforcement Manual*®

Termination Letters and Declinations
As discussed above, SEC’s decision to bring or

decline to bring an enforcement action under the FCPA is

made pursuant to the guiding principles set forth in SEC’s

Enforcement Manual. The same factors that apply to SEC

staff 's determination of whether to recommend an enforce-
ment action against an individual or entity apply to the
decision to close an investigation without recommending
enforcement action 3®

Generally, SEC staff considers, among other things:

e theseriousness of the conduct and potential viola-
tions;

o the resources available to SEC staff to pursue the
investigation;

o the sufficiency and strength of the evidence;

o the extent of potential investor harm if an action s
not commenced; and

o the age of the conduct underlying the potential
violations.

SEC has declined to take enforcement action against
both individuals and companies based on the facts and cir-
cumstances present in those matters, where, for example,
the conduct was not egregious, the company fully coop-
erated, and the company identified and remediated the
misconduct quickly. SEC Enforcement Division policy is
to notify individuals and entities at the carliest opportu-
nity when the staff has determined not to recommend an
enforcement action against them to the Commission. This
notification takes the form of a termination letter.

In order to protect the privacy rights and other inter-
ests of the uncharged and other potentially interested par-
ties, SEC does not provide non-public information on mat-

ters it has declined to prosecute.

What Are Some Examples of Past
Declinations by DOJ and SEC?

Neither DOJ nor SEC typically publicizes declina-
tions but, to provide some insight into the process, the fol-
lowing are recent, anonymized examples of matters DOJ

and SEC have declined to pursue:

Example 1: Public Company Declination
DOJ and SEC declined to take enforcement action
against a public US. company. Factors taken into consider-

ation included:




» The company discovered that its employees had
received competitor bid information from a third
party with connections to the foreign government.

»  The company began an internal investigation,
withdrew its contract bid, terminared the employees
involved, severed ties to the third-party agent, and
voluntarily disclosed the conduct to DOJ’s Antitrust
Division, which also declined prosecution.

s During the internal investigation, the company
uncovered various FCPA red flags, including prior
concerns about the third-party agent, all of which
the company voluntarily disclosed to DOJ and SEC.

o The company immediately took substantial steps to

improve its compliancc program.

Example 2: Public Company Declination

DOJ and SEC declined to take enforcement action
against a public US. company. Factors taken into consider-
ation included:

o With knowledge of employees of the company’s
subsidiary, aretained construction company
paid relatively small bribes, which were wrongly
approved by the company’s local law firm, to for-
eign building code inspectors.

o When the company’s compliance department
learned of the bribes, it immediately ended the
conduct, terminated its relationship with the con-
struction company and law firm, and terminated or
disciplined the employees involved.

o The company completed a thorough internal inves-
tigation and voluntarily disclosed to DOJ and SEC.

o The company reorganized its compliance depart-
ment, appointed a new compliance officer dedi-
cated to anti-corruption, improved the training
and compliance program, and undertook a
review of all of the company’s international third-

party relationships.

Example 3: Public Company Declination

DOJ and SEC declined to take enforcement action

against a U.S. publicly held industrial services company for

bribes paid by a small foreign subsidiary. Factors taken into
consideration included:

¢ The company self-reported the conduct to DOJ
and SEC.

¢ The total amount of the improper payments was
relatively small, and the activity appeared to be
an isolated incident by a single employee at the
subsidiary.

o The profits potentially obrained from the improper
payments were very small.

o The payments were detected by the company’s
existing internal controls. The company’s audit
committee conducted a thorough independent
internal investigation. The results of the investiga-
tion were provided to the government.

o The company cooperated fully with investigations
by DOJ and SEC.

¢ The company implemented significant remedial

actions and enhanced its internal control structure.

Example 4: Public Company Declination

DOJ and SEC declined to take enforcement action
against a US. publicly held oil-and-gas services company
for small bribes paid by a foreign subsidiary’s customs agent.
Factors taken into consideration included:

» The company’s internal controls timely detected a
potential bribe before a payment was made.

»  When company management learned of the
potential bribe, management immediately reported
the issue to the company’s General Counsel and
Audit Committee and prevented the payment from
occurring,

o Within weeks of learning of the attempted bribe,
the company provided in-person FCPA training

to employees of the subsidiary and undertook




an extensive internal investigation to determine
whether any of the company’s subsidiaries in the
same region had engaged in misconduct.

» The company self-reported the misconduct and the
results of its internal investigation to DOJ and SEC.

» The company cooperated fully with investigations
by DOJ and SEC.

+ Inadditon to the immediate training at the relevant
subsidiary, the company provided comprehensive
FCPA training to all of its employees and conducted
an extensive review of its anti-corruption compliance
program.

¢ The company enhanced its internal controls and
record-keeping policies and procedures, includ-
ing requiring periodic internal audits of customs
payments.

o As part of its remediation, the company directed that
local lawyers rather than customs agents be used to
handle its permits, with instructions that “no matter
what, we don't pay bribes”—a policy that resulted in

alonger and costlier permit procedure.

Example 5: Public Company Declination

DQJ and SEC declined to take enforcement action
against a US. publicly held consumer products company
in connection with its acquisition of a foreign company.
Factors taken into consideration included:

o The company identified the potential improper
payments to local government officials as part of its
pre-acquisition due diligence.

o The company promptly developed a comprehen-
sive plan to investigate, correct, and remediate any
FCPA issues after acquisition.

o The company promptly self-reported the issues prior
to acquisition and provided the results of its investi-
gation to the government on a real-time basis.

+ The acquiring company's existing internal controls
and compliance program were robust.

o After the acquisition closed, the company imple-

mented a comprehensive remedial plan, ensured

that all improper payments stopped, provided

extensive FCPA training to employees of the new

subsidiary, and promptly incorporated the new
subsidiary into the company’s existing internal

controls and compliance environment.

Example 6: Private Company Declination

In 2011, DOJ declined to take prosecutorial action

against a privately held U.S. company and its foreign subsid-

iary. Factors taken into consideration included:

The company voluntarily disclosed bribes paid to
social security officials in a foreign country.

The total amount of the bribes was small.

When discovered, the corrupt practices were imme-
diately terminated.

‘The conduct was thoroughly investigated, and the
results of the investigation were promptly provided
to DOJ.

Allindividuals involved were either terminated

or disciplined. The company also terminated its
relationship with its foreign law firm.

The company instituted improved training and
compliance programs commensurate with its size

and risk exposure.
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Over the past few years, tougher enforcement
of anti-corruption laws has become the norm.
In 2011 that trend continued, as there were
numerous Foreign Corrupt Practices Act (FCPA)
enforcement actions taken by the SEC while new
laws such as the U.K. Bribery Act were enacted.
It is against this backdrop that AlixPartners
wanted to explore the ways in which companies
are thinking about their anti-corruption efforts.
To do so, we surveyed general counsels and
other senior executives at multinational companies
with annual revenues of $250 million or more. In
particular, we focused on those executives who
are responsible for business ethics and compli-

ance with anti-corruption and anti-bribery laws.

Our goal was to better understand the ways in
which companies are preventing, identifying and
addressing corruption risk. We wanted to deter-
mine whether executives were confident about
their compliance policies and, in light of new
regulations and strict enforcement of existing

laws, whether they were altering their

Corruption has clearly become a global problem,
according to our survey. Given this trend,
we wondered which parts of the world were
perceived as having the most exposure to

corruption and bribery risk.

approach to anti-corruption. We asked
participants about their compliance policies and
the regulations that are having the most impact.
In addition, we wanted to know how successful
they have been at preventing risks, and if so,
which business practices they believed to be the

most effective.

Here is what they had to say.

In our survey, two-thirds of participants indicated
that they have reassessed their anti-corruption
activities due to regulations such as Dodd-Frank
and the U.K. Bribery Act. In addition, 90% of
participants said they have implemented or
planned to implement anti-corruption training.
Participants indicated that their companies
operated in industries such as technology,
manufacturing, business services, aerospace,
and insurance, among others. Of note, 41% of
participants perceived their industry to be at
significant risk for corruption; 54% said there

was some risk.

Participants were asked to identify the geographic
regions and countries in which their companies
did business and those that they perceived to
pose the most risk. Southeast Asia led all regions,

with 83% of participants identifying that region as

© 2012 AlixPartners, LLP
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FIGURE 1: WHICH COUNTRIES OR GEOGRAPHIC REGIONS POSE SIGNIFICANT CORRUPTION
RISKS? (CHOOSE ALL THAT APPLY.)

Southeast Asia’
Africa

China

Russia

Middle East
Mexico
Central/South America?
India

Brazil

Eastern Europe
United States
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Japan 23%
Canada 17%
United Kingdom 12%
Western Europe [';‘]Oltnecj:onesia,the Philippines, Vietnam.

[2] Other than Brazil and Mexico.

Note: Totals add to >100% due to multiple response options

the one that posed the most corruption risk (par-
ticipants were allowed to select multiple regions).
Africa came next, followed by China, Russia, and
the Middle East. Mexico and Central/South
America (excluding Brazil) each received 69%

of responses. Interestingly, 30% of participants

indicated that the United States posed a signifi-
cant risk. It is perhaps not surprising that China,
Southeast Asia, the Middle East, and Russia were
identified as having significant risk, as doing
business in these countries often requires

involvement of government officials.

IMPACT OF ANTI-BRIBERY LAWS AND OTHER REGULATIONS

Our survey shows that the new laws and the uptick
in FCPA enforcement actions are clearly having
an impact on the way companies do business.
In particular, 74% of participants said that their

activities related to compliance with the FCPA

increased in the past year. Two-thirds of
participants said that they were reassessing their
internal anti-corruption compliance activities due
to the U.K. Bribery Act, which is perceived by
many to be a tougher law than the FCPA.

© 2012 AlixPartners, LLP
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FIGURE 2: HOW HAVE THE FOLLOWING REGULATIONS

LED YOU TO REASSESS YOUR ORGANIZATION'S
COMPLIANCE WITH ANTI-BRIBERY LAWS?

Il None
Somewhat

33% Significantly 33%
Il Don’t Know
26%

20%

12%

Dodd-Frank U.K. Bribery Act

Amid a heightened enforcement environment,
companies are committing more resources and
adopting new policies to address the risk of

corruption, according to our survey.

Which policies are being implemented?
And, more important, which ones have been
effective in helping to identify and address

corruption risk?

The results of our survey indicate that three busi-
ness practices stand out as the most effective in
reducing corruption risk: employee training,

scrutiny over books and records, and involve-

In light of the new whistleblower protections
in Dodd-Frank, companies are also making a
concerted effort to identify and address
corruption issues internally. As a result, many
appear to be developing mechanisms that
facilitate the reporting of incidents or other
concerns. Accordingly, 80% of participants
said their company has already implemented or
plans to implement a hotline for reporting issues.
Perhaps it is not surprising, given that the SEC's
whistleblower awards fund continues to increase
the monies available for payout to qualifying

whistleblowers.

ment of audit committees and boards of directors

in anti-corruption compliance programs.

Participants also noted that they have been
placing foreign subsidiaries under a greater level
of scrutiny. Nearly half of all participants said that
their companies have training efforts focused
specifically on this group. As we noted earlier,
regions such as Southeast Asia, China and the
Middle East are clearly perceived as risky places
to do business. Yet when asked whether they had
reduced their exposure to some regions of the

world, a majority of participants (59%) said no.
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FIGURE 3: WHICH OF THE FOLLOWING BUSINESS PRACTICES HAS YOUR COMPANY IMPLEMENTED TO REDUCE
CORRUPTION RISK AND HOW SUCCESSFUL HAVE THEY BEEN?

Il High/Moderate [l Low Success [l Not Attempted

Increased the amount of training given to employees

Increased scrutiny over books and records

ﬂ

83%

7%

Increased involvement of audit committee/board in F 70%
anti-corruption compliance programs
62Y%
Expanded the scope of audits of foreign subsidiaries 7% .
) ) ) - 55%
Involved outside counsel in an investigation 9%

48%
Reduced your company’s business [igg —
exposure to certain regions or countries

Decreased the number of relationships
with vendors and third parties

Increased use of incentives

- 32%
0
17%
6%

Note: Totals add to >100% due to multiple response options

In addition, 60% said they had not scaled back
their relationships with vendors and other
third parties, such as agents, consultants and
distributors. It will be interesting to observe
whether these trends continue in 2012. It will

also be interesting to see whether companies

THE CHALLENGES OF COMPLIANCE

Despite establishing new policies and expand-
ing the use of practices to prevent corruption risk,
companies still face hurdles when implementing
anti-corruption programs, according to our
survey. Nearly half (46%) of participants cited
inadequate staffing as a problem, while 40%
said the need to customize policies and

procedures on a country-by-country basis was a

increase their due diligence of third parties,
particularly in light of the U.K. Bribery Act's
strict liability offense for commercial organiza-
tions that fail to prevent bribes paid by persons

associated with their business.

significant constraint. And while most participants
(90%) said their companies already have or
plan to implement employee training, a third
said they do not evaluate whether those programs
are adequate. It will be interesting to see wheth-
er companies take steps to fully understand the
effectiveness of their compliance programs

in the future.
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FIGURE 4: WHICH OF THE FOLLOWING DO YOU CONSIDER CONSTRAINTS IN WIDENING
YOUR ANTI-CORRUPTION PROGRAM?

Inadequate staffing resources 46%

Variation of policies and procedures on a country-by-country basis 40%
Compliance viewed as lower priority than operating results

Lack of available financial resources

Lack of involvement from senior management and Board of Directors
Other

Inadequate training

Absence of a dedicated anti-corruption policy

Note: Totals add to >100% due to multiple response options

CONCLUSION

We'd like to thank those professionals who the challenges in preventing, identifying,

participated in our survey for providing valuable and addressing corruption risks loom large.
insights into the state of anti-corruption As companies seek to take advantage of growth

compliance. Based on their responses, we be- overseas and become subject to local laws

lieve that there are a number of trends in anti-
corruption compliance worth watching in 2012.

For general counsels and compliance executives,

and practices, the need to adopt policies and
develop due diligence protocols that can

account for these risks will only increase.

© 2012 AlixPartners, LLP

AlixPartners



AlixPartners 2012 Global Anti-Corruption Survey

For more information, please contact:

Harvey Kelly

Managing Director and Global Head of Corporate Investigations
hkelly@alixpartners.com

+1(646) 746-2422

About AlixPartners
AlixPartners conducts a broad range of surveys and research in industries around the globe. To learn more

about our publications, orto contact the AlixPartners professional nearest you, please visit www.alixpartners.com.

AlixPartnersisaglobal firm of senior businessand consulting professionals that specializesinimproving
corporatefinancialand operational performance, executing corporate turnarounds, and providinglitigation

consulting and forensic accounting services when it really matters—in urgent, high-impact situations.
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New Italian Legislation Addresses Corruption

This material was prepared for UNICOST, Associazione Nazionale dei Magistrati - Distretto di
Roma.

In recent weeks, the Italian Parliament took an important step to confront corruption by passing a
new law intended to address influence peddling, as well as corruption among companies in the
private sector and enhancing penalties for other bribery offenses. Coming at a time when
corruption scandals have been front page news across Italy, the legislation is seen as an
important component of Prime Minister Mario Monti’s efforts to reform public finance, improve
foreign investment and enhance public confidence in government. The new law becomes
effective on November 28, 2012, the same day a group of magistrates will meet in Rome to send
a clear message that the historical tolerance of corruption cannot continue.

The new law prohibits the exploitation of a relationship with public officials where a benefit is
offered, requested or received in return for unlawful favors. The law also increases prison
sentences for public officials convicted of bribery, corruption in the exercise of a public function,
corruption by act contrary to official duties and corruption in judicial proceedings. Another new
crime added by the law addresses private corruption among commercial organizations,
prohibiting the bribing of key corporate leaders such as directors or members of the supervisory
board as well as acceptance of bribes by these leaders when they act, or fail to act, in breach of
their fiduciary duty.

To enhance transparency and trust in government, the law requires local and regional public
offices to institute an anti-corruption plan and renew it every year. Public administrations will
need to conduct a risk assessment to analyze causes of illicit behaviors and indicate the measures
to be implemented for preventing and fighting these risks. A senior executive will be tasked to
implement the plan and enact appropriate procedures as well as training for employees in high-
risk sectors, such as disposal of waste, rental of certain machinery and extraction of dirt and
ground materials. Increased visibility will be required for functions including procurement,
budgeting and the issuing of public licenses. Incentives and protections for whistleblowers also
will be required.

The administration also appears ready to pursue other legislation, such as a law to empower an
anti-corruption commissioner as well as proposed changes to the regional government budgeting
process.



Corruption costs Italy an estimated €60 billion ($78 billion) a year according to Italy’s Court of
Accounts, a body of magistrates that audits public finances. “Italy badly needs a strong legal
framework to fight corruption. This law is a good start,” anti-corruption watchdog Transparency
International said in a written statement issued after passage of the new law. “The law has some,
if not all, of the elements required to overcome the rampant cronyism and influence peddling in
Italian politics.”

Pepper Hamilton can assist companies to understand how to comply with the new Italian anti-
corruption legislation, as well as a broad range of other anti-corruption laws that apply to
international businesses. Led by former U.S. Federal Bureau of Investigation Director Louis
Freeh, we provide experienced guidance to ensure that our clients’ compliance and risk
management programs are deterring and detecting potential anti-corruption issues. We evaluate
and design effective programs to meet specific risks of our clients’ international operations. We
also conduct internal investigations of suspected corrupted payments, and design remedial
strategies to best protect our clients.

Our practice group includes experienced professionals seasoned by years of running law
enforcement agencies and counseling international businesses on sophisticated compliance
issues. Engaging Pepper sends a strong signal that a company is committed to conducting its
international business ethically and properly.

Louis J. Freeh, Gregory Paw and Sergio Salerno



Thomas L. Sager is senior vice president and general counsel, DuPont Legal. He started his career with
DuPont in August 1976 as an attorney in the labor and securities group.

Mr. Sager helped pioneer the DuPont Convergence and Law Firm Partnering Program and continues to
have oversight responsibility. Through his leadership, this program has become a benchmark in the
industry and has received national acclaim for its innovative approach to the business of practicing law.
He was named associate general counsel in 1994. In January 1998 he was named chief litigation counsel
where his responsibilities included oversight of all litigation and IT support for the entire function. He
was named vice president and assistant general counsel in November 1999, and to his current position
in July 2008.

Born in Winchester, Mass., he received his J.D. from Wake Forest University School of Law in 1976.

Mr. Sager is past chairman of the Minority Corporate Counsel Association, a group that advocates for
the expanded hiring, retention and promotion of minority attorneys in corporate law departments and
the law firms they serve. In addition, he serves as a board member for the CPR International Institute for
Conflict Prevention and Resolution; Delaware Law Related Education Center; Delaware Community
Foundation and the Atlantic Legal Foundation. He is also a member of the Widener University Board of
Trustees; Advisory Board of the University of Delaware Weinberg Center; Law Board of Visitors at Wake
Forest University School of Law; the Board of Trustees of the Lawyers’ Committee for Civil Rights Under
Law; chairman of the National Association for Law Placement (NALP) Foundation Board of Trustees; and
Trustee, Christiana Care. In 2010, Mr. Sager was named to the ABA Task Force on Preservation of the
Justice System.

In January 2005, Mr. Sager was the Distinguished Lecturer for the Corporate Counsel Technology
Institute, at the Inaugural Annual Technology Lecture Series, held at Widener University School of Law.

In addition, Mr. Sager has received the following recognition:

The Thomas L. Sager Award from the Minority Corporate Counsel Association. This award was
established in his name and given in recognition of his individual efforts and achievements to promote
diversity in the legal profession and will be presented annually. In 2001 he received the Spirit of
Excellence Award, presented by the American Bar Association Commission on Racial and Ethnic Diversity
in the Profession. In 2009 Mr. Sager received the CPR Corporate Leadership Award. Mr. Sager also was
recently recognized by The National Law Journal as one of the 40 most influential attorneys in the past
decade, and was featured in American Lawyer Magazine as one of the top 50 Legal Innovators. In
November 2011, Mr. Sager received the Community Legal Aid Society’s Founders’ Award in recognition
of his contributions to the cause of equal access to justice.

Michael L. Feinberg is a Counsel in Cahill Gordon & Reindel LLP's Securities Litigation & White Collar
Defense practice group.

Michael advises global financial institutions, broker/dealers, hedge funds, corporations, and their
directors and officers in complex securities litigation, internal investigations and regulatory inquiries and
enforcement proceedings by governmental agencies and Self-Regulatory organizations including the U.S.



Department of Justice, U.S. Securities and Exchange Commission, U.S. Department of Treasury, U.S.
Commodity Futures Trading Commission, FINRA, State Attorney Generals, state securities regulators, the
U.K. Financial Services Authority, and the European Commission (DG Competition).

Prior to joining Cahill, Michael managed complex litigation, internal investigations, and regulatory
enforcement proceedings at Credit Suisse during a period of unprecedented enforcement activity
focused on Wall Street. Earlier, Michael was a litigator in private practice where among other matters,
he represented the underwriting syndicate in the Refco multidistrict litigation, one of the largest MDL'’s
in U.S. history.

Angela B. Styles is a partner in Crowell & Moring's Washington, D.C. office and co-chair of the

firm's Government Contracts Group. Prior to joining the firm, Ms. Styles served in the federal
government as Administrator for Federal Procurement Policy within the Office of Management and
Budget at the White House, a position requiring confirmation by the United States Senate. Ms. Styles
also served in the General Services Administration Public Buildings Service in a Senior Executive Service
appointment. In these positions, Ms. Styles was responsible for the policies and regulations governing all
purchases by the federal government. Ms. Styles led presidential initiatives on federal contracting and
worked on a wide variety of legal, legislative and policy issues associated with contractor ethics, federal
contracts compliance, homeland security, terrorism related indemnification, and labor management
relations. Ms. Styles also chaired the Federal Acquisition Regulatory Council, the Federal Acquisition
Council, and the Cost Accounting Standards Board.

Ms. Styles' current practice concentrates on government contracts counseling and litigation, including
procurement ethics and compliance, civil and criminal fraud matters under the False Claims Act,
mandatory disclosure, procurement integrity, the Anti-Kickback Act, GSA Schedule contracting with an
emphasis on pricing issues, GSA leasing, and Buy American and Trade Agreements Act compliance. In
addition, Ms. Styles conducts complex internal investigations, corporate compliance reviews, and
training programs on ethics and public sector contract compliance.

Ms. Styles' recent representations include significant suspension and debarment matters before the
General Services Administration, the Department of Defense, the Environmental Protection Agency, and
the Federal Communications Commission (E-Rate program). Ms. Styles has also litigated several multi-
million dollar bid protests before the Government Accountability Office and the Court of Federal Claims
as well as contract claims before the Armed Services Board of Contract Appeals and the Court of Federal
Claims and appeals before the United States Court of Appeals for the Federal Circuit.

Most recently, Ms. Styles' counseling practice has focused on advising clients on federal mandatory
disclosure rules, suspension and debarment, and compliance with multi-faceted federal, state and local
contracting requirements under the American Recovery and Reinvestment Act (ARRA) of 2009. Ms.
Styles also has extensive experience advising clients on complex appropriations and Anti-Deficiency Act
issues.

Ms. Styles has provided legal and policy commentary for numerous national media outlets, including the
Associated Press, the Wall Street Journal, the New York Times, and the Washington Post. Ms. Styles has



made appearances on news programming for CNN, National Public Radio, and C-SPAN Washington
Journal.

Ms. Styles has testified about complex government contracting issues at more than 20 hearings before
the United States Senate and the House of Representatives. She has testified on numerous occasions
before the Senate Armed Services, Senate Government Affairs, House Armed Services, House Veterans'
Affairs, House Small Business, and House Government Reform Committees.

Prior to entering law school, Ms. Styles worked on Capitol Hill for Chairman Joe Barton (R-Tx) as a
legislative aide. Ms. Styles also worked for the State of Texas as a program manager in the Office of
State-Federal Relations in Washington, D.C.

Sanjay Bhandari is a former federal prosecutor, a former SEC enforcement attorney, and an
experienced trial lawyer in criminal and intellectual property cases. His practice focuses on
government enforcement, investigations, and intellectual property litigation. Mr. Bhandari is a
member of the firm's Strategic Planning Committee, and a co-head of its Anti-Corruption Practice
Group.

Mr. Bhandari's government enforcement experience includes large international corporate
investigations, compliance counseling, and representing individuals and corporations in government
investigations and enforcement proceedings. He has extensive experience with anti-corruption laws
(including the Foreign Corrupt Practices Act (FCPA)), health laws, and securities laws, including
revenue recognition and other accounting issues. He has also handled cases involving antitrust,
environmental, money laundering, and tax issues, among others.

Mr. Bhandari's intellectual property experience includes several trials involving copyright, patent,
and trademark issues. He has litigated intellectual property cases involving chemicals, DRAM and
other memory chips, medical and other software, television broadcasts, and many different types of
trademarks and trade dress. He has also handled various types of trade secret disputes.

Mr. Bhandari has tried approximately 20 cases before juries, judges, and arbitrators, including trials
that ran several months in length.

Representative government enforcement/investigations matters include the following:

Conducted worldwide investigations into potential FCPA violations at medical device, transportation,
and other companies, including in-country investigations in Azerbaijan, Germany, India, Russia, and
Turkey

Reviewed and provided recommendations for improvement of the FCPA compliance program of
several companies

Represented numerous individuals in internal and government investigations relating to
adulteration, anti-kickback, misbranding, off-label promotion, and other FDA and health law issues
Conducted pharmaceutical company's internal investigation into off-label promotion issues in the
Western Region



Represented numerous individuals and companies in SEC investigations and enforcement actions
relating to broker-dealer, fraud, insider trading, registration exemption, reserve accounting, and
other issues

Represented numerous individuals and companies in DOJ/SEC investigations relating to potential
FCPA violations

Mr. Bhandari was in government service from 1999 to 2008, as an Assistant U.S. Attorney in the
Southern District of California and an SEC Enforcement Attorney at the SEC's headquarters in
Washington, D.C. Matters he handled included:

United States v. Cunningham: the largest bribery case ever brought against a sitting member of
Congress, also resulting in corruption convictions for a defense contractor and the Executive Director
of the Central Intelligence Agency

United States v. Gardner: securities fraud convictions of the CEO, CFO, and over a dozen other
executives and business partners of Peregrine Systems, Inc., a business software company that
engaged in improper revenue recognition and other accounting irregularities

United States v. Fanghella: fraud convictions of over a dozen executives and business partners of
PinnFund USA, Inc., a subprime mortgage lender run as a Ponzi scheme

Blake A. Coppotelli joined Freeh Sporkin & Sullivan, LLP ("FSS") in May 2011 as a Partner in the firm's
New York office. Prior to joining FSS, Coppotelli was a Senior Managing Director with Kroll Associates
Inc., advising public and private clients on public corruption, government, regulatory, and/or corporate
investigations, financial and investigative due diligence, internal corporate controls and governance, and
ethics policies. During his ten years at Kroll, his legal and investigative experience enabled him to be
apointed to various independent ethics oversight positions by public and private clients and/or
concerns, and to serve as an Independent Private Sector Inspector General on numerous high profile

matters. His current practice concentrates in these areas, as well as in white-collar criminal defense.

e Prior to joining Kroll, for thirteen years, Coppotelli was an Assistant District Attorney in the
Manhattan District Attorney's Office, ending the last four years of his tenure as Chief of the
Labor Racketeering Unit and Construction Industry Strike Force. Coppotelli also served as a
Senior Investigative Counsel advising other investigative Assistant District Attorneys on
investigative strategies, legal issues, and trial practice.

e While chief, Coppotelli supervised the investigation into District Council 37, of the American
Federation of State, County, and Municipal Employees Union. The investigation secured the
convictions of more than twenty-five union officials and nine corporations for grand larceny,
scheme to defraud, and bribery. Coppotelli also supervised the racketeering and anti-trust
indictments of eleven members of the Lucchese crime family, including the family's acting boss,

two capos, eleven construction companies, and numerous union officials from Local 608 of the



Northern Regional Council of the United States Brotherhood of Carpenters, Local 1 of the
Builders and Allied Craftsmen, and Local 20 of the Laborers International Union. Coppotelli
further supervised the investigation of New York State Senator Guy Velella for conspiracy to
receive bribes for influencing the awarding of public contracts.

In addition to the above, Coppotelli directly handled the 1990s investigation into bid-rigging
within the New York City interior construction industry, resulting in the commercial bribery
convictions of six of the top ten metropolitan area interior general contracting companies, their
principals, and over 40 architects, designers, project consultants, building managers, and real
estate brokers. Coppotelli was also responsible for the investigation and conviction of the NYS
Dormitory Authority's Chief of Court Projects, and his first assistant Project Manager, for
laundering and stealing in excess of $500,000 from NYS through the rigging and inflation of
numerous contracts on the Bronx Supreme Court, the Queens Supreme Court and Family Court,
Staten Island Supreme Court, and the Manhattan Supreme Court buildings. Further, Coppotelli
was the prosecutor who investigated the Fulton Fish Market, and secured the felony conviction

of the head of International Fishmonger's Association.
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